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1 Reason for Change

This CR specifies how to import into a DRM2.x Domain for backward compatibility.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:
Add section 6.2.3 as follows

LRM-RI Create Domain RO Protocol
The 2-pass LRM-RI Create Domain RO Protocol is the protocol by which an LRM enlists the services of a Rights Issuer to Import Rights associated with some DRM Content imported by the LRM from upstream DRM system to a designated DRM2.x Domain, so that backward compatibility regarding Import function is achieved, i.e. an LRM can import RO into a DRM2.x Domain. This protocol assumes that the LRM has a valid RI context for the associated Rights Issuer.
This protocol includes mutual authentication of LRM and RI, secure transfer of imported Rights and REK to the RI, and integrity-protected request and delivery of created Domain ROs. This protocol MAY involve OCSP protocol between Rights Issuer and OCSP Responder for checking status of Rights Issuer’s certificate chain. After receiving a newly created Domain RO from the RI, the LRM distributes it together with the corresponding imported content to DRM Devices.  But this is outside the scope of this specification. 
Each LRM SHALL make sure that the number of recipient Domains is less than some threshold set by some upstream service providers. Such threshold MAY vary over different upstream service providers, and MAY vary depending on the type of Import-Ready Data. Only in the case that the cumulative recipient Domain quantity is less than the threshold does the LRM perform the LRM-RI Create Domain RO protocol to issue imported Rights to a 2.x Domain.
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Figure 4 – The 2-pass LRM-RI Create Domain RO Protocol
6.2.3.3 LRM-RI Create Domain RO Request

An LRM sends the LRM-RI Create Domain RO Request message to an RI to request the creation of one or more domain RO for a designated DRM2.x Domain.  The request message is an element of type gen:Request, in which the elements are present:
Table 14:  LRM-RICreateDomainRORequest Message Parameters
	element / attribute
	Usage
	value

	reqID
	M 
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	M
	Default, as specified in [SCE-GEN], section xyz

	time
	M
	Default, as specified in [SCE-GEN], section xyz

	certificateChain
	O
	Default, as specified in [SCE-GEN], section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN], section xyz


The “xsi:type” attribute of <reqInfo> element in LRMRICreateDomainRORequest message MUST be set as “lrm:LRMRICreateDomainROReqInfo”. The type of “lrm:LRMRICreateDomainROReqInfo” is defined as below.


<element name=”LRMRICreateDomainRORequest” type=”gen:Request” />

<complexType name="CreateDomainROReqInfo">
<complexContent>

  <extension base=”gen:RequestInformation”>
        <sequence>
              <element name=”sourceLRMID” type=”roap:Identifier”/>        
                  <element name="domainID" type="roap:DomainIdentifier"/>



<element name="rights" type="o-ex:rightsType" maxOccurs=”unbounded”/>
                   <element name="enc_REKs_Kmac" type="xenc:EncryptedKeyType"/>

      <element name="mac" type="base64Binary" />


</sequence>
       </extension>

    </complexContent>


</complexType>

The <reqInfo> element in LRMRICreateDomainRORequest message includes one <sourceLRMID> element, one <domainId> element, one or more <rights> elements, one <enc_REKs_Kmac> element, and one <mac> element.  It conveys information about the Rights that the LRM is attempting to import to the designated DRM2.x Domain. Based on the information, the RI will create DRM2.x compatible Domain RO(s). The included elements are specified as below:
· The <sourceLRMID> element
The <sourceLRMID> is of type roap:Identifier. It identifies the LRM which originated the request. It contains the same value as the <reqID> element.
· The <domainID> element
The <domainID> element is of type roap:DomainIdentifier specified in [DRM-DRM-2.1].  It identifies the Domain to which the Rights will be imported.

· The <rights> element

The <rights> element is of type o-ex:rightsType specified in [DRM-REL-2.1]. Within it, only the ContentID indicated by the value of [rights / agreement / asset / context / uid] element, the DCF Hash value indicated by the [rights  / agreement / asset / digest / digestValue] element, the encryptedCEK indicated by the value of [rights / asset / KeyInfo / EncryptedKey / CipherData / CipherValue] element, the permissions and constraints indicated by the content of [rights / agreement / permission] elements MUST be provided by the LRM, while the  [rights / context / uid] element that represents the ROID MUST NOT be provided by the LRM. But in order to meet the requirement of the schema of o-ex:rightsType type, the [rights / context / uid] element  MUST be present but with an arbitrary value. The RI is expected to replace the arbitrary value with a concrete ROID.
 The <rights> element can occur multiple times.  When there are multiple <rights> elements, each of which MUST have a different REK.

· The <enc_REKs_Kmac> element
The <enc_REKs_Kmac> element is of type xenc:EncryptedKeyType from [XML-Enc]. It consists of a wrapped concatenation of a MAC key, Kmac, and one or more RO Encryption Key, REKs (one for each <rights> element). The child of the <ds:KeyInfo> element inside the <enc_REKs_Kmac> element SHALL be the <roap:X509SPKIHash> element, identifying the RI’s Public Key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in the RI’s Certificate. For further information on packaging the MAC key and RO Encryption Keys, see the key management discussion in section 7. 
· The <mac> element

The <mac> element provides integrity protection through a MAC on the canonical version conforming to [DRM-DRM-2.1] of the elements of CreateDomainROReqInfo type (excluding the <mac> element) using KMAC which is wrapped in the <enc_Reks_Kmac> element. The MAC algorithm SHALL be the same algorithm that was negotiated as part of the registration with the RI i.e. the MAC algorithm stored in the RI Context.
Upon receiving the LRM-RICreateDomainRORequest message, the RI MUST verify the signature of the LRM and check the freshness of the request by comparing the <nonce> value in the current request against retained previously received nonce values. It also checks the value of the <time> element in the request according to [DRM-DRM-2.1]. If the LRM has an invalid DRM time, the RI must respond with LRMTimeError. The RI then verifies that the MAC value contained in the <mac> element matches the content of <CreateDomainROReqInfo>. It MUST also check the <sourceLRMID> element matches the signer of the request. Furthermore, the RI determines whether the cumulative number of Domains serviced by the RI on behalf of the particular LRM would result in exceeding the upper bound set for the LRM. This upper bound is typically set by the RI directly or by a Trust Authority. If the upper bound would be exceeded, the RI SHALL reject the particular LRM-RICreateDomainRORequest. In that event, later requests can still be accepted if they identify Domains that are already on the list of Domains for which the RI has provided ROs on behalf of the LRM. If verification of a request is successful and the RO(s) can be provided to the identified Domain without exceeding the upper bound, then the RI MUST create Domain RO(s) based on the information about the Rights indicated by the <reqInfo>. 
6.2.3.4 LRM-RI Create Domain RO Response

An RI sends the LRM-RI Create Domain RO Response message to an LRM to indicate the result of creating one or more RO for a designated DRM2.x Domain. The response message is an element of type gen:Response, in which the elements are present:
 Table 15:  LRM-RICreateDomainROResponse Message Parameters
	element / attribute
	usage
	value

	status
	M
	Default, as specified in [SCE-GEN], section xyz

	errorMessage
	O
	Default, as specified in [SCE-GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [SCE-GEN], section xyz

	reqID
	M
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	M
	Default, as specified in [SCE-GEN], section xyz

	certificateChain
	O
	Default, as specified in [SCE-GEN], section xyz

	ocspResponse
	O
	Default, as specified in [SCE-GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN], section xyz


The “xsi:type” attribute of <rspInfo> element in LRMRICreateDomainROResponse message MUST be set as “lrm:LRMRICreateDomainRORspInfo”. The type of “lrm:LRMRICreateDomainRORspInfo” is defined as below:
 <element name=”LRMRICreateDomainROResponse” type=”gen:Response” />

<complexType name="CreateDomainRORspInfo">
<complexContent>

    <extension base=”gen:ResponseInformation”>



<sequence maxOccurs=”unbounded”>



                         <choice>

                  <element name="domainRO" type="roap:ProtectedRO"/>
                           <element name= "failureReason" type= "string"/>

</choice>



</sequence>
      </extension>

    </complexContent>


</complexType>
The <rspInfo> element in the LRMRICreateDomainROResponse message includes one or more sequences of choice between <domainRO> element and <failureReason> element.
The <domainRO> element carries the newly created RO for the designated DRM2.x Domain. The LRM MUST verify the <rights> element in the Domain RO matches the one it sent in the previous request message. If there is any inconsistency the LRM SHALL regard the import operation as a failure and discard the Domain RO.
The <failureReason> element indicates the reason why the <reqInfo> corresponding to the sequence was not successfully processed.
Change 2:
Add a section under 7.2 as follows
7.2 2
Transporting KMAC and one or more KREK under a RI Public Key
This section applies to the LRM-RI Create Domain RO protocol.
KMAC and KREK are each 128-bit long keys generated randomly by the LRM. KREK ("Rights Object Encryption Key") is the wrapping key for the content-encryption key KCEK in Rights Objects. KMAC is used for key confirmation of the message carrying one or more KREK.
The asymmetric encryption scheme RSAES-KEM-KWS SHALL be used with the AES-WRAP symmetric-key wrapping scheme to securely transmit KMAC and one or more KREK to a recipient RI using the RI's RSA public key. An independent random value Z SHALL be chosen for each encryption operation. For the AES-WRAP scheme, KMAC and one or more KREK are concatenated to form K, i.e.:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

C2 = AES-WRAP(KEK, KMAC | KREK1 | … | KREKn )

C1 = I2OSP(RSA.ENCRYPT(PubKeyRI, Z), mLen)

C = C1 | C2
where kekLen SHALL be set to 16 (128 bits) and mLen is the length of the modulus of the RI’s RSA public key in octets. In this way, AES-WRAP is used to wrap 128 * (n + 1) bits of key data (KMAC | KREK1 | … | KREKn) with a 128-bit key-encryption key (KEK).

After receiving C, the RI splits it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:

C1 | C2 = C

c1 = OS2IP(C1, mLen)

Z = RSA.DECRYPT(PrivKeyRI, c1) = c1d mod m
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].

Using Z, the RI can derive KEK, and from KEK unwrap C2 to yield KMAC and KREK1, …, KREKn.:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

KMAC | KREK1 | … | KREKn = AES-UNWRAP(KEK, C2)

The following URI SHALL be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
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