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1 Reason for Change

This CR is addresses a), b), c) of SCE CONR comment DRM067 for DRM TS.

[image: image1.emf]DRM0 67  10.04.2008  T  6.2.3   6.3.3  Source:  Fraunhofer IIS   Form:   OMA - DRM - 2008 - 0121 R01   Comment:   a) It is not clear what the  DRM Agent has to do when it "regards  error condition is met".   b) Clerical: "elements are same with  previous request message", "If the  ver ification is failed", "if 3 counts were  originally remained and..."   c) Move should be in capital letters.   d) Last sentence says "in case where  the status in the response message is  error". It is not clear which response  message in [DRMDRM] is meant.   Propos ed Change:     a) Clarify text   b) "elements are  equal to the  previous  request message", "If the verification  fails ", "if 3 counts were  remaining  before starting the MoveRIRights  Protocol and ..."   c) Write Move in capital letters.   d) Specify the section or the  response  message in [DRMDRM].  Status:  OPEN   a)   CR is expected; NOTE: it is  not decided who make the  CR?   b)   Resolution:  “ elements are  same as the previous  request message ” ,  “ If the  verification fails ” ,  “ if 3 counts  remained before starting the  MoveRIRights Protoco l and  …”   c)   Resolution agreed   d)   AP Zhipeng to make CR on  clarification of DRMDRM  regarding d) of this  comment.     NOTE: REVIEW STOPPED HERE AT  2008 - 04 - 22    



Also this CR tries to fix some editorial and technical mistakes including the follows:

· numbering each steps

· rephrasing sentences

· user selection of RI-issued RO or LRM-created RO
· adding 4-pass confirmed RO acquisition protocol between RI and Recipient Device

· riID and riURL should be obtained from LRM-created RO

· To be consistent with RI-LRM registration protocol in LRM TS, RI must determine whether the received LRM-created RO contains correct LRMID. The LRMID should be the id of LRM which RI registered to service Move Rights service before.
In R01:

· Resolution for the CONR comment DRM068 is excluded

· Move LRM Rights Trigger has been incorporated
In R02:

· 3-pass confirmed ROAP changed to 4-pass
· RI’s LRMID verification has been changed to only when <lrm_Signature> element is present.
· In RI’s processing of request message, the term “received RO” has been changed to <rights> element or <rightsInfo>/<lrmRightsInfo> element properly.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to agree this proposal.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

6. Moving Rights via Rights Issuer

All Connected Devices SHALL support Moving Rights via Rights Issuer. The protocol implementation is required only for the Source Device, and the Recipient Device simply uses existing RO Acquisition Protocol in [DRMDRM]. Moving Domain Rights Object and Parent Rights Object is beyond the scope of this protocol.

6.1 Installation of Movable Rights Object

A Rights Issuer can specify if the Rights Object can be Moved via the Rights Issuer. Such Rights Object MUST include “move” permission in the <rights> element as specified in [SCE-REL], and MUST include digital signature, <signature> element, which is calculated over the <rights> element inside.

During installation of the Rights Object, if “move” permission is present in <rights> element, DRM Agent SHOULD store the <ro> element and RO Encryption Key, KREK into secure storage. The DRM Agent MUST be able to restore <rights>, <signature> elements and RO Encryption Key. It is RECOMMENDED for the DRM Agent to store a binary equivalent of the <roap:protectedRO> element into the Rights Object container box of the corresponding (P)DCF.

6.2 Moving RI Rights
6.2.1 Sending MoveRIRightsRequest

Move RI Rights protocol can be initiated either by receiving ROAP-MoveRIRightsTrigger or by user interaction with the Device e.g. the user of the Source Device can select RI-issued Rights to Move using built-in menu in the phone.

When the initiation of Move RI Rights protocol occurs, the followings MUST be performed:
1. Let the user select Rights Objects which is issued by Rights Issuer, a.k.a. RI-issued RO, to Move. (TBD: The selected RO should have <move> permission or similar. ) This step is beyond the scope of this specification.

2. The DRM Agent marks the selected Rights Objects as unusable. If the Rights Object is stateful and just a portion of the Rights Object is being Moved, then it marks the portion being Moved as unusable.

3. The DRM Agent generates a MoveRIRightsRequest. Generation of <rightsInfo> element conforms to section 5.4.1. <signature> element contains signature value over the request message and the signature generation conforms to [DRMDRM].

4. If there was previous trigger, the DRM Agent sends the request message using the roapURL which is obtained from the trigger. Else, the DRM Agent sends the requested message to the riURL which is stored in the RI Context.

If any error occurred during sending the request message, the DRM Agent MAY resend the message. How many times the DRM Agent retries is left to implementation. In case of final failure, the DRM Agent must mark the Rights Object as usable.

6.2.2 Processing MoveRIRightsRequest

When an RI receives a MoveRIRightsRequest message, the RI MUST process the request message as follows:
1. it checks if it has valid Device Context with the Device sending the request message by checking the value of <reqID> element of the ROAP-MoveRIRightsRequest message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST respond with NotRegistered error.

2. it verifies the <signature> element in the request message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. 

3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error.

4. it verifies the <rightsInfo> element in the request message. In addition to what is specified in 5.4.1, it MUST 
check that the <rights> element has the <move> permission. If it does not, the RI MUST respond with InvalidRO
 error.
5. If all above steps were successful, it responds with a MoveRIRightsResponse that contains the <status> element that has “success” value.
6. it generates Rights Object(s) cryptographically bound to the Recipient Device, based on the received <rights> element and their corresponding State Information. 
When the RI generates the Rights Object(s) for the recipient Device, the RI SHALL modify constraints value from the received <rights> element, incorporating state information in the request message. If the <rights> element has “count” constraint under “move” permission, the RI SHALL decrease the value of the <o-dd:count> element under “move” permission by 1. The Rights Issuer SHALL use new RO Encryption Key to encrypt Content Encryption Key constructing the <KeyInfo> element (under <asset> element). After that, the RI MUST add a <signature> element which contains signature value over the <rights> element.
7. it conducts a typical 1-pass or 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol ([DRMDRM]) to issue generated RO to the Recipient Device. In case of 2-pass RO acquisition protocol, the RI sends an ROAP trigger to the recipient device in order to instruct the recipient device to download the Rights Object generated by RI which is based on the one previously transferred from the source device.
If RI failed to issue the Rights Objects to the Recipient Device, RI may re-generate the Rights Object(s) for the Source Device as same way to generate Rights Object for the Recipient Device, and issue the Rights Object(s) to the Source Device.
6.2.3 Processing MoveRIRightsResponse

When a DRM Agent receives a MoveRIRightsResponse message, the DRM Agent MUST process the response message as follows:

1. it checks if <reqID>, <resID>, <nonce> elements in the response message are same as the previous request message. If any of these does not match, it marks the corresponding RO as usable and terminates the Move RI Rights protocol.

2. it verifies <signature> element in the response message. If the verification fails, it marks the corresponding RO as usable and terminates the MoveRIRights protocol.

3. it checks <status> element in the response message and process as follows: 

a. If the status in the response message is success, the DRM Agent MUST:

· In case of Move of full Rights, remove the corresponding Rights Objects and (and their State Information if present) which were identified in the request message.

· In case of Move of partial Rights, update their State Information by amount of transferred rights. E.g. if 3 counts remained before starting the Move RI Rights protocol and 1 count was transferred to RI, then the DRM Agent decrements the State Information to be 2 counts.

· If the Post Response URL extension is present, the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity. If the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.
b. If the status in the response message is not success, the DRM Agent MUST
 mark the corresponding Rights Objects as usable and terminate the Move RI Rights protocl.

6.3 Moving LRM Rights

6.3.1 Sending MoveLRMRightsRequest

Move LRM Rights protocol can be initiated either by receiving ROAP-MoveLRMRightsTrigger or by user interaction with the Device e.g. the user of the Source Device can select LRM-created Rights to Move using built-in menu in the phone.

When the initiation of Move LRM Rights protocol occurs, the followings MUST be performed:

1. Let the user select Rights Objects which is issued by Local Rights Manager, a.k.a. LRM-created RO, to Move. This step is beyond the scope of this specification.

2. The DRM Agent marks the selected Rights Objects as unusable. If the Rights Object is stateful and just a portion of the Rights Object is being Moved, then it marks the portion being Moved as unusable.
3. The DRM Agent generates a MoveLRMRightsRequest. Generation of <lrmRightsInfo> element conforms to section 5.5.1.1. The 
<signature> element contains signature value over the request message and the signature generation conforms to [DRMDRM].

4.  If there was previous trigger, the DRM Agent sends the request message using the roapURL which is obtained from the trigger. Else, the DRM Agent sends the requested message to the riURL which is obtained from the LRM-created RO.
If any error occurred during sending the request message, the DRM Agent MAY resend the message. How many times the DRM Agent retries is left to implementation. In case of final failure, the DRM Agent must mark the Rights Object as usable.

6.3.2 Processing MoveLRMRightsRequest

When an RI receives a MoveLRMRightsRequest message, the RI MUST process the request message as follows:
1. it checks if it has valid Device Context with the Device sending the request message by checking the value of <reqID> element of the ROAP-MoveLRMRightsRequest message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST respond with NotRegistered error.

2. it verifies the <signature> element in the request message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. 

3. it check the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error.

4. it verifies the <lrmRightsInfo> element in the request message as follows:
a. it checks if there is a signature over the <rights> element, either <lrm_Signature> or <ri_for_lrm_Signature>, and verify it. 
- If the <ri_for_lrm_Signature> element is present, it checks whether the signature has been generated by this Rights Issuer. If the signature verification failed or the <ri_for_lrm_Signature> was not generated by this Rights Issuer, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent.
- If the <lrm_Signature> element is present, it verifies the <lrm_Signature> element. If the signature verification failed, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. The <lrm_Signature> element verification MUST contain checking step for the LRM ID indicated in the signature. If the LRM ID is not any of identifier of LRM that the RI allowed Move service in the RI-LRM registration protocol [SCE-LRM], the Rights Issuer regards the signature verification is failed and respond with InvalidRO
 error.
b. it checks if the <rights> element has the <move> permission. If it does not, the RI MUST respond with InvalidRO error.
c. If the <stateInfo> element is present, it validates that the state information contained in <stateInfo> is consistent with the original state in the <rights> element. If any state is invalid, the RI MUST respond with InvalidRO error.
5. If all above steps were successful, it responds with a MoveLRMRightsResponse message that contains the <status> element that has “success” value.
6. it generates Rights Object(s) cryptographically bound to the Recipient Device, based on the received Rights Objects and their corresponding State Information.
When the RI generates the Rights Object(s) for the recipient Device, the RI SHALL modify constraints value from the received <rights> element, incorporating state information in the request message. If the <rights> element has “count” constraint under “move” permission, the RI SHALL decrease the value of the <o-dd:count> element under “move” permission by 1. The RI SHALL copy the <KeyInfo> element (under <asset>) from the original <rights> element received in <lrmRightsInfo> to the new Rights Object. It SHALL also construct the <encKey> element by using the received <enc_REK> element (see section 5.5.1.1). After that, the RI MUST add a <ri_for_lrm_Signature> element which contains signature value over the <rights> element. 

7. it conducts a typical 1-pass or 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol ([DRMDRM]) to issue generated RO to the Recipient Device. In case of 2-pass RO acquisition protocol, the RI sends an ROAP trigger to the recipient device in order to instruct the recipient device to download the Rights Object generated by RI which is based on the one previously transferred from the source device. 
If RI failed to issue the Rights Objects to the Recipient Device, RI may re-generate the Rights Object(s) for the Source Device as same way to generate Rights Object for the Recipient Device, and issue the Rights Object(s) to the Source Device.
6.3.3 Processing MoveLRMRightsResponse

When a DRM Agent receives a MoveLRMRightsResponse message, the DRM Agent MUSTprocess the response message as follows:
1. it checks if <reqID>, <resID>, <nonce> elements in the response message are same as the previous request message. If any of these does not match, it marks the corresponding RO as usable and terminates the Move LRM Rights protocol.
2. it verifies <signature> element in the response message. If the verification fails, it marks the corresponding RO as usable and terminates the Move LRM Rights protocol.
3. it checks <status> element in the response message and process as follows:

a. If the status in the response message is success, the DRM Agent MUST:

· In case of Move of full Rights, remove the corresponding Rights Objects and (and their State Information if present) which were identified in the request message.

· In case of Move of partial Rights, update their State Information by amount of transferred rights. E.g. if 3 counts remained before starting the Move LRM Rights protocol and 1 count was transferred to RI, then the DRM Agent decrements the State Information to be 2 counts.
b. If the status in the response message is not success, the DRM Agent MUST 
mark the corresponding Rights Objects as usable and terminate the Move LRM Rights protocol. 
· 












�Need to define new error code


�Check if this error code is proper.
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		Source: Fraunhofer IIS


Form: OMA-DRM-2008-0121R01

Comment: a) It is not clear what the DRM Agent has to do when it "regards error condition is met".


b) Clerical: "elements are same with previous request message", "If the verification is failed", "if 3 counts were originally remained and..."


c) Move should be in capital letters.


d) Last sentence says "in case where the status in the response message is error". It is not clear which response message in [DRMDRM] is meant.

Proposed Change: 

a) Clarify text


b) "elements are equal to the previous request message", "If the verification fails", "if 3 counts were remaining before starting the MoveRIRights Protocol and..."


c) Write Move in capital letters.


d) Specify the section or the response message in [DRMDRM].

		Status: OPEN


a) CR is expected; NOTE: it is not decided who make the CR?


b) Resolution: “elements are same as the previous request message”, “If the verification fails”, “if 3 counts remained before starting the MoveRIRights Protocol and …”

c) Resolution agreed


d) AP Zhipeng to make CR on clarification of DRMDRM regarding d) of this comment.


NOTE: REVIEW STOPPED HERE AT 2008-04-22
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		6.3.2

		Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: In this sentence "In case of final failure, the DRM Agent must mark the Rights Object as usable.", the "must" should be a "MUST"

Proposed Change: Write "MUST" instead of "must".

		Status: OPEN 






