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1 Reason for Change

This CR closes AP 923, which is associated with DRM037:
	DRM037
	2008.04.10
	E
	5.5.1
	Source: Ericsson

Form: OMA-DRM-2008-0141

Comment: This section is empty.

Proposed Change: Indicate it’s the same as the 2.x ROAP Registration. 
	Status: CLOSED

Editor to remove this section

(implemented)

(related to AP923)


2 Impact on Backward Compatibility

The CR allows Import into OMA DRM v2.1 Domains.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DRM group is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Add the following text between section 5.3.1.2 "Move Operations" and section 5.3.4 "Import into User Domains".
5.3.2 Registration between a DRM Agent and an LRM
Before the LRM can generate an RO for a particular Device, the DRM Agent in that Device needs to register with the LRM. An exception is the case where the LRM creates a User Domain RO with a <pairing> constraint, for which registration as described in this section is not needed.

Registration is done in the same way as the DRM Agent registers with the RI, i.e. over the 4-pass ROAP registration protocol (see [DRM-DRM-v2.1]). The DRM Agent needs to perform the same procedures as when it registers with an RI.

The DRM Agent distinguishes an LRM from an RI by its key purpose: if the entity has an oma-kp-localRightsManagerDevice key purpose, or an oma-kp-localRightsManagerDomain key purpose, the DRM agent knows that it is communicating with an LRM. If the entity only has the oma-kp-rightsIssuer key purpose, the DRM Agent cannot distinguish it from an RI and SHALL consider it an RI.
Registration results in a Device context on the LRM side, and an LRM Context on the DRM Agent side. The LRM Context is similar to the RI Context defined in [DRM-v2.1], but in addition MUST contain the key purpose(s) of the LRM.
5.3.3 Generation and delivery of an Imported RO

After the DRM Agent has registered with the LRM, the LRM can generate and deliver Imported ROs to that DRM Agent. The delivery is performed via either the 2-pass ROAP RO Acquisition protocol or the 1-pass ROAP RO Delivery protocol (see [DRM-DRM-v2.1]). The 2-pass RO Acquisition protocol MAY be initiated by a ROAP RO Acquisition trigger.
An exception is the case of a User Domain RO with a <pairing> constraint, where the RO is not delivered over ROAP. Instead the Import protocol as specified in section 7.2.1.3 is used.
Table 1 shows which key-purposes the LRM MUST have for which types of ROs. In this table, a "Y" means that the LRM has the key purpose, whereas a "N" means that it doesn't. If an LRM wants to generate a certain type of RO, it MUST comply to one of the associated rows in the table.
The DRM Agent SHALL NOT consume an RO before it has verified that the RI/LRM that created the RO was allowed to do so. For this, the DRM Agent MUST check the key purpose of the RI/LRM in the associated RI/LRM context.
	Type of RO
	oma-kp-rightsIssuer key purpose
	oma-kp-localRightsManagerDevice
	oma-kp-localRightsManagerDomain

	User Domain RO without <domain> and without <pairing> constraint
	N
	N
	Y

	
	N
	Y
	Y

	
	Y
	N
	Y

	
	Y
	Y
	Y

	
	Y
	N
	N

	User Domain RO with <domain> constraint
	N
	N
	Y

	
	N
	Y
	Y

	
	Y
	N
	Y

	
	Y
	Y
	Y

	
	Y
	N
	N

	User Domain RO with <pairing> constraint
	N
	N
	Y

	
	N
	Y
	Y

	
	Y
	N
	Y

	
	Y
	Y
	Y

	Device RO
	Y
	Y
	N

	
	N
	Y
	N

	
	N
	Y
	Y

	
	Y
	Y
	Y

	
	Y
	N
	N

	OMA DRM v2.x Domain
	Y
	N
	N

	
	Y
	N
	Y

	
	Y
	Y
	Y


Table 1: key purposes needed to generate Imported ROs

Example
An LRM is allowed to create a Device RO only if it

has the oma-kp-rightsIssuer key purpose and the oma-kp-localRightsManagerDevice key purpose, but does not have the oma-kp-localRightsManagerDomain key purpose

or

does not have the oma-kp-rightsIssuer key purpose, has the oma-kp-localRightsManagerDevice key purpose and does not have the oma-kp-localRightsManagerDomain key purpose
or

does not have the oma-kp-rightsIssuer key purpose, but has the oma-kp-localRightsManagerDevice key purpose and the oma-kp-localRightsManagerDomain key purpose
or

has the oma-kp-rightsIssuer key purpose, the oma-kp-localRightsManagerDevice key purpose and the oma-kp-localRightsManagerDomain key purpose

or

only has the oma-kp-rightsIssuer key purpose.
Notice that in the last case the DRM Agent cannot distinguish between an RI and an LRM.
An example of when the LRM is not allowed to create a Device RO is when it has the oma-kp-rightsIssuer key purpose and the oma-kp-localRightsManagerDomain key purpose, but does not have the oma-kp-localRightsManagerDevice key purpose.
NOTE: since OMA DRM v2.x Devices only recognise the oma-kp-rightsIssuer key purpose, an OMA DRM v2.x Device will accept User Domain ROs, Device ROs and OMA DRM v2.x Domain ROs if, and only if, the entity that created the RO has the oma-kp-rightsIssuer key purpose. The OMA DRM v2.x Device will therefore accept these ROs independently of the other key purposes of the LRM. However, SCE Devices MUST take all the key purposes into account.

5.3.5 Import into OMA DRM v2.x Domains

Because OMA DRM v2.x Domains are normally managed by an RI, the LRM MAY manage an OMA DRM v2.1 Domain itself. For this, it MUST have the oma-kp-rightsIssuer key purpose.
It is RECOMMENDED that instead of managing its own OMA DRM v2.1 Domains, the LRM Imports into a Shared Key User Domain, which contains OMA DRM v2.1 Devices (see Section 5.3.4 and Section 6.2.4 of [SCE-DOM]).
If the LRM manages the OMA DRM v2.1 Domain itself, it MUST have a Device context for each Device in the Domain. For this, it MUST have performed the Registration protocol as specified in section 5.3.2. The OMA DRM v2.1 Domain is managed using the regular ROAP JoinDomain and LeaveDomain protocols (see [DRM-DRM-v2.1]), where the LRM performs the tasks of the RI.
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