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1 Reason for Change

To comply with the latest OMA Template for ERELDs, the Introduction section needs extension with subsections on “Versions”. This document proposes to add the following sub-sections:

· Version 1.0

· Version 2.0

· Version 2.0.1

· Version 2.1 

This CR proposes text for a restructured Introduction with above sub-sections. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is kindly requested to agree this CR.
6 Detailed Change Proposal

Change 1:  Change Section 4 as follows
4. Release Version Overview
This document outlines the Enabler Release Definition for DRM V2.1 and the respective conformance requirements for clients and servers implementing claiming compliance to it as defined by Open Mobile Alliance across the specification baseline.

OMA “Digital Rights Management” (DRM) enables the distribution and consumption of digital content in a controlled manner by enabling Content Issuers to distribute DRM Content and Rights Issuers to issue Rights Objects for the DRM Content. 





The OMA DRM system is independent of the media object formats and the given operating system or run-time environment. The media objects controlled by the DRM system include but are not limited to: games, ring tones, photos, music clips, video clips, streaming media, etc. A content provider can grant appropriate permissions to the user for each of these media objects.  
The Protected Content can be delivered to the Device by any means (over the air, LAN/WLAN, local connectivity, removable media, etc.). It is possible to deliver Protected Content and the associated Rights Object together, but it is also possible to send them separately. The system does not imply any order or “bundling” of these two objects. 
It is not within the scope of the DRM system to address the specific payment methods employed by the Rights Issuers. 

Version 1.0 Functionality
The OMA DRM v1.0  specification provides some fundamental building blocks for a DRM system without addressing the complete security necessary for a robust, end-to-end DRM system that takes into account the need for secure distribution, authentication of Devices, revocation and other aspects.
The most important OMA DRM v1.0 functionality is listed below:
· Forward Lock to prevent forwarding of content if delivered in a DRM Message;

· Support  for the “Content-Transfer-Encoding” and “Content-ID” headers in the DRM Message;

· Support for the combined delivery of rights and content;

· Support for separate delivery of rights and content, including superdistribution of said content;

· Control of content usage based on the specified rights and constraints.

Version 2.0 Functionality
The main differences between OMA DRM v1.0 and OMA DRM v2.0 are significantly improved security and functionality. Improved security is for example achieved by providing bilateral authorization between Rights Issuer and Device, based on PKI certificates and online revocation check of them, and by confidentiality and integrity protecting Rights Objects. Improved functionality and usability is for example achieved by providing preview functions, mechanisms for sharing of content within a registered community of devices, called a domain, and by enabling devices without a wide-area network connection (unconnected devices) to participate in the system, and consume DRM Content.

The OMA DRM v2.0 specification enables content providers to grant permissions for media objects that define how they should be consumed. A content provider can grant appropriate permissions to the user for each of these media objects.  A Rights Object is bound to a Device, by protecting it with the device public key, or to small domains of devices, by protecting it with a domain key. The content is distributed with cryptographic protection; hence, the DRM Content is not usable without the associated Rights Object on a Device. Given this fact, fundamentally, the users are purchasing permissions embodied in Rights Objects and the Rights Objects need to be handled in a secure and un-compromising manner.
OMA DRM v2.0 contains a set of technical specifications, in particular:

· The REL specification defining the Rights Expression Language that is used to construct the Rights Objects.

· The DCF specification defining the DRM Content Formats.

· The DRM specification defining the format and semantics of the cryptographic protocol, messages, processing instructions and certificate profiles to enable an end-to-end system for DRM protected content distribution. 
Version 2.0.1 Functionality
The most important changes introduced in DRM v2.0.1 compared with DRM v2.0 are summarized in the sections 4.2.1 of the DRM, DCF and REL Specifications in the DRM 2.0.1 ERP. These changes are considered to require special consideration in implementation. Many of the identified changes are bug fixes which if not implemented correctly may result in interoperability problems between conformant and non-conformant devices. Companies with existing DRM 2.0 implementations should take careful consideration of these changes.
Version 2.1 Functionality
OMA DRM v2.1 has been developed as a result of market feedback. The main differences between OMA DRM v2.0 and OMA DRM v2.1 are the addition of several features on top of OMA DRM v2.0, including:
· Metering, primarily intended for information gathering. By means of metering, actual content usage information can be provided to Rights Issuers, thereby enabling royalty collection based on actual usage of content.
· Content differentiation, defining a mechanism to control how content can be consumed. For example, this mechanism can prevent that a music track is used as ringtone. 
· RO installation confirmation.

· Additional metadata, such as artist, title and genre
· Support for user editable metadata, in addition to content issuer defined metadata.
· A binary format for ROAP triggers to improve communication efficiency.

· New domain property (noConsumeAfter) to simplify “temporary sharing” business models
· RO upload functionality to enable users to upload Rights from their old device to a Rights Issuer so that these Rights can be downloaded to their new device. 
· Improved extensibility for future versions. 
The DRM 2.1 features have minimum impact on the DRM 2.0 architecture and are defined in a DRM 2.0 backward compatible manner. 
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