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1 Description

Description and Objectives of Work to be undertaken (including Justification and Use Cases):

Secure Removable Media v1.0 specifies the SRM Agent, which is the trusted entity embodied in the Secure Removable Media providing the secure functionalities to move the Rights Object between the Device and Secure Removable Media, and to consume the Rights Object stored in the Secure Removable Media as per the permissions and constraints specified in the Rights Object. Therefore, the Secure Removable Media v1.0 basically addressed the User’s needs for the Rights Object portability through the Secure Removable Media. 
However, there is one use case (Scenario 2: Provisioning of Rights Object in the Smart Card) and the associated requirement (REQ-FCT-7) left unfulfilled in the Secure Removable Media v1.0 Enabler Release Package. The primary purpose of the Secure Removable Media v1.1 is to address them after some rework for improved clarity and elaboration. At the same time, as agreed by OMA DRM Working Group and OMA BCAST Working Group, it is another objective of the Secure Removable Media v1.1 to provide the basis for further extension described in one BCAST v1.1 work area called “SRM Extension for BCAST.”     
Therefore, with the Secure Removable Media v1.1, the Rights Issuer will be able to issue the Rights Object that is cryptographically bound to a Secure Removable Media directly, without exposing the key materials outside the Secure Removable Media over the course of downloading and installing of the Rights Object. 
These new functionalities of the Secure Removable Media v1.1 will provide enhanced user experience and security, satisfying the needs of different content provides by allowing them to come up with new business cases for the mobile contents and broadcast services based on Secure Removable Media, and subsequently promoting wider market adoption of the OMA SRM enabler. 
Also note that the Secure Removable Media v1.1 Enabler is based on general assumption that the Secure Removable Media has more resource constraints and hardware limitations than ordinary OMA DRM complaint Devices.     
Deliverable(s):

This work will initially result in the creation of a set of uses cases and associated requirements. These will be included in a Requirements Document for the enabler release.

An Architecture Document will be created as well.

The existing Secure Removable Media v1.0 specifications will be updated. New specifications will be added as necessary.

This will result in the creation of a new version of the OMA Secure Removable Media Enabler. 
Existing Specifications or Documents Affected:

The documents that make up the OMA Secure Removable Media v1.0 Enabler will be affected.

A complete list of these documents can be found within the Enabler Release Definitions.
Linked Work Items:

SRM v1.0
BCAST v1.1

DRM v2.1
Linked Affected OMA Groups and External Fora

OMA REQ,
OMA ARC, 
OMA SEC,

OMA IOP,

MMCA,

SDA
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.
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White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

Existing services will not necessarily be upgraded to v1.1. Backward compatibility will be assured through the use of versioning. 
Architecture Impacts:

Some architectural impact is expected, and it will be documented in the Architecture Document.

Charging/Billing Impacts:

There are no perceived charging and/or billing impacts.
Security Impacts:

OMA SRM 1.1 is expected to provide a heightened level of security over OMA SRM 1.0.

Privacy Impacts:

There are no perceived privacy impacts.
IOT Impacts:

Work with IOP-BRO and IOP working groups to arrange for proper IOT will be required. 
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