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1 Description

Description and Objectives of Work to be undertaken (including Justification and Use Cases):

By specifying the SRM Agent, which is a trusted entity embedded in the Secure Removable Media, SRM v1.0 addressed the User’s demands for DRM portability through the Secure Removable Media: more specifically, it defined the Rights Objects move between the Device and Secure Removable Media, and the contents playback consuming the Rights Objects in the Secure Removable Media.  
In SRM v1.0 release, however, there are one use case (Scenario 2: Provisioning of Rights Object in the Smart Card) and the associated requirement (REQ-FCT-7) left unfulfilled with a plan that they will be covered in later releases. It is, therefore, the primary objective of SRM v1.1 is to revisit and reassess the use case and requirement, delivering technical specifications for them. This work scope of SRM v1.1 is depicted in the following diagram together with its relationship with SRM v1.0.
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In the diagram, the Rights Issuer will be able to issue the Rights Objects that are cryptographically bound to a Secure Removable Media directly, without exposing the key materials outside the Secure Removable Media over the course of downloading and installing the Rights Objects. 
This new function, combined with the Playback and Move functions defined in the SRM v1.0, will provide enhanced security while providing seamless and flexible experiences that User demands with their DRM contents and streaming services. 

In addition, SRM 1.1 will also address following work areas:

· Compatibility to SCE1.0 - In SCE 1.0, several new entities, types of Rights Object, REL elements have been introduced. With the adoption of SCE 1.0 in the market, there is a need to keep SRM Enabler consistent with new type of Rights Object. Therefore SRM 1.1 will reflect the updated Right Object schema to improve the compatibility with SCE 1.0 supporting devices.
· Concerning new models of handset supporting dual-slots (Memory Card or Smart Card) - the mechanism of RO transfer between two SRM Agents will be defined. 
· Service extension for SRM - In DRM 2.1 and SCE 1.0 some new services are introduced. Therefore SRM 1.1 will consider adopting some of these services for SRM Enabler. A protocol for secure storage and retrieval of data where a DRM Agent that retrieves the data from the SRM Agent may be different than the DRM Agent that stores the data in the SRM Agent, e.g. storage and retrieval of metering data.

Deliverable(s):

This work will initially result in the creation of a set of uses cases and associated requirements. These will be included in a Requirements Document for the enabler release.

An Architecture Document will be created as well.

The existing Secure Removable Media v1.0 specifications will be updated. New specifications will be added as necessary.

This will result in the creation of a new version of the OMA Secure Removable Media Enabler. 
Existing Specifications or Documents Affected:

The documents that make up the OMA Secure Removable Media v1.0 Enabler will be affected.

A complete list of these documents can be found within the Enabler Release Definitions.
Linked Work Items:

SRM v1.0
BCAST v1.1

DRM v2.1
SCE 1.0
Linked Affected OMA Groups and External Fora

OMA REQ,
OMA ARC, 
OMA SEC,

OMA IOP,

MMCA,

SDA
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

Existing services will not necessarily be upgraded to v1.1. Backward compatibility will be assured through the use of versioning. 
Architecture Impacts:

Some architectural impact is expected, and it will be documented in the Architecture Document.

Charging/Billing Impacts:

There are no perceived charging and/or billing impacts.
Security Impacts:

OMA SRM 1.1 is expected to provide a heightened level of security over OMA SRM 1.0.

Privacy Impacts:

There are no perceived privacy impacts.
IOT Impacts:

Work with IOP-BRO and IOP working groups to arrange for proper IOT will be required. 

4 Document History

4.1 Approved Versions
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4.2 Draft Version 1.0 Revisions

	Date
	Notes

	03 Sep, 2008
	Initial version

	07 Oct, 2008
	1. Removed text on dependency associated with BCAST 1.1
2. SEC is removed out of the affected OMA Working Group list 

	22 Oct, 2008
	Comments received from NWI-REQ meeting were reflected
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