Doc# OMA-DRM-2008-0327-CR_SCE_DOM_TS_User_Domain_Authorization.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0327-CR_SCE_DOM_TS_User_Domain_Authorization.doc
Change Request



Change Request

	Title:
	SCE DOM TS User Domain Authorization
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-TS-SCE_DOM-V0_8_1-20080611-D

	Submission Date:
	30 July 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Aram Perez, Qualcomm, aramp@qualcomm.com
David Kravitz, Motorola, david.kravitz@motorola.com 

	Replaces:
	n/a


1 Reason for Change

Based on the result of AP 988, several documents have to be changed. This CR adds a User Domain Authorization data structure to the DOM TS. This data structure is intended to replace the ValidityToken.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The co-signers recommend that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Add new section for User Domain Authorization

x.y User Domain Authorization

The User Domain Authorization is used to provide proof of authorization related to a User Domain. Either a DA or a DEA provides the User Domain Authorization. The DA provides proof that a DEA is authorized to manage one or more User Domains. The DEA provides two proofs: 1) An RI or LRM is authorized to create (or import) ROs for a particular User Domain, 2) a Device is authorized to receive ROs for a particular User Domain.

The following XML schema defines a User Domain Authorization.

<complexType name=”UserDomainAuthorization”>

   <sequence>

      <element name=”body” type=”dom:UserDomainAuthorizationBody”/>

      <element name=”signature” type=”ds:SignatureType”/>

      <element name=”certChain” type=”gen:CertificateChain”/>

   </sequence>

</complexType>

<complexType name=”UserDomainAuthorizationBody”>

   <sequence>

      <element name=”entityId” type=”gen:Identifier”/>

      <element name=”userDomainId” type=”dom:UserDomainIdentifier” maxOccurs="unbounded"/>

      <element name=”notBefore” type=”gen:dateTime”/>

      <element name=”notAfter” type=”gen:dateTime”/>

      <any minOccurs=”0” maxOccurs=”unbounded” processContents=”lax”/>

   </sequence>

</complexType>

The <body> element has a schema of UserDomainAuthorizationBody. Its elements are described below.

The <signature> element is the digital signature over the <body> element.

The <certChain> element contains the certificate chain of entity that is providing the User Domain Authorization, i.e. the signer (either a DA or a DEA). It has a schema of CertificateChain as described in [SCE-GEN].

The <entityId> element contains the entity ID for which this User Domain Authorization is being provided. It has a schema of Identifier as described in [SCE-GEN]. The valid entity types are DEA, RI, LRM or Device.

The <userDomainId> contains a User Domain IDs for which this User Domain Authorization is valid. There can be more than one <userDomainId> element. It has a schema of UserDomainIdentifier as described in section x.y
.

The <notBefore> element specifies the date/time before which the User Domain Authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].

The <notAfter> element specifies the date/time after which the User Domain Authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].
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