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1 Reason for Change

The SRM Key Derivation Function in the section 6.3.1 uses RND and RNS to derive keys for the SAC. Here, we found a problem that the binary format of these parameters is not clearly specified. This causes confusion to developers.
According to the appendix C.1, the format for random numbers includes the length of the numbers as follow.

OctetString8(){

    length
8
uimsbf

    for( i = 0; i < length; i++ ){

        octet
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of the octet string
· octet – An octet (byte)
RandomNumber(){

    OctetString8()

}

However, the section 6.3.1 doesn’t have references for RND and RNS. Then developers may argue that the RND and RNS in the section 6.3.1 don’t include the length but the value of the numbers only. Even a single difference of a byte in the parameters will cause a completely different result.
Therefore, this CR proposes to clarify the binary format of the above parameters in section 6.3.1.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Section 6.3.1
6.3.1 Key Derivation Function

After the MAKE process is completed, both the DRM Agent and the SRM Agent have mutually authenticated each other and have exchanged secret random numbers that are used in generating key materials (Session Key and MAC Key). The keys are used in the SAC.

The Key Derivation Function (KDF) is the same as the KDF specified in section 7.1.2 of the OMA DRM v2.0 specification [OMADRMv2]. A trust model may use a different KDF. The following key material in Table 14 is derived from the KDF. When using the KDF, let Z = RND | RNS, otherInfo = Supported Algorithms | Selected Algorithms, and kLen is 36 bytes (the total size of the key materials in Table 14).

Table 14: Key Materials

	Fields
	Size
	Description
	Nomenclature

	MAC Key
	160 bits
	HMAC-SHA1 Key: The first 20 octets of T as the derived key
	MK0

	Session Key
	128 bits
	AES Key: The next 16 octets of T as the derived key
	SK


By default, the DRM Agent and SRM Agent support the AES128-CBC mode. The padding is performed as specified in [RFC2630].

The formats of RND and RNS are specified in section 6.2.2.2 (DeviceRandomNumber and SrmRandomNumber) and the formats of Supported Algorithms and Selected Algorithms are specified in section 6.2.1.2 (SupportedAlgorithms and SelectedAlgorithms).
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