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1 Reason for Change

To close DOM031, DOM032, DOM100, DOM101, DOM102, DOM103, DOM104, DOM105, DOM106, DOM107 and DOM108 and replace Pairing-Key based Rights Authorization protocol (section 8.3.4) by a version that is consistent with converged key management.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Replace section 8.3 (Pairing-Key- based User Domain Management) in its entirety, including, in particular section 8.3.4 (Method for handling secure Move of domain-size- constrained LRM-created Imported-Rights-Objects ) with sections below
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X.X Rights Authorization Protocol

The Device MUST be registered with the DEA identified in the deaID attribute of the <rightsAuth> constraint in the Rights Object prior to generating a Rights Authorization Request message to that DEA (i.e., the Device MUST have a ResContext for the DEA [SCE-GEN]. The DEA URL to be used for registration with the DEA can be found in the deaURL attribute of the <rightsAuth> constraint. ResContext that results from successful registration includes the DEA URL. If a Device Rights Object does not include a <rightsAuth> constraint, then the Rights Authorization protocol does not apply.

The Device MUST NOT consume a Device Rights Object with a <rightsAuth> constraint that is received as a recipient DRM Agent in an A2A Move transaction without first making a request that includes that RO ID to the DEA identified in the deaID attribute of the <rightsAuth> constraint. When initiating a Rights Authorization Request message, the Device MUST mark (in its non-volatile memory) the local status for each RO ID in the request as “awaiting response” (if the local status does not already indicate “awaiting response”). A Rights Object that is currently marked “awaiting response” MUST NOT be consumed or Moved. When the Rights Object’s local status is changed to “enabled”, then consumption and Move are allowed.

X.X.1 Rights Authorization Request
The Rights Authorization Request message is sent from the Device to the DEA to have the DEA authorize consumption of the Rights. The message MUST be a <RightsAuthorizationRequestInformation> element as defined by the following XML schema fragment:

<element name=”RightsAuthorizationRequestInformation” type=”gen:Request”/>

A Rights Authorization Request MUST be formatted as specified in the table below:
	element / attribute
	usage
	value

	triggerNonce
	TBD
	TBD

	reqID
	M 
	Default, as specified in [SCE-GEN]

	resID
	M
	Default, as specified in [SCE-GEN]

	nonce
	M
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [???]


Table XX: Rights Authorization Request Message Parameters
The Rights Authorization Request message contains a <reqInfo> element as defined by the following XML schema fragment:
<element name="reqInfo" type="RightsAuthorizationRequestInformation"/>

<complexType name="RightsAuthorizationRequestInformation">


<choice minOccurs="1" maxOccurs="unbounded">



<element name="authInfo" type="AuthInfo"/>



<element name="rightsInfo" type=”RightsInfo"/>


</choice>

</complexType>

<element name="AuthInfo" type=”Authenticator”/>

<complexType name="Authenticator">


<sequence>



<element name="deviceID" type="gen:Identifier"/>



<element name="roID" type=”gen:Identifier"/>



<element name="sequenceNumber" type=”string"/>



<element name="signature" type=”base64Encoded"/>


</sequence>

</complexType>

<element name="RightsInfo" type=”RightsInformation”/>

<complexType name="RightsInformation">


<sequence>



<element name="issuerID" type="gen:Identifier"/>



<element name="roID" type=”gen:Identifier"/>



<element name="rights" type=”string"/>



<element name="signature" type=”base64Encoded"/>


</sequence>

</complexType>

Parameters

triggerNonce: TBD

reqID: contains the ID of the Device that issues the Rights Authorization Request message

resID: the ID of the DEA to which the Rights Authorization Request message is issued

nonce: the Device nonce

raReq: the Rights Authorization Request information 

signature: the signature of all the data items above

Rights Authorization Request Information: This element contains either a locally available rights authenticator <AuthInfo> or rights information <RightsInfo>  (if there is no rights authenticator for the Rights Object that is available to the Device as received in an A2A Move transaction).

NOTE: The Device ID in the AuthInfo need not correspond to the DRM Requester in the A2A Move transaction, since the DRM Requester could have received the AuthInfo as recipient DRM Agent in a previous A2A Move transaction. The transmission during an A2A Move transaction of an AuthInfo value by the DRM Requester Device that generated it indicates (for eventual use by the DEA) non-spoofable release by that Device of the Rights Object.

AuthInfo
deviceID: contains the ID of the Device that generated this AuthInfo

roID: contains the ID of a Rights Object that was authorized for consumption by the DEA

sequenceNumber: the next available integer for this Rights Object at the time AuthInfo is generated

signature: the signature of the roID and sequenceNumber data items above

RightsInfo

issuerID: contains the ID of the RI or LRM that generated the Rights Object

roID: contains the ID of the Rights Object

rights: contains the <rights> element of the Rights Object

signature: contains the <signature> element of the Rights Object computed over the rights data item above

Processing 

· If the DEA fails to parse the Rights Authorization Request message, the remaining steps below are skipped, and overall Status (status attribute) [SCE-GEN] in response is to be set to “MalformedRequest”.
· If the DEA does not provide this service, then the remaining steps below are skipped, and overall Status is to be set to “NotSupported”.
· The DEA checks if the Device identified by ReqID is currently registered with the DEA through DRM Agent-DEA registration (i.e., if the DEA has a ReqContext for the Device [SCE-GEN]). If not, then the remaining steps below are skipped, and overall Status in response is to be set to “NotRegistered”.

· The DEA verifies the Rights Authorization Request message signature. If signature verification fails, then the remaining steps below are skipped, and overall Status in response is to be set to “SignatureError”.

· If all of the above passes, then the overall Status in response is to be set to “Success”.

If overall Status in response is to be set to “Success”, then the following processing occurs for each Rights Object ID in reqInfo:
· If the DEA has no prior record of the Rights Object ID:

· DEA checks if its Entity ID matches the DEA ID in the deaID attribute of the <rightsAuth> constraint in the <rights> element. If not, then Status for this specific Rights Object ID is to be set to “NotSupported”. Otherwise, the DEA checks if the RI ID or LRM ID corresponds to an RI or LRM that has been associated with the DEA for Rights Authorization service (via exchange of <needAuthorizationService> and <authorizationServiceProvided> elements during RI-DEA registration (see section xx)). If the DEA does not have a context for the RI or LRM, or if such context does not indicate Right Authorization service is to be provided, then Status for this specific Rights Object ID is to be set to “NotRegistered”. Otherwise, the DEA verifies the <signature> element over <rights> element. If this check does not pass, then Status for the specific Rights Object ID is to be set to “SignatureError”. If this check passes, then the DEA creates a local record for the Rights Object ID that includes the requesting Device ID and SequenceNumber = 1.

· If the DEA has a record of the Rights Object ID:

· If reqID matches the Device ID within the DEA record for the Rights Object ID, then the remaining steps below are skipped.

· If the AuthInfo does not correspond to the Device ID within the DEA record for the Rights Object ID or SequenceNumber in AuthInfo does not match SequenceNumber in DEA record for the Rights Object ID, then Status for the specific Rights Object ID is to be set to “Abort”. Otherwise, the DEA checks if the AuthInfo signature verifies properly. If not, Status for the specific Rights Object ID is to be set to “SignatureError”. Otherwise the DEA updates its record with the Device ID of the requesting Device and increments its stored SequenceNumber by 1.

NOTE: Even if the context has expired between RI/LRM and DEA, Rights Authorization service for that Rights Object is still provided if the DEA has established a record of the Rights Object ID prior to such expiration.
X.X.2 Rights Authorization Response
The Rights Authorization Response message is sent from the DEA to the Device as the response to the Rights Authorization Request message. The message MUST be a <RightsAuthorizationResponse> element as defined in the following XML schema fragment: 
<element name="RightsAuthorizationResponse" type="gen:Response"/>

The response MUST be formatted per the table below:

	element / attribute
	usage
	value

	status
	M
	“MalformedRequest” or “NotSupported” or “NotRegistered” or “SignatureError” or “Success”

	reqID
	M 
	Default, as specified in [SCE-GEN]

	resID
	M
	Default, as specified in [SCE-GEN]

	nonce
	M
	Default, as specified in [SCE-GEN]

	resInfo
	O (required only if status = “Success”)
	Specified below 

	signature
	M
	Default, as specified in [???]


Table YY: Rights Authorization Response Message Parameters
The Rights Authorization Response message MUST have a <resInfo> element as defined by the following XML schema fragment: 

<element name="resInfo" type="RightsAuthorizationResponseInformation"/>

<complexType name=" RightsAuthorizationResponseInformation">


<sequence minOccurs="1" maxOccurs="unbounded">



<element name="roID" type="gen:Identifier"/>



<element name="status" type=”string"/>


</sequence>

</complexType>

Parameters

status: indicates the resulting status. It can be any one of the strings: “MalformedRequest”, “NotSupported”, “NotRegistered”, “SignatureError” or “Success”.
reqID: contains the ID of the Device that issues the Rights Authorization Request message

resID: the DEA ID to which the Rights Authorization Request message is issued

nonce: the nonce that was in last-received request from that Device

resInfo: the Rights Authorization Response Information 

signature: the signature of all the data items above.

Rights Authorization Response Information: This element contains roID and status.

roID: contains the ID of a Rights Object referenced in the request that is NOT to be enabled by this response

status: indicates the resulting status corresponding to the Rights Object with ID equal to roID above. It can be any of the strings: “NotSupported”, “NotRegistered”, “SignatureError” or “Abort”.

Processing
· ReqID MUST match Device’s ID. Otherwise response is rejected.

· Nonce in response MUST match Nonce held by Device for its last Rights Authorization Request message to the DEA that is identified in the response (as ResID). Otherwise response is rejected.

· Signature MUST verify properly. Otherwise response is rejected.

· If overall Status in response indicates “Success”, the following updating occurs for each Rights Object ID associated with this DEA (via the deaID attribute of the <rightsAuth> constraint) that is marked in the Device’s local record as “awaiting response” that is NOT included in resInfo:

· Rights Object ID is re-marked as “enabled” rather than “awaiting response”
· AuthInfo is updated:
· If no AuthInfo is present in the Device’s record for the Rights Object, the Device generates (using its private key) an AuthInfo value with SequenceNumber = 1;

· If AuthInfo is present in the Device’s record for Rights Object, the Device extracts SequenceNumber from this AuthInfo value, and generates an AuthInfo value with SequenceNumber = SequenceNumber + 1.

· NOTE: This locally generated AuthInfo value MUST remain secret unless/until the Device Moves the Rights Object. Once this value is transmitted in an attempted A2A Move transaction, the Device MUST NOT consume the Rights Object.
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