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1 Reason for Change

This CR resolves comment REL049 and part of comment DOM088. It modifies the SCE DOM TS to make it consistent with CR OMA-DRM-2008-0181.

OMA-DRM-2008-0181 introduces in SCE the <party> element, which can be used to bind an RO to a certain Device or User Domain. This ensures that a malicious party cannot re-issue the RO to another Device or User Domain.

Additionally, the <party> element contains a <date> element to store a signed timestamp. This is needed to close a (small) security hole concerning time based caches (see OMA-DRM-2007-0545 for more information about this security hole).
This CR introduces some normative text for the DRM Agent to ensure that it verifies the data in the <party> element when installing a User Domain RO. This is done via a reference to the SCE DRM TS.
2 Impact on Backward Compatibility

Including the <party> element can break backward compatibility with some OMA DRM v2.x implementations.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Modify section 8.2.2 
8.2.2 Ensuring User Domain RO validity 

Prior to installing a User Domain RO [TBD: How is installing defined in A2A?], the DRM Agent MUST verify the validity of the User Domain RO. If the User Domain RO was not received over the Put Move RO protocol or the Copy RO protocol (see [SCE-A2A-V1.0]), the DRM Agent MUST perform the checks specified in section 11 of [SCE-DRM-V1.0].

The DRM Agent MUST have a valid Validty Token that proves that the RI is authorized by the DA to create ROs for the User Domain. 
Prior to installing a User Domain RO [TBD: How is installing defined in A2A?], the DRM Agent MUST check that it has a ValidityToken for which:

1. The <userDomainID> element equals a domain identifier in a valid DA Context as described in section 8.2.1. (e.g. equal values for <daID> and <userDomainID>, both User Domain baseID and User Domain Generation parts)

2. The <userDomainID> element contains

a. A <daID> element that equals the <daID> in the <userDomainID> element in the User Domain RO 

b. A <userDomainID> element of which the User Domain baseID equals the User Domain baseID of the <userDomainID> element in the <userDomainID> element in the User Domain RO. 

(In other words: the User Domain RO may be created for a different generation of the domain than the most recent) 

3. The <subID> element equals the <riID> element in the User Domain RO

4. Either an <isLRM> or an <isRI> element is present.

5. If the <expires> element is present, the Current DRM Time is earlier than the value of the <expires> element

6. [TBD: Other mechanism for expiration based on number of RO’s creates instead of time]
7. The signature verification using the DA’s Public Key is succesful.

If such User Domain Token exist, than the DRM Agent MUST verify the signature of the User Domain RO using the RI public key ([TODO: Add cert-chain to User Domain Token]). Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). [TBD do we need a mac? When?]
If any of these the verifications fails the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. [TBD How to deal with backed-up “old-but-once-valid” ROs from currently revoked RI’ss]
If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 
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