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1 Reason for Change

To address AP 895: David to make a DRM CR to address first TBD in DRM TS and editor to replace second TBD as SCE TS (DRM001). (Note that the editor has already handled the replacement.) This CR is intended to close comment DRM001.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Modify sections 7.1.1 and 7.1.2 as below
7.1.1 Processing Rules from DRM Agent side
· In order to package an element of sceroap:RightsInfo type, the DRM Agent MUST take the following into account:
· If 'roRequested' attribute in the ROAP-MoveDeviceRO Trigger or ROAP-ROUpgrade Trigger indicates that the RI does not keep record of the issued ROs, or the user initiates the protocol, then the DRM Agent MUST include the <rights> and <signature> elements (which MUST be identical to the element stored at the installation time). Else, the DRM Agent SHALL NOT include the <rights> and <signature> element.

· The <encKey> element MUST be set to the concatenation of KREK (from the original RO) and KMAC (which is a randomly generated 128-bit long MAC Key) after being wrapped using the RI’s Public Key (see section 13.1.1).
· The <mac> element MUST be set to the MAC calculated on the canonical version of the <rightsInfo> element of sceroap:RightsInfo type (excluding the <mac> element) using the KMAC and the MAC algorithm from the RI Context.
7.1.2 Processing Rules from RI side

In order to verify an element of sceroap:RightsInfo type, the RI MUST perform the following checks:

1. Check that the signature of the request message (i.e. ROAP-MoveDeviceRORequest or ROAP-ROUpgradeRequest) is generated by the Device with the same ID as <sourceDeviceID> element. If check fails, the RI sends a response message constaining error status InvalidRO.
2. In case that the RI keeps records of <rights> and <signature> elements, unless there is a <moveIndication> element in the request, check that the ROID in the request message can be found in the RI’s issue history. If check fails, the RI sends a response message containing error status NotFound.
3. If the request is of type Move Device RO and this RI tracks the number of times that it Moves Device ROs that are all derived from a single initial Device RO that it originated or that an LRM originated (possibly in order to limit the number of such Moves), then check for any prior records. (Note that if A2A Move is permitted by the original RO, the RI can not track all Moves relating to the original RO (whether or not the RI or an LRM issued the original RO).)
4.  If the current request includes a <moveIndication> element, then the RI sends a response message containing error status InvalidRO if this RI’s ID is not included in the <moveIndication> element or if for some reason it does not trust all of the other RIs included within the <moveIndication> element (since if the 'allowPartial' attribute equals “true” then multiple RIs identified by the <moveIndication> element can legitimately Move ROs tracing back to the original RO (where each such RI gains access to the REK), and if the 'allowPartial' attribute equals “false” then a rogue Device can nevertheless Move the RO via multiple such RIs). 
5. If the <rights> element is present, check its sibling <signature> elements is also present. If check fails, the RO sends a response message containing error status InvalidRO.
6. Verify the legitimacy of the <signature> element of step 5 as follows:
· Identify the signer of signature by looking <ds:KeyInfo> child elment. If there is error during identifying signer, the RI sends a response message contaning appropriate error. (i.e. NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. If the signer is neither the RI as a recipient of the request message nor any LRM that has registered to this RI with a request for Device RO Move service (see [SCE-LRM]), the RI sends a response message containing error status UnknownRO.
· Validate signature value. If the signature validation fails, the RI sends a response message containing error status SignatureError.
7. If any <stateInfo> element is present, verify for all <stateInfo> elements that the state information is consistent with the original stateful <constraint> elements in the <rights> element. If verification fails, the RI sends a response message containing error status InvalidRO.
8. Decrypt KREK and verify KMAC, as follows:
· Unwrap KREK and KMAC (see section 13.1.1).

· Calculate a MAC on the canonical version of the element of sceroap:RightsInfo type (excluding the <mac> element) using the KMAC. The MAC algorithm to use is defined in the Device Context.
· Check the calculated value against the <mac> element of the element of sceroap:RightsInfo type . If the calculated value is not equal to value of the <mac> element, the RI MUST send a response message with error status invalidRO.
9. Do AES-UNWRAP of Content Encryption Key (CEK) using the decrypted KREK. If any error occurred during AES-UNWRAP of CEK, the RI regards that the requesting DRM Agent did not package the KREK properly and sends an response message containing error status InvalidRO. 
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