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1 Reason for Change

According to section 9.4, LRMs with a oma-kp-rightsIssuer and the oma-kp-localRightsManagerDevice and/or the oma-kp-localRightsManagerDomain key purposes are allowed to generate User Domain ROs.

However, according to section 5.1.1 in the LRM TS:

“To generate a User Domain RO, the LRM MUST have at least the oma-kp-localRightsManagerDomain key purpose. “

These two statements are inconsistent. This CR proposes to synchronise the DOM TS with the LRM TS.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DRM WG agrees the CR, after SCE candidate approval.
6 Detailed Change Proposal

9.4 Import into User Domain

User Domain ROs MAY be created by the following entities:

1. Rights Issuers: entities that have the oma-kp-rightsIssuer key purpose, but do not have the oma-kp-localRightsManagerDevice key purpose and do not have the oma-kp-localRightsManagerDomain key purpose. 

2. LRMs  that have at least the oma-kp-localRightsManagerDomain key purpose.
3. 
These entities MAY be deployed in a device that implements an import function and creates User Domain ROs for content protected by a non-OMA protection mechanism.
Notice that LRMs that do not have the oma-kp-localRightsManagerDomain key purpose, but that do have the 
oma-kp-localRightsManagerDevice key purpose, MUST NOT create User Domain ROs, even if they also have the 
oma-kp-rightsIssuer key purpose.
In all cases, the RI/LRM function in the importing device MUST execute the SCE-3-RDP protocol with the DEA managing the User Domain and establish a User Domain Context.

If the importing RI/LRM function is creating User Domain ROs with a <domain> constraint, then it MUST execute the 
SCE-6-LRMP protocol or trigger a DRM Agent to execute the SCE-1-ROAP protocol to securely deliver this User Domain RO.

User Domain ROs without a <domain> constraint MAY be delivered to DRM Agent via an out-of-band protocol.













�To be updated after SCE candidate approval.
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