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1 Reason for Change

Change is proposed to clarify that generation of a Device RO for an OMA DRM v2.x Device as a consequence of a run of the Move Device RO protocol should be consistent with the recommendation in [DRM-DRM-v2.1] that states that “The <signature> element SHOULD NOT be present when the RO is a Device RO and it is delivered using the RO Acquisition protocol.” As far as the OMA DRM v2.x Device is concerned, acquiring the RO as a result of a Move Device RO protocol run is indistinguishable from acquisition in accordance with [DRM-DRM-v2.1], and the same security measures should apply. Note that the RI can distinguish whether it is creating the RO for an SCE-conformant Device or for an OMA DRM v2.x Device, based on the presence or absence of the oma-kp-sceDrmAgent key purpose in the DRM Agent’s certificate.
R01 formats the added text as a new paragraph rather than as a continuation of the previous paragraph, and prefaces the added text with “NOTE: ”.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Modify sentence of section 5.4.1 regarding use of ROAP for delivery of resultant RO.
5.4.1 The 2-pass Move Device RO Protocol
The 2-pass Move Device RO protocol is the protocol by which a Source Device transfers one or more ROs originally issued by an RI or LRM to an RI, and the transferred ROs are intended to be Moved to a Recipient Device. The Source Device MUST be an SCE Device. The Recipient Device MAY be an SCE Device. The Recipient Device MAY alternatively be a v2.x Device.
If the original Issuer of the RO is an RI, the RI as the responder of this protocol MUST be that original Issuer RI. If the RO is originally issued by an LRM, the LRM-created RO MUST contain information specifying which RI(s) it designates to Move the RO (i.e.<moveIndication> element, see [SCE-REL]). An RI SHOULD verify that it has agreed to provide Move service for that LRM in accordance with the result of the LRM-RI registration protocol [SCE-LRM]. If the original Issuer of the RO is an LRM, once the RO is Moved via an RI, the RI as future responder of this protocol MUST be that same RI. This protocol assumes that the Source Device already has a valid RI context for the RI that it requests to Move the RO.
This protocol includes mutual authentication between Device and RI, integrity-protected request and response, and transferring of ROs. This protocol further includes the verification of trust relationship between the RI and the LRM in case that the RO was originally issued by an LRM. This protocol ensures that the RI is able to verify the RI-generated or LRM-generated signature over the RO, so as to determine that the received RO was last issued by the same RI or as originally issued by an LRM trusted by the RI. This protocol MAY involve OCSP protocol between RI and OCSP Responder for checking status of RI’s certificate chain. After successful 2-pass Move Rights Protocol execution, the RI MUST conduct RO Acquisition Protocol including optional ROAP-ROAcquisition Trigger as per section 8.1, with the Recipient Device. 
NOTE: Although the RO Acquisition Protocol itself is not part of the 2-pass Move Device RO protocol, the RI SHOULD NOT include the <signature> element over the <rights> element in the resultant RO if the RO is intended for delivery to a v2.x Device, where a v2.x Device is distinguishable from an SCE-conformant Device by the absence of the oma-kp-sceDrmAgent key purpose in its certificate (see [SCE-A2A]).
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 Figure 1 the 2-pass Move Device RO Protocol
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