Doc# OMA-DRM-2009-0049R02-CR_SRM_extensions_for_BCAST_in_SRM_1_1_AD
Change Request

Doc# OMA-DRM-2009-0049R02-CR_SRM_extensions_for_BCAST_in_SRM_1_1_AD
Change Request


Change Request

	Title:
	SRM extensions for BCAST in SRM 1.1 AD
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-AD-SRM-V1_1-20090413-D

	Submission Date:
	17 Apr 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com 
Byung-Rae Lee, Samsung Electronics, byungrae.lee@samsung.com 

	Replaces:
	n/a


1 Reason for Change

· To define architecture implementing the following (BCAST essential) requirements SRM-HLF-26, SRM-HLF-27, SRM-HLF-28, SRM-HLF-29, SRM-TMN-001, SRM-TMN-002, SRM-TMN-003.
· R01: 
· Removed change 1 (use cases) which is already implemented in CR0060
· Added informative note to explain relation between Rights and Token consumption
· Added reference to OMA DRM Extensions for Broadcast service support

· Added example flow to cover BCRO Move from SRM to Device

· Combined all example flows under one section (SRM extensions for BCAST service support)
· Fixed several typos
· R02:

· Corrected reference section numbers in 5.5.5
· Added a bit of clarification to text in section 5.5.5 (token management)
· Updated text in section 6.1.7.1 to highlight security aspects
· Added a bit of clarification to text in section 6.1.7.6
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is asked to review and accept proposed change.
6 Detailed Change Proposal

Change 1:  


· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

Change 2:  Change section 5.3.2 as follows

The OMA SRM interfaces are defined in Table 1.
	Interfaces
	Description

	SRM-1
	This interface supports 

Requests to transfer Rights Objects and associated state information 

Requests to read the list of Rights in the SRM

Requests to transfer Rights in the SRM

Requests to consume Rights 
Requests to transfer Tokens and associated token information

Requests to read Tokens in the SRM

Requests to consume Tokens
The use of this interface can involve mutual authentication, confidentiality, and integrity.


Table 1: Interface descriptions
Change 3:  Add the following sections 5.5.5, service description

5.5.5 Service 5 – Token management

Token is a credit which can be exchanged for temporary access to a service as defined in [SRM-RDv1.1]. In scope of this specification, definition of token is extended to include a set of parameters governing the usage of associated amount of credits, and it is further referred as Token. 
Tokens can be acquired by a Device from the Rights Issuer using Token Request Protocol as defined in [DRMXBS], or  installed in SRM at the time of SRM manufacturing. Note that, Token provisioning is out of scope of SRM Enabler. 
Acquired or pre-provisioned Tokens are then used by Device for Rights consumption and can be transferred between multiple Devices using SRM card.
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Figure N: Components and Interfaces in Service 5
	Interfaces
	Actions

	q
	The Tokens in the “Device – A” can be moved from the “Device – A” to the “SRM – C” (Refer to subclause 6.1.7.4)

The Tokens in the “SRM – C” can be moved from the “SRM – C” to the “Device – A” (Refer to subclause 6.1.7.5)
The Tokens in the “SRM – C” can be consumed by the “Device – A” as stored in the “SRM – C” (Refer to chapter 6.1.7.6)

	r
	The Tokens in the “Device – B” can be moved from the “Device – B” to the “SRM – C” (Refer to chapter 6.1.7.4) 

The Tokens in the “SRM – C” can be moved from the “SRM – C” to the “Device – B”. (Refer to chapter 6.1.7.5)
The Tokens in the “SRM – C” can be consumed by the “Device – B” as stored in the “SRM – C” (Refer to chapter 6.1.7.6)


Informational note 1: OMA DRM V2.0 Extensions for Broadcast Support specification [DRMXBS] defines additions to the OMA DRM 2.0 REL to accommodate management of tokens. A device can receive tokens from multiple RIs and use them to consume DRM content whose usage is defined as token-based in the RO associated with the DRM content. In particular, this RO will contain <token-based> element which specifies what kind of stateful consumption will be governed by token availability.
Informational note 2: Token management is not applicable in case of broadcast-only devices (see [DRMXBS]).
Change 4:  Add the following section 6.1.7 (example flows)
6.1.7 SRM extensions for BCAST service support
6.1.7.1 Consumption of service requiring presence of SRM

The following flow implements the use case when service consumption is not allowed by the DRM Agent if SRM containing necessary Rights is not present in the device. Although copy of Rights is stored by the DRM Agent, physical presence of SRM card in the Device is required. 
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Figure N: Sequence Diagram - Consumption of Rights Requiring Presence of SRM
Action flow:

1. The Device performs Rights Consumption of the Rights bound to particular SRM (not shown in the diagram).
2. While consuming the Rights, the DRM Agent is triggered to check presence of the SRM which is identified in the Rights Object.
3. The DRM Agent sends a request to the SRM Agent challenging it to provide proper response.
4. The SRM Agent responds with a presence acknowledgement which needs to be properly authenticated and contain all necessary information requested by the DRM Agent.
Note: DRM Agent and SRM Agent need to perform mutual authentication in case they do not share any active security association prior to initiating presence checking procedure.
5. If the DRM Agent receives and succesfully validates a response from the SRM Agent, it can continue to consume the Rights. Otherwise, it stops consuming the Rights.
6.1.7.2 Broadcast RO Move from Device to SRM
The following flow represents the use case when Broadcast Right Object (BCRO) is moved to SRM from Device.
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Figure N: Sequence Diagram – BCRO Move from Device to SRM
Action flow:

1. The DRM Agent disables BCRO in the Device.
2. The DRM Agent requests the SRM Agent to install BCRO in the SRM.
3. The SRM Agent installs BCRO in the SRM.
4. The SRM Agent acknowledges BCRO intallation in the SRM.

5. The DRM Agent removes disabled BCRO from the Device.

6.1.7.3 Broadcast RO Move from SRM to Device
The following flow represents the use case when Broadcast Right Object (BCRO) is moved to SRM from Device.


[image: image4.emf]Device SRM

Install BCRO in Device

Request BCRO from the SRM

Send BCRO

Remove BCRO

Request to Remove BCRO from the SRM

Acknowledge BCRO Removal from the SRM

 
Figure N: Sequence Diagram – BCRO Move from SRM to Device
Action flow:

1. The DRM Agent sends a request to the SRM Agent to acquire BCRO from the SRM.

2. The SRM Agent replies with the message containing BCRO.

3. The DRM Agent installs BCRO in the Device.

4. The DRM Agent requests the SRM Agent to remove BCRO from the SRM.

5. The SRM Agent removes BCRO from the SRM.

6. The SRM Agent sends acknowledgement of BCRO removal to the DRM Agent.
6.1.7.4 Token Move from Device to SRM

The following flow shows an example of Token move from Device to SRM.
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Figure N: Sequence Diagram – Token Move from Device to SRM
Action flow:

1. The DRM Agent disables Token in the Device.

2. The DRM Agent requests the SRM Agent to install Token in the SRM.

3. The SRM Agent installs received Token in the SRM.

4. The SRM Agent sends Token installation acknowledgement to the DRM Agent.

5. The DRM Agent removes disabled Token from the Device.

6.1.7.5 Token Move from SRM to Device

The following flow shows an example of Token move from SRM to Device.
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Figure N: Sequence Diagram – Token Move from SRM to Device
Action flow:

1. The DRM Agent sends a request to the SRM Agent to acquire Token from the SRM.

2. The SRM Agent replies with the message containing Token and Token related information.

3. The DRM Agent installs Token in the Device.

4. The DRM Agent requests the SRM Agent to remove Token from the SRM.
5. The SRM Agent removes Token from the SRM.

6. The SRM Agent sends acknowledgement of Token removal to the DRM Agent.

6.1.7.6 Local Token Consumption by the Device
The following flow shows an example of Token consumption by the Device while Tokens are stored at SRM.
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Figure N: Sequence Diagram – Local Token Consumption
Action flow:
1. The DRM Agent acquires information about Tokens stored on SRM (e.g. list of Token identifiers, amount of available credits, etc.) from the SRM Agent.

2. The SRM Agent sends this information to the DRM Agent.

3. The DRM Agents selects Tokens for consumption.

4. The DRM Agent requests Tokens for consumption from the SRM Agent.

5. The SRM Agent disables Tokens in SRM.

6. The SRM Agent sends Tokens to the DRM Agent.

7. Tokens are then consumed on the Device.

8. When consumption is stopped, the DRM Agent requests the SRM Agent to enable Tokens in SRM. The request includes Token status information (e.g. remaining amount of credits).
9. The SRM Agent enables Tokens.

10. The SRM Agent sends a response to the DRM Agent to acknowledge Token enablement.
Change 5:  Add the following informative reference to DRM extension for Broadcast Support TS
	[DRMXBS]
	“OMA DRM v2.0 Extensions for Broadcast Support”, Open Mobile Alliance™, OMA-TS-DRM_XBS-V1_0-20081120,

URL: http://www.openmobilealliance.org/
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