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1 Reason for Change

This Change Request proposes to extend the ROAP Trigger to support Direct Provisioning of Rights to the SRM.
Since the WID has declared that SRM 1.1 has dependency to DRM 2.1, this CR uses the basis of extension of ROAP Trigger as DRM 2.1.
While this CR is proposed, the followings are assumed:

· DRM 2.0/2.1 Agent will not receive SRM version ROAP Trigger, or it will ignore SRM version ROAP Trigger when it receives the trigger. Though some extensibility mechanisms were addressed during last conf call while reviewing 2009-0077, those mechanisms seem not necessary due to mentioned nature of DRM 2.0/2.1 agent.
· Backward compatibility should be assured since SRM enabled Terminal will also implement DRM 2.0/2.1 Agent features and protocols.
· RI, as a server which resides in Service Provider, can know available list of trust model that SRM support and corresponding SRMID.
In R01, <srmID> element in trigger, the proposal in R00, is replaced by <trustAnchorAndsrmIDPair> element for multiple trust model support. The trust model that is supported by RI, DRM Agent, and SRM Agent respectively may be different. Hence it is strongly recommended that RI sends all available list of trust model and id pair of the SRM, so that DRM Agent can choose proper SRM ID and trust model to initiate RO Acquisition protocol.
While this CR talks only about trigger, it is expected that the extension of RO Acquisition protocol will be further discussed by CR 2009-0117.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Add the ROAP Extension to the section 7
7. ROAP Extension

These sections define the extension to DRM v2.1 ROAP protocol messages.
7.1 ROAP Trigger

This specification extends XML Schema for ROAP RO Acquisition Trigger for Direct Provisioning of Rights to the SRM procedure as shown in Figure 16. A ROAP RO Acquisition Trigger MAY be delivered from an RI to a DRM Agent to initiate the RO Acquisition protocol for Direct Provisioning of Rights to SRM. Rights Issuer has to indicate to the DRM Agent in host device that the Rights Object is to be downloaded and installed to the SRM Agent. The ROAP RO Acquisition Trigger SHALL include at least one <trustAnchorAndsrmIDPair> element for Direct Provisioning of Rights to the SRM procedure. In case of Direct Provisioning of Rights to the SRM, a DRM Agent on receiving ROAP RO Acquisition Trigger with <trustAnchorAndsrmIDPair > element MUST interact with a SRM that have identifier matching with <srmID> element under the trust anchor identified trust model, to extract the necessary information used to generate the ROAP RO Request message, and consequently send the built ROAP RO Request message to the Rights Issuer.
The schema below depicts the additional element to the RO Acquisition Trigger schema.

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap: BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="roap:String80" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>
          <element name="trustAnchorAndsrmIDPair" type="roap:trustAnchorAndsrmIdentifierPair" minOccurs="0"/>
</sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>
The <trustAnchorAndsrmIDPair> element identifies the SRM under a trust model to be downloaded and installed the Rights Object. If the RO Acquisition Trigger includes a <trustAnchorAndsrmIDPair> element, the DRM Agent SHALL initiate the Direct Provisioning of Rights to the SRM procedure as specified in Section 6.8 after receiving the RO Acquisition Trigger. If an SRM support multiple trust models, the RI sends several <trustAnchorAndsrmIDPair> elements.
The following schema fragment defines the trustAnchorAndsrmIDPair type.

<complex Type name="trustAnchorAndsrmIdentifierPair">
<sequence>

<element name="trustAnchor" type="roap:Identifier"/>
<element name="srmID" type="roap:Identifier"/>
</sequence>

</complexType>
The <trustAnchor> element identifies the trust model. The only identifier currently defined is the hash of the root CA's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root CA's certificate). The default hash algorithm is SHA-1.
The <srmID> element identifies the SRM. The only identifier currently defined is the hash of the SRM's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM's certificate under the Trust Anchor). The default hash algorithm is SHA-1.
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