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1 Reason for Change

This Change Request proposes detailed protocol for SRM Rights Upgrade. To upgrade the Rights in SRM, it reuses the Rights Retrieval message and procedure and most of the Movement of Rights from Device to SRM protocol. Also it does not have any changes in SCE 1.0 RO Upgrade protocol during the SRM Rights Upgrade.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Add the SRM Rights Upgrade protocol to section 6.x
6.x
SRM Rights Upgrade

Rights in SRM are upgraded as illustrated in Figure X. As shown in Figure X, this transaction is comprised of RO Upgrade protocol as specified in SCE 1.0 section x.x and three request/response message pairs: Rights Retrieval message pair, Installation Setup message pair and Rights Installation message pair. RO Upgrade Trigger is the first message for the SRM Rights Upgrade transaction. The Rights Retrieval Request message can be the first message pairs for the SRM Rights Upgrade transaction because the RO Upgrade Trigger is optional. The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. 
If a DRM Agent receives a RO Upgrade Trigger for SRM Rights Upgrade, the DRM Agent SHALL check the presence of the <trustAnchorAndsrmIDsrmIDPair> element. If the trigger has the <trustAnchorAndsrmIDPair> element, the DRM Agent SHALL compare the <trustAnchoor> element and <srmID> element in the trigger with the Trust Anchor and SRMID of the SAC Context in an SRM attached Device. There are two possible outcomes of this comparison:
1) If a <trustAnchor> element and <srmID> element pair in the trigger match a Trust Anchor and an SRMID of the SAC Context in an SRM attached  Device, the DRM Agent SHALL send the RightsRetrievalRequest message to the SRM Agent.
2) If all of a <trustAnchor> element and <srmID> element pair in the trigger does not match any Trust Anchor and SRMID of the SAC Context in an SRM attached Device, the DRM Agent SHALL perform the following procedure:

A. If the DRM Agent supports any of the Trust Anchor in the trigger, the DRM Agent SHALL initiate the MAKE procedure. The Authentication Request SHALL include the Trust Anchor that was supported by DRM Agent and included in the trigger. After receiving the Authentication Request, the SRM Agent SHALL check the Trust Anchor in the Authentication Request.

i. If the SRM Agent support the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Success’ Status. After receiving the Authentication Response, the DRM Agent SHALL send the RightsRetrievalRequest message to the SRM Agent.
ii. If the SRM Agent does not support the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Trust Anchor Not Supported’ Status. After receiving the Authentication Response, the DRM Agent recognizes the error during the SRM Rights Upgrade transaction.

B. If the DRM Agent does not support any of the Trust Anchor in the trigger, the DRM Agent recognizes the error and ignores the trigger.
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Figure x: SRM Rights Upgrade
6.x.1 Rights Retrieval
The Rights Retrieval transaction is same as defined in section 6.6.1. Also the description of RightsRetrievalRequest message and RightsRetrievalResponse message are same as defined in section 6.6.1.

6.x.2 RO Upgrade
6.x.2.1 Action Description

After receiving the RightsRetrievalResponse message, the DRM Agent performs the following procedure:
1. The DRM Agent SHALL store the Handle for upgraded Rights in the RightsRetrievalResponse message. The handle is used to install the Rights to the SRM after upgrading the Rights.

2. The DRM Agent SHALL generate the RO Upgrade Request message. The DRM Agent fills the parameters using the received information from the RI in the RO Upgrade Trigger and the SRM Agent in the RightsRetrievalResponse message. The <sceroap:roUpgradeRequestInformation> element under the <gen:reqInfo> element in RO Upgrade Request message includes one or more sequence of one <existingRights> element and optional <upgradeInfo> element as defined in [SCE 1.0 DRM TS] section 8.4.1. 

A. The <existingRights> element SHALL include the RO that was composed by received information from the SRM Agent. The information SHALL include the Rights Information, REK and LAID in the RightsRetrievalResponse message.
B. If the RO Upgrade Trigger does not contain the <upgradeInfo> element, it contains the user’s wish of additional permission and/or modified constraint(s) of existing permission(s) for the RO that was received by the SRM Agent.
3. The DRM Agent SHALL send the RO Upgrade Request message to the RI for requesting to upgrade the Rights.
When an RI receives an RO Upgrade Request message, the RI MUST process the request message as defined in [SCE 1.0 DRM TS] section 10.2.

When the DRM Agent receives an RO Upgrade Response message, it MUST process the response message as follows:

1. It verifies the RI’s signature on the response message. The signature verification conforms to [DRM-DRM-v2.1]. If the signature verification was not successful, it MUST mark the corresponding RO as usable and terminate RO Upgrade protocol.

2. It checks <resID> element in the response message. If the <resID> element indicates the SRM inserted in the Device, the DRM Agent SHALL execute the step 3.
3. It checks <status> element in the response message as follows: 
A. If the status equals “Success”, 

i. the DRM Agent checks the <existingROID> element in response meesage. If the RO indicated by the <existingROID> is not present or not marked as unusable, then the DRM Agent terminates RO Upgrade protocol.
ii. the DRM Agent removes permanently the corresponding RO.

iii. the DRM Agent execute the Movement of Rights from Device to SRM procedure using the new upgraded RO that indicated by the <newRO> element in the response message.
B. If the status does not equal “Success”, then the DRM Agent MUST mark the corresponding RO as usable. The Device MAY notify the reason for failure to the User of the DRM Agent using the <errorMessage> in the response message.
6.x.3 Upgraded Rights Installation
6.x.3.1 Action Description

After finishing the process for the RO Upgrade Response message, the DRM Agent SHALL install the upgraded Rights to the SRM using the Movement of Rights from Device to SRM procedure. In case of the SRM Rights upgrade, the DRM Agent SHALL send the InstallationSetupRequest message to the SRM. The InstallationSetupRequest message SHALL include the stored Handle value in DRM Agent after receiving the RightsRetrievalResonse message from the SRM. Except this operation, the transaction and messages for Movement of Rights from Device to SRM protocol is same as defined ind section 6.5.
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