Doc# sergey aug 20 draft - OMA-WID_0189-DRMv2_2-V1_0-20090220-D.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Work Item Document


Doc# sergey aug 20 draft - OMA-WID_0189-DRMv2_2-V1_0-20090220-D.doc
Work Item Document


Work Item Document

	Title:
	Digital Rights Management version 2.2
	 FORMCHECKBOX 
 Public      

	Registered Name:
	DRMv2_2

	Assigned Number:
	0189

	Draft Expiration:
	2009-12-18
	 FORMCHECKBOX 
 Date Reflects Extension


1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The existing installed base of DRM 2.1 implementations need to be enhanced to meet the evolving content distribution market that includes some of the following new features: 

· Support for advertisements management: technical methods for DRM agent to regulate consumption of content based on the required viewing of advertisements. The mandatory rendering of advertisements typically replaces  the need for consumer to pay for the associated content. 
· OMA DRM V2.2 PDCF harmonized with OMA BCAST XBS adapted PDCF file format thus enabling the usage of BCAST recorded ISMACryp streams in OMA DRM V2.2 terminals.
· Secure streaming support: DRM V2.2 will enable management of streamed contents in addition to currently specified downloadable contents. Enhanced support for streaming. Technical methods to allow DRM protected streaming at variable bit rates.

· Support to allow access to additional components or level of executables. 
· Support for Widgets. Technical methods to allow DRM protection for W3C widgets and other Widget Frameworks.

· Increase error handling. Error handling for particular ROAP communication should be enhanced so that errors can be analysed better. For example, if a fault base URL is stored in the device context and the device contacts a backend with a different URL, the ROAP communication simply stops. On most handset this issue can only be resolved by a master reset.

· Make it clear that OMA DRM is meant for the PC platform as well as the mobile platform as originally intended. 

· Export of OMA DRM protected content to the DLNA environment.

Work Areas:
	Work to be undertaken by OMA
	Priority

	1. Support for advertisements management

· Introduce means to enforce ad content play-out in association with consumption of content. [rb note: better to say what we want to enable here, then work out what later in conjunction with MobAd folks, e.g. reporting ad content usage is in MobAd already]
	High

	2. Support of BCAST recorded ISMACryp streams in OMA DRM V2.2 terminals

· DRM V2.2 Packedised DRM Content Format (PDCF) to incorporate features of OMA DRM eXtensions for BCAST Support (XBS) Adapted PDCF including Short Term Key Message tracks and the AES_128_BYTE_CTR encryption method.
	High

	3. Enhanced support for secure streaming including variable bit rates

· .

· enhancement of the PDCF format to enable switching from one bit rate to another within DRM protected streams
	High

	4. DRM support to allow access to additional components of executables

· Rights Expression language and its semantics, such as permission to play level x of game Z, need to be added. Handling of additional file formats need to be defined, e.g. DRM protection of property files.
	High

	5. PC platform support

· Clarify DRM wording to specifically call out PC platform. 
	High

	6. Export of OMA DRM content to the DLNA environment

· Identify overlaps and gaps with DLNA, in order to  ensure that OMA DRM has necessary permission and constrains to label content for export to DLNA environment.
· Out of scope is actual mapping definition.
	Low

	7. Enhanced error handling

· Error handling improvement. New server error messages and the handling on the device need to be defined.
	Low

	8. Investigate requirements for W3C Widget protection
· Investigate market requirements, and identify whether further work is needed in OMA DRM to address these.
	Low


· 
· 
· 
· 
· 
· 
· 
· 
· 
Issues this Work Item is Aimed to Solve
This Work Item aims to create additional market benefits by introducing the following features to OMA DRM v2.1:
· Advertisement management

· Adapted PDCF from OMA BCAST XBS

· Secure streaming support 
· Support for variable bit rates for DRM protected streaming (PDCFs).
· Support for Games/ Executables (e.g. during runtime)
· Support for Widgets
· Increase user experience by improved error handling
· Overcome the missing interface between online and offline/home network
Market Benefits:
Advertisement is a key feature for enabling contents businesses. The DRM system will ensure the full service provider control over downloaded and streamed contents. 
For the service provider: advertisement holders will get reliable statistics on the number of ad content playback.
For the end-user: users can purchase media content for a lower price by just watching a short ad clip.
Incorporation of the Adapted PDCF file format in the OMA DRM v2.2 standard allows the usage of recorded content from a BCAST service on DRM v2.2 compliant Devices. This increases the flexibility of content usage, which will increase the user’s interest in the service, and thereby the service provider’s revenue. The content provider is also provided with the possibility to charge for the usage of the content on the various devices, which can increase the content provider’s revenue.
Streaming is one of the fundamental features which bring additional revenue to service and content providers. For example, secure streaming allows services such as Video on Demand (VoD), providing the content provider with new opportunities to sell its content.
In addition, OMA DRM v2.2 provides the following benefits:
· The ability to offer state-of-the art video technologies and blockbuster content to the customers. 
· The ability to offer new charging models for DRM protected Games / Executables, e.g. “pay per game level”. I.e., the ability to support 
· state-of-the art games with new features (buy weapons) and 
· provide/restrict access to a certain game level.
· The ability to offer DRM Widgets to the customer in times of Mobile Application Stores. 
· Improving the customer experience and therewith the acceptance of DRM.
· Enlarge the OMA DRM ecosystem to the PC. Reduce costs in the DRM backends, and thus offer the products cheaper and more attractive to customers. Introduce a commercial DRM to the PC that is standards based and allows competition in multimedia services on the PC.

· Allow the customer to use premium content in his/her home environment, but meet the content provider requirements at the same time.

· Enlarge the content offering into the customer’s home. Support use cases such as “consume the blockbuster on your home screen.”
Expected Market Penetration:
DRM V2.2 penetration is expected to be higher than DRM V2.1 due to important functionality extensions.
Complexity:
Standardized technology for managing advertisement will certainly decrease the complexity of terminal implementation in the mobile market. Moreover, as this work item is aiming for the OMA DRM environment, a terminal does not have to be equipped with another DRM system. DRM V2.2 needs to have the following additional functionalities: 

· Advertisement management

· Adapted PDCF from OMA BCAST XBS

· Secure streaming support 

· Support for variable bit rates for DRM protected streaming (PDCFs).

· DRM Support for Games/ Executables (e.g. during runtime).

· DRM Support for Widgets.

· Increase user experience by improved error handling

· Overcome the missing interface between online and offline/home networks

To allow these new features, the DRM working group needs to:

· Define new permissions and file formats.
· Revise some ROAP communication flows that need to be implemented on client and server side.
However, as these works are to be implemented in the OMA DRM environment and to utilize OMA DRM v2.1 as much as possible, impacts are assumed to be minimal. Assumptions on the complexity will be more meaningful after the functionality has been specified. 

Time to Market:
years
Uniqueness:
There is no similar work proposed within OMA. However, similar work is done in Marlin Developer Community for managing advertisements (called Marlin Dynamic Media Zones). Advertisings management is important issue, and must be implemented in OMA DRM to increase enabler competiveness.
Existing Specifications or Documents Affected:

The documents that make up the OMA DRM 2.1 Enabler will be affected. A complete list of these documents can be found within the Enabler Release Definitions.
Linked Work Items:

None
Linked Affected OMA Groups and External Fora

OMA ARC

OMA REQ
OMA MobAd AHG
OMA IOP
DLNA
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
3 Impacts
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Service Impacts:

Existing services will not be upgraded to V2.2. Backward compatibility will be assured through the use of versioning.
Architecture Impacts:

Some architectural impact is expected, and it will be documented in the Architecture Document.
Charging/Billing Impacts:

There are no perceived charging/billing impacts.
Security Impacts:

OMA DRM 2.2 is not expected to provide a heightened level of security over OMA DRM 2.1. However, OMA DRM 2.2 security functionality may be extended to support newly proposed use cases.
Privacy Impacts:

There are no perceived privacy impacts.
IOT Impacts:

Work with IOP-BRO and IOP working groups to arrange for proper IOT will be required,
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