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1 Reason for Change

Since DRM v2.1 demands all Connected Devices to support RO install confirmation, Direct Provisioning of Rights to the SRM needs confirmation after Rights are installed to the SRM too. This CR proposes to make this adjustment.
2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

The DRM WG is recommended to review and agree the CR.

5 Detailed Change Proposal
Change 1:  Modify the Section 5.2 in the SRM AD1.1 of the version 20090429:

6.5 Direct Provisioning of Rights to the SRM
The protocols specified in this section provide necessary functions that are used for Direct Provisioning of Rights to the SRM transaction.

The Figure 16 describes overall flow for how Rights are downloaded and installed to the SRM. As shown in Figure 16, this transaction is comprised of the 2-pass ROAP with trigger between RI and DRM Agent and three request/response message pairs between DRM Agent and SRM Agent: Signature Query message pair, Provisioning Setup and Rights Provisioning message pair. If the RI uses the RO Response message to indicate that he wishes to receive installation information of RO, this transaction SHALL also include RO Install Confirmation message pair.
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Figure 16: Sequence Diagram – Direct Provisioning of Rights to the SRM

The description for overall flow is as follows:

1. The transaction starts from RI sends an ROAP RO Acquisition Trigger to a DRM Agent. If the DRM Agent receives the RO Acquisition Trigger, it processes the trigger message, as specified in the section 6.8.1.

2. The DRM Agent SHALL generate the RO Request message and send it to the RI as follows:

A. The request message SHALL include the SRMID instead of a Device ID.

B. The request message SHALL NOT include the signature because the RO will be downloaded and installed to the SRM.

C. The DRM Agent stores the generated RO Request message.

3. The DRM Agent SHALL execute the SignatureQuery protocol with the SRM Agent, as specified in the section 6.8.2.

A. After receiving the Signature Query Request message, the SRM Agent SHALL generate the signature on the RO Request message.

B. If the value of the <status> element within a valid SignatureQueryResponse message is not “Success”, then the DRM Agent determines this transaction as failure and terminates this transaction.

4. The DRM Agent SHALL execute ROAP RO Acquisition protocol with the RI, as specified in the section 6.8.3.

5. The DRM Agent SHALL execute ProvisioningSetup protocol with the SRM Agent, as specified in the section 6.8.4.

6. The DRM Agent SHALL verify the RO for the SRM Agent, as specified in the section 6.8.5.

7. The DRM Agent SHALL execute RightsProvisioning protocol with the SRM Agent, as specified in the section 6.8.6.

8. The DRM Agent SHALL remove corresponding RO, as specified in the section 6.8.7.

9. If the RI uses the RO Response message to indicate that he wishes to receive installation information of RO, the DRM Agent SHALL execute Confirmed Rights Object Acquisition Protocol with the RI, as specified in [OMADRMv2.1].
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