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1 Reason for Change

The MessageBody of the SignatureResponse and the MessageBody of the ProvisioningSetupRequest
 lost some  functions. Therefore, the purpose of this CR is to add some functions into MessageBody. And one function is defined.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.

6 Detailed Change Proposal

Change 1:  Add the function in MessageBody
7.  Signature Query

To confirm an RO acquisition request from an SRM, the DRM Agent requests a signature of the SRM Agent. The Signature Query Message processing is used to get a digital signature of SRM Agent on a RO Request message which was generated by DRM Agent.
5. Description of Messages

The DRM Agent sends the SignatureQueryRequest to get the Signature of the SRM on the RO Request message. The field of the request is defined in Table 45.
Table 45: Fields of SignatureQueryRequest
	Fields
	Protection Requirement
	Description

	RO Request
	Integrity
	RO Request message that was generated by the DRM Agent. The RO Request message needs a signature of an SRM for confirmation of the RO acquisition request.

	Signature Scheme
	Integrity
	This field contains a negotiated signature scheme between the RI and the Device.


Upon receiving the SignatureQueryRequest, the SRM Agent SHALL generate the signature on the received RO Request message. The Signature method is as follows:

· The message except the Signature element is canonicalised according to [OMADRMv2.0], section 5.3.3.

· The result of the canonicalisation, d, is considered as input to the signature operation. The signature is calculated on d in accordance with the rules of the received signature scheme

The SRM Agent sends the SignatureQueryResponse to carry the result of the action. The fields of the response are defined in Table 46.
Table 46: Fields of SignatureQueryResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the SignatureQueryRequest message. The Status values are specified in Table 47.
If Status contains any error, only this field is present in the SignatureQueryResponse.

	Signature of RO Request
	No
	This field contains a signature of the SRM.


Table 47: Status of Signature Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Signature Scheme Not Supported
	This signature scheme is not supported by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.8.3.
5. Format of Messages

The message format (MessageBody) of the SignatureQueryRequest is specified as follows. The messageType is set to ’0’ and the message is not protected by an HMAC.

RORequest(){

    OctetString16()

// Defined in Appendix E.1
}
MessageBody() {
    RORequest()
    SignatureScheme()
}

The fields are defined as follows:

· RORequest – RO Request field in Table 45.
· SignatureScheme – negotiated Signature Scheme field in Table 45 between the RI and the Device.
The message format (MessageBody) of the SignatureResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.

SignatureOfRORequest(){

    OctetString16()

// Defined in Appendix E.1
}

MessageBody() {

Status()
if ( Status == 0 ) {

SignatureOfRORequest()
}


// Defined in Appendix E.2.2
}

The fields are defined as follows:

· status - Status field in Table 46.

· SignatureOfRORequest – Signature of RO Request field in Table 46.
Change 2:  Add the function of EncryptedWrappedKeyMaterial
5. Format of Messages

The message format (MessageBody) of the ProvisioningSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle
    EncryptedData()

// Defined in E.1
}
WrappedKeyMaterial()   {

//Contains the encrypted Wrapped Key Material
OctetString16()

}
MessageBody() {

    EncryptedHandle()


    sizeOfRights
16
uimsbf
    WrappedKeyMaterial ()


}

The fields are defined as follows:

· Handle –Handle field in Table 48
· sizeOfRights –Size Of Rights field in Table 48
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· WrappedKeyMaterial –Wrapped MAC Key and REK in Protected RO
The message format (MessageBody) of the ProvisioningSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

EncryptedMACKey() {

    // Contains the encrypted MAC Key
    EncryptedData()

// Defined in E.1
}
MessageBody() {

Status()
if(Status==0){



  EncryptedMACKey()               // Defined in Appendix E.2.2
}
}

The field is defined as follows:

· Status - Status field in Table 49
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