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1 Reason for Change

This CR fixes a few typos in sections 6.11.7-6.11.8.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section 6.11
6.11.4 Movement of Broadcast Rights from Device to SRM

Broadcast Rights are Moved from a Device to an SRM as illustrated in Figure 25. This transaction is comprised of two request-response message pairs: Installation Setup message pair (as defined in section 6.11.7.1) and Broadcast Rights Installation message pair. 

Before sending InstallationSetupRequest message the DRM MUST do the following, 
1. Per each selected asset (contained in BCRO base), check if Move transaction is allowed by checking presence of move action type in OMADRMAction() object (this object is defined in [DRMXBS]). If Move is not allowed for the current asset(s), then do not include this asset in BCRO Assets data defined in section 5.1.11.2. If Move is not allowed for any asset in the BCRO then do not perform Move transaction.

2. Per each move action check if the count constraint is present in the OMADRMAction() object. If it is present check value of the count attribute. If the value is “0” then do not perform the Move transaction for the current asset(s). 

3. Per each move action check if the system constraint is present in the OMADRMAction() object. If it is present then check value of the system_id attribute. If system_id subfield indicates the SRM protocol then add this asset(s) in BCRO Asset data. 
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Figure 25: Sequence Diagram – Movement of Broadcast Rights from Device to SRM

6.11.4.1 Installation Setup
The DRM agent SHALL use Installation Setup procedure defined in section 6.5.1 with the following adaptation:

· Size of Rights  field in the InstallationSetupRequest message MUST be the size of Broadcast Rights that will be installed in the SRM

· Size of Rights = Length of BcroBase + Length of BcroAssets + Length of BcroStateInfo (if present) + Length of BcroSignature (if present).
6.11.4.2 BCRO Disablement in Device
The DRM agent SHALL use Rights Disablement procedure defined in section 6.5.2 with the following adaptation:

· The DRM Agent SHALL only disable the use of assets that will be Moved within the current transaction. These assets can only be enabled when Moved back from SRM to Device or during transaction recovery.

6.11.4.3 Broadcast Rights Installation
6.11.4.3.1 Description of Messages

The DRM Agent sends the BroadcastRightsInstallationRequest to install the Broadcast Rights in the SRM. The fields of the request are defined in Table 88.

Table 88: Fields of BroadcastRightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in 6.11.7.1. Refer to section 5.1.3.

	BCRO Base
	Integrity
	Refer to section 5.1.11.1.

	BCRO Assets
	Integrity & confidentiality
	Refer to section 5.1.11.2.

	BCRO State Info
	Integrity
	Refer to section 5.1.11.3.

	BCRO Signature
	Integrity
	Refer to section 5.1.11.4.


Upon reception of the BroadcastRightsInstallationRequest, the SRM Agent installs the Broadcast Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and BCRO Assets with the Session Key
3. Compare the Handle with the Handle in the InstallationSetupRequest
4. Install the BCRO Base, BCRO Assets , BCRO State Info and BCRO Signature at a space associated with the Handle.
The SRM Agent sends the BroadcastRightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 89.

Table 89: Fields of BroadcastRightsInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BroadcastRightsInstallationRequest message. The Status values are specified in Table 90.


Table 90: Status of Broadcast Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of BCRO Base exceeds Size of Rights in InstallationSetupRequest.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.11.9.
6.11.4.3.2 Format of Messages

The message format (MessageBody) of the BroadcastRightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

    EncryptedHandle()

// Defined in Appendix E.2.8
    BcroBase()

// Defined in Appendix E.2.11.1

    BcroAssets()

// Defined in Appendix E.2.11.2

    BcroStateInfo()

// Defined in Appendix E.2.11.3

    BcroSignature()

// Defined in Appendix E.2.11.4

}

The fields are defined as follows:

· EncryptedHandle – Handle encrypted with the current Session Key
· BCROBase – BCRO Base  field in Table 88
· BCROAsset – BCRO Assets field in Table 88
· BCROStateInfo – BCRO State Info field in Table 88
· BCROSignature – BCRO Signature field in Table 88
The message format (MessageBody) of the BroadcastRightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 89
6.11.4.3.3 Exception Handling

The DRM Agent SHALL follow the procedures defined in section 6.5.3.3.

6.11.4.4 Post-processing of Broadcast Rights in Device

6.11.4.4.1 Action Description

The DRM Agent MAY remove the Broadcast Rights from the source Device permanently. However, due to a broadcast nature of these rights, they may be delivered to a Device multiple times. In order to avoid duplication of Broadcast Rights in several Devices, the DRM Agent SHALL store the indication in the Device that these Broadcast Rights were disabled. 

In addition, if some of assets in the BCRO were not Moved to SRM (within BCRO Assets), the DRM Agent SHALL not remove the Broadcast Rights from the Device. 

When this action is completed, the Move is terminated and the entry for the Move transaction is removed from the Operation Log.

6.11.4.4.2 Exception Handling

If the removal process is performed and cannot be complete, the DRM Agent SHALL follow the procedure defined in section 6.5.4.2.

6.11.5 Movement of Broadcast Rights from SRM to Device

Broadcast Rights are Moved from an SRM to a Device as illustrated in Figure 26. This transaction is comprised of two request/response message pairs: Broadcast Rights Retrieval message pair and Rights Removal message pair. The Broadcast Rights Retrieval message pair MAY be followed by the Rights Removal message pair. If an SRM Agent receives any request message other than the RightsRemovalRequest following receipt of the BroadcastRightsRetrievalRequest, the SRM Agent SHOULD return Unexpected Request in the Status field of the response message.
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Figure 26: Sequence Diagram – Movement of Broadcast Rights from SRM to Device

6.11.5.1 Broadcast Rights Retrieval

6.11.5.1.1 Description of Messages

The DRM Agent sends the BroadcastRightsRetrievalRequest to initiate the Move of the Broadcast Rights from the SRM. The fields of the request are defined in Table 91.

Table 91: Fields of BroadcastRightsRetrievalRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies (Broadcast) Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.

	Asset Index List
	Integrity
	Asset Index List is a list of indexes of assets selected for the current Move transaction. This field is optional, and if it is not included complete list of BCRO Assets SHALL be delivered in BroadcastRightsRetrievalResponse. Asset index is defined in section 5.1.11.2.


Upon receiving the BroadcastRightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Find Broadcast Rights corresponding to the Handle
3. If found, then decrypt the New Handle with the Session Key
4. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Broadcast Rights.
The SRM Agent sends the BroadcastRightsRetrievalResponse to carry the result of the procedure. The fields of the response are defined in Table 92.
Table 92: Fields of BroadcastRightsRetrievalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BroadcastRightsRetrievalRequest message. The Status values are specified in Table 41.

If Status contains any error, only this field is present in the BroadcastRightsRetrievalResponse.

	BCRO Base
	Integrity
	Refer to section 5.1.11.1.

	BCRO Assets
	Integrity & Confidentiality
	Refer to section 5.1.11.2. Contains the list of BCRO Assets as requested in BroadcastRightsRetrievalRequest.

	BCRO State Info
	Integrity
	Refer to section 5.1.11.3.

	BCRO Signature
	Integrity
	Refer to section 5.1.11.4.


Table 93: Status of Broadcast Rights Retrieval Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response

2. Decrypt BCRO Assets contents with the Session Key
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.6.2.

6.11.5.1.2 Format of Messages

The message format (MessageBody) of the BroadcastRightsRetrievalRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.9

    AssetIndexListPresent
1
uimsbf

    rfu
7
uimsbf

    if ( AssetIndexListPresent )

    {

        AssetIndexList()

// Defined in Appendix E.2.11.2.6

    }
}

The fields are defined as follows:

· Handle –Handle field in Table 91
· EncryptedNewHandle – New Handle field in Table 39 encrypted with the current Session Key (SK)
· AssetIndexListPresent – indicates presence of Asset Index List in this message

· AssetIndexList – Asset Index List field in Table 91
The message format (MessageBody) of the BroadcastRightsRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() 
    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {
BcroBase()

// Defined in Appendix E.2.11.1

BcroAssets()

// Defined in Appendix E.2.11.2

BCROStateInfo()

// Defined in Appendix E.2.11.3

BCROSignature()

// Defined in Appendix E.2.11.4

    }
}
The fields are defined as follows:

· Status - Status field in Table 92
6.11.5.1.3 Exception Handling

The DRM Agent SHALL follow the procedure defined in section 6.6.1.3.

6.11.5.2 BCRO Asset Disablement in the SRM
6.11.5.2.1 Action Description

The SRM Agent disables assets identified in the BroadcastRightsRetrievalRequest. The disabled BCRO Asset cannot be used for the other purposes except the current Move transaction.
6.11.5.2.2 Exception Handling

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.
6.11.5.3 Broadcast Rights Installation in Device

6.11.5.3.1 Action Description

The DRM Agent performs the following procedure:

1. The RI signature over the Broadcast Rights SHOULD be verified if present (note that signature verification MAY not be required under certain trust models as described in section 5.1.2). If the verification fails, the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section N and terminate the Move transaction.

2. Per each asset delivered in BroadcastRightsRetrievalResponse, check if the move action count constraint is present in the OMADRMAction() object. If it is present decrement current value of the count attribute.
3. Install the Broadcast Rights with the following conditions:

A. Broadcast Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache. The replay cache is specified in section 9.4 of [OMADRMv2].

B. The Broadcast Rights SHALL NOT be installed if a BCRO with the same enabled asset(s) in the OMADRMAsset() object (see [DRMXBS]) is already installed on the device. If so, then the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.11.10. and terminate the Move transaction.
C. If a BCRO with the same asset(s) is already installed but the asset is disabled in the Device, the DRM Agent MUST enable the Broadcast Rights on the Device and update asset state information based on the data received from the SRM.
After the Broadcast Rights installation, the DRM Agent MAY continue with section 6.11.9.
6.11.5.3.2 Exception Handling

There may be unexpected exceptions when installing Broadcast Rights. The exception causes the installation to not complete.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.
6.11.6 Broadcast Rights Removal
The DRM Agent SHALL use Rights Removal procedure defined in section 6.6.3.1.
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