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	To:
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	Doc to Change:
	OMA-TS-SRM-V1_1-20091029-D

	Submission Date:
	12 November 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com

	Replaces:
	n/a


1 Reason for Change

Consistency review comment:
	
	2009.11.12
	T
	6.11.8.1.1
	Source: Samsung Electronics
Form: doc #0066
Comment: The DRM Agent may try to retrieve BCRO assets which were removed from or disabled in the SRM. The SRM Agent shall be able to signal non-availability of BCRO asset to the DRM Agent.
Proposed Change: See OMA-DRM-2009-0224
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Change sections 6.11.8.1.1 and 6.11.8.1.2 as follows
6.11.8.1.1 Description of Messages

The DRM Agent sends the BroadcastRightsRetrievalRequest to initiate the Move of the Broadcast Rights from the SRM. The fields of the request are defined in Table 91.

Table 91: Fields of BroadcastRightsRetrievalRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies (Broadcast) Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.

	Asset Index List
	Integrity
	Asset Index List is a list of indexes of assets selected for the current Move transaction. This field is optional, and if it is not included complete list of BCRO Assets SHALL be delivered in BroadcastRightsRetrievalResponse. Asset index is defined in section 5.1.11.2.


Upon receiving the BroadcastRightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Find Broadcast Rights corresponding to the Handle
3. If found, check availability of the BCRO Assets identified in the Asset Index List field (when present). If not available, the SRM Agent sets Status to Asset Not Available. Otherwise, decrypt the New Handle with the Session Key.
4. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Broadcast Rights.
The SRM Agent sends the BroadcastRightsRetrievalResponse to carry the result of the procedure. The fields of the response are defined in Table 92.
Table 92: Fields of BroadcastRightsRetrievalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BroadcastRightsRetrievalRequest message. The Status values are specified in Table 93.

If Status contains any error, only this field is present in the BroadcastRightsRetrievalResponse.

	BCRO Base
	Integrity
	Refer to section 5.1.11.1.

	BCRO Assets
	Integrity & Confidentiality
	Refer to section 5.1.11.2. Contains the list of BCRO Assets as requested in BroadcastRightsRetrievalRequest.

	BCRO State Info
	Integrity
	Refer to section 5.1.11.3.

	BCRO Signature
	Integrity
	Refer to section 5.1.11.4.


Table 93: Status of Broadcast Rights Retrieval Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Asset Not Available
	The requested BCRO Asset does not exist or disabled in the SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response

2. Decrypt BCRO Assets contents with the Session Key
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.6.2.

6.11.8.1.2 Format of Messages

The message format (MessageBody) of the BroadcastRightsRetrievalRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.9

    AssetIndexListPresent
1
uimsbf

    rfu
7
uimsbf

    if ( AssetIndexListPresent )

    {

        AssetIndexList()

// Defined in Appendix E.2.11.2.6

    }
}

The fields are defined as follows:

· Handle –Handle field in Table 91
· EncryptedNewHandle – New Handle field in Table 39 encrypted with the current Session Key (SK)
· AssetIndexListPresent – indicates presence of Asset Index List in this message

· AssetIndexList – Asset Index List field in Table 91
The message format (MessageBody) of the BroadcastRightsRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() 
    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {
    BcroBase()

// Defined in Appendix E.2.11.1

    BcroAssets()

// Defined in Appendix E.2.11.2

    BCROStateInfo()

// Defined in Appendix E.2.11.3

    BCROSignature()

// Defined in Appendix E.2.11.4

    }
    if ( Status == 25 ) {

        AssetIndexList()

// Defined in Appendix E.2.11.2.6

    }
}
The fields are defined as follows:

· Status - Status field in Table 92
Change 2:  Add new status code value in Table 6

Table 6: Status Code Values

	Value
	Status Name

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Field Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	SAC Not Established

	8
	Old CRL

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Field Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle Not Removed

	18
	Request Not Supported

	19
	RI Certificate Chain Not Found

	20
	Dynamic Code Pages Not Found

	21
	Handles In-consistent

	22
	Parameter Failed

	23
	Unexpected Request

	24
	AssetID List Too Long

	25
	Asset Not Available

	26 ~ 65535
	Reserved For Future Use
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