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1 Reason for Change

This CR aims to resolve the following consistency review comment:
Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The value of the "count" attribute cannot be changed. What meant is the move count of the BCRO from the state information.

Proposed Change: Modify the text.
It specifies that it is not the count attribute value that needs to be changed, but the number of Moves left. Also, it adds a check that if the number of Moves left non-zero. If not, the Move transaction is terminated and the BCRO Assets are re-enabled on the SRM.
R01 replaces "number of Moves left" by "Move Count", and adds a definition of "Move Count".
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Add definition of Move Count
3.2 Definitions

	Broadcast Rights Object
	This is a Rights Object used by the DRM profile of the Service and Content Protection specification [OMA-BCAST-SCP]. BCRO is delivered over a broadcast channel. Encoding of the BCRO is specified in Section 8 of the XBS specification [DRMXBS].

	Broadcast RO Move
	To Move the Broadcast RO between SRM and Device.

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion. (From [OMADRMv2])

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications. The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device. (From [OMADRMv2])

	Local Rights Consumption
	Operations in which Rights stored in SRMs are transferred for use by the recipient Device for a limited period of time for rendering purposes.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Move
	To make Rights existing initially on a source Device or SRM fully or partially available for use by a recipient Device or SRM, such that the Rights or parts thereof that become usable on the recipient Device or SRM can no longer be used on the source Device or SRM.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Handle
	A random number generated by the DRM Agent, which is stored in the SRM and in the Operation Log (kept in the Device) used for associating the DRM Agent to specific Rights for the Move or Local Rights Consumption operation.

	Move Count
	Number of Moves that still can be performed.

	Operation Log
	A secure file, kept in a Device, in which entries containing transaction information (e.g. ROID, Handle) are stored until corresponding transactions are completed. The information in an entry is relevant for the recovery procedures used by a DRM Agent when a transaction is not completed.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content. (From [OMADRMv2.1])

	Provisioning
	To provision Rights directly to an SRM.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object. (From [OMADRMv2.1])

	Rights
	Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content. For the purposes of this document, Rights consist of a Rights Object, its associated state, and other related information.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant Devices. (From [OMADRMv2.1])

	Rights Move between SRM and Device
	To Move the Rights between SRM and Device.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. (From [OMADRMv2.1]) An RO is delivered over an interaction channel. The encoding of the RO is specified in [DRMDRMv2.1].

	Secure Authenticated Channel
	A logical channel that provides message integrity and confidentiality.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	SRM Rights Upgrade
	To upgrade Rights on an SRM with additional permissions and constraints.

	SRM to SRM Rights Move
	To Move the Rights directly from one SRM to another SRM.

	User
	The human user of a Device.  The User does not necessarily own the Device. (From [OMADRMv2.1])


6.11.8.3.1 Action Description

The DRM Agent performs the following procedure:

1. The RI signature over the Broadcast Rights SHOULD be verified if present (note that signature verification MAY not be required under certain trust models as described in section 5.1.2). If the verification fails, the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.12.5.1 and terminate the Move transaction.

2. Per each asset delivered in BroadcastRightsRetrievalResponse, check if the move action count constraint is present in the OMADRMAction() object. If it is present, do the following:

A. If in the state information, the Move Count associated with the action is non-zero, it is decremented by one.
B. Otherwise (the Move Count is zero), the DRM Agent MUST re-enable Broadcast Rights on the SRM as described in section 6.12.5.1 and terminate the Move transaction.
3. Install the Broadcast Rights with the following conditions:

A. Broadcast Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache. The replay cache is specified in section 9.4 of [OMADRMv2].

B. The Broadcast Rights SHALL NOT be installed if a BCRO with the same enabled asset(s) in the OMADRMAsset() object (see [DRMXBS]) is already installed on the device. If so, then the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.12.5.1. and terminate the Move transaction.
C. If a BCRO with the same asset(s) is already installed but the asset is disabled in the Device, the DRM Agent MUST enable the Broadcast Rights on the Device and update asset state information based on the data received from the SRM.
After the Broadcast Rights installation, the DRM Agent MAY continue with section 6.11.9.
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