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1 Reason for Change

This CR is to close the following comments concerning section 6.10 in CONRR of SRM1.1:
	C061
	2009.11.03
	T
	6.10.1.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: In step 5, the meaning "the Rights in SRM Agen-1 stay in a disabled state." is unclear.
Proposed Change: 
Remove the text fragment.
	Status: OPEN

	C062
	2009.11.10
	T
	6.10.1.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

The second sentence in the first paragraph says: 

“Before DRM Agent initiate the S2S Move, DRM Agent can retrieve the Rights installed in SRM Agent-1 through the Rights Retrieval message pair that is defined in the transaction of “Movement of Rights from SRM to Device” in section 6.6.”

This is unnecessary since the S2S Move Initiation transaction “includes” 
the Rights Retrieval function. 

Proposed Change:

Delete the sentence 
	Status: OPEN 

	C063
	2009.11.10
	T
	6.10.1.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

Since Target SRM Id is sent in the request, corresponding status should be defined, e.g. Target SRM not accepted due to certificate revocation.

Proposed Change:

Add Target SRM related status to Table 60. 

	Status: OPEN 

	C064
	2009.11.10
	Q
	6.10.1.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

Related to the previous comment, is it really necessary for the Source SRM to check the security status of the Target SRM? Why can’t the DRM Agent do that instead? 

Proposed Change:

 
	Status: OPEN 

	C065
	2009.11.12
	T
	6.10.1.2
	Source: Samsung Electronics

Form: doc #0066
Comment: To be consistent with SRM 1.0 definitions, TargetSRMId() shall be defined as EntityId() or SRMId().

Proposed Change: Replace Hash() in the TargetSRMId() with EntityId() or SRMId().
	Status: OPEN

	C066
	2009.11.10
	E
	6.10.4,

6.10.5
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

The InstallationSetup and RightsInstallation exchanges are already specified (for Device-to-SRM Move) and therefore should not be repeated here.

Proposed Change:

Simplify the text by referring to relevant sections. 
	Status: OPEN 

	C067
	2009.11.10
	T
	6.10.4,

6.10.5
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

It should be specified that in case InstallationSetup or RightsInstallation fails, the DRM Agent must send RightsEnablementRequest to SRM Agent-1.  

Proposed Change:

 
	Status: OPEN 

	C068
	2009.11.12
	T
	6.10.4.1
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: the Installation Setup Request and Response message are already defined in section 6.5.1.1.

Proposed Change: 

Table 62, 63 and 64 shall be removed.
	Status: OPEN




R01: After discussions with Yi, comments related to Yi have been properly handled in this CR and can be closed.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6.10 as follows:
6.10 S2S Rights Move
The protocols specified in this section provide necessary functions that are used for SRM to SRM Rights Move.

Rights in one SRM can be directly Moved to another SRM as illustrated in Figure 18. As shown in Figure 18, this transaction is comprised of four request/response message pairs: S2S Move Initiation message pair, Installation Setup message pair, Rights Installation message pair and Rights Removal message pair. Before executing the Installation Setup session, the DRM Agent should update the count value of move permission that is contained in the StateInformation for the Moved Rights. 

The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If SRM Agent-2 receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, SRM Agent-2 SHOULD return Unexpected Request in the Status field of the response message.

In this section, call the session key between SRM Agent-1 and DRM Agent as S1 session key (SK1); call the session key between SRM Agent-2 and DRM Agent as S2 session key (SK2).
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Figure 18: Sequence Diagram – SRM to SRM Move
6.10.1 S2S Move Initiation
6.10.1.1 Description of Messages

The DRM Agent sends the S2SMoveInitiationRequest to initiate the Move of Rights from the source SRM (SRM Agent-1) to the target SRM (SRM Agent-2). 
The fields of the S2SMoveInitiationRequest are defined in Table 58.

Table 58: Fields of S2SmoveInitiationRequest
	Fields
	Protection Requirement
	Description

	Target SRM Id
	Integrity
	Target SRM Id contains the SRM ID of SRM Agent-2 in the S2S Move transaction.

	Handle
	Integrity
	This identifies Rights that will be Moved from SRM Agent-1 to SRM Agent-2. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the S2SMoveInitiationRequest , SRM Agent-1 MUST perform the following procedure:

1. Verify the integrity of the request fields
2. Verify the secure status of SRM Agent-2 through CRL 
3. If SRM Agent-2 is reliable, find Rights corresponding to the Handle
4. If found, then decrypt the New Handle with the S1 Session Key
5. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Rights.  The disabled Rights cannot be used for the other purposes except the current S2S Move transaction. 
The SRM Agent-1 sends the S2SMoveInitiationResponse to carry the result of the procedure. The fields of the response are defined in Table59
Table 59: Fields of S2SMoveInitiationResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the S2SMoveInitiationRequest message. The Status values are specified in Table 60.
If Status contains any error, only this field is present in the S2SMoveInitiationResponse.

	Rights Information
	Integrity
	Refer to section 5.1.6. 

	REK
	Integrity & Confidentiality
	Encrypted with the S1 Session Key.
Refer to section 5.1.1.4.


Table 60: Status of S2SMoveInitiation Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-1.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-1.

	Target SRM not Accepted
	The Target SRM indicated by the Target SRM Id is not reliable or does not exist. 

	Duplicate Handle
	SRM Agent-1 already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response
2. Save the information received from the S2SMoveInitiationResponse in local context and set them in the transfer state. The information in transfer state cannot be used or deleted for the other purposes except the current S2S Move transaction. )
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.2.

6.10.1.2 Format of Messages

The message format (MessageBody) of the S2SMoveInitiationRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.
TargetSRMId(){
    EntityId()

// Defined in section 6.1.1.2
}

MessageBody() {

TargetSRMID()  

Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.9
}

The fields are defined as follows:

· TargetSRMID– Target SRM ID field in Table 58
· Handle –Handle field in Table 58
· EncryptedNewHandle – New Handle field in Table 55 encrypted with the current Session Key (SK1)
The message format (MessageBody) of the S2SMoveInitiationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
if ( Status == 0 ) {
        RightsInformation()

// Defined in Appendix E.2.5.4
        EncryptedRek()

// Defined in Appendix E.2.7

    }

}

The fields are defined as follows:

· Status - Status field in Table 59
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 59 (Refer to Appendix E.2.5.4) 
· EncryptedRek – REK field in Table 59 (Rek in Appendix E.2.5.5) encrypted with the current Session Key (SK1)

6.10.1.3 Exception Handling

 Refer to section 6.6.1.3 except that the message name is different to the counter part in section 6.6.1.3.
6.10.2 Move Count Decrease
6.10.2.1 Action Description

The DRM Agent performs the following procedure:

1. The DRM Agent verifies whether there is a count constraint for the Move permission. If not, the DRM Agent proceeds to step 4. 
2. Check whether the count constraint for Move permission is less than 1. If not, decreases the value of Move count in StateInformation by 1. 
3. If the Move count equals to 0, DRM Agent removes the move permission from the StateInformation field, else update the value of Move count in StateInformation field with the new value that equals to the original value minus 1.
4. Check whether SRM Agent-2 is still on the connection. If not, terminate the S2S Move transaction.
After updating the “StateInformation” field and confirming that SRM Agent-2 is on the connection, the DRM Agent continues with section 6.10.3.

6.10.3 Decrypt & Encrypt REK
6.10.3.1 Action Description

DRM Agent decrypts the EncryptedRek which is got in S2SMoveInitiationResponse message with the S1 session key and then encrypts the REK with S2 session key creating a new EncyptedRek that will be filled in the RightsInstallationRequest message.

After the new EncryptedRek is produced, DRM Agent SHALL delete the plain REK immediately and continue with section 6.10.4. 

6.10.4 Installation Setup

6.10.4.1 Description of Messages

The DRM Agent sends the InstallationSetupRequest to verify whether SRM Agent-2 has enough space to install Moved Rights. The fields of the request are defined in Table 61.

Table 61: Fields of InstallationSetupRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights that to be Moved to SRM Agent-2. The Handle is identical to the New Handle in the previous S2SMoveInitiation specified in section 6.10.1

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs SRM Agent-2 the size of Rights that will be installed in SRM Agent-2 as specified in section 6.10.5.

Size of Rights = Length of RightsInformation. RightsInformation is specified in section 6.10.5.2.


Upon receiving the InstallationSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the S2 Session Key (SK2)
3. SRM Agent-2 MUST check if SRM Agent-2 already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the InstallationSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.

The SRM Agent sends the InstallationSetupResponse to carry the result of the procedure. The fields of the response are defined in Table 62.

Table 62: Fields of InstallationSetupResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the InstallationSetupRequest message. The Status values are specified in Table 63


Table 63: Status of Installation Setup Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Duplicate Handle
	SRM Agent-2 already has the Handle and its corresponding Rights.

	Not Enough Space
	SRM Agent-2 does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.5
6.10.4.2 Format of Messages

The message format (MessageBody) of the InstallationSetupRequest and InstallationSetupResponse refers to section 6.5.1.2
6.10.4.3 Exception Handling

Refer to section 6.5.1.3 except that when this transaction will be terminated, the DRM Agent sends the RightsEnablementRequest as specified in section 6.12.5 in order to enable the Rights. The New Handle used in S2SmoveInitiationRequest MUST be used in this request. If the RightsEnablementResponse contains a Status of either Success or Handle Not Found, then this transaction is terminated.
6.10.5 Rights Installation
6.10.5.1 Description of Messages

The DRM Agent sends the RightsInstallationRequest to install the Rights in SRM Agent-2. The fields of the request are defined in Table .
Table 64: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table . 

	REK
	Integrity & Confidentiality
	Encrypted with the S2 Session Key.
Refer to section 5.1.1.4

	LAID
	Integrity
	Refer to 5.1.7s contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6


Upon receiving the RightsInstallationRequest, SRM Agent-2 installs the Rights in the SRM. For the installation, SRM Agent-2 MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and REK  with the S2 Session Key(SK2)
3. Compare the Handle with the Handle in the InstallationSetupRequest
4. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table .

Table 65: Fields of RightsInstallationResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in  Table66


Table 66: Status of Rights Installation Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-2.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table 64.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.6.
6.10.5.2 Format of Messages

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle and REK

    EncryptedData()

// Defined in E.1
}

MessageBody() {

    EncryptedHandle()
EncryptedRek()

// Defined in E.2.5.5
    Laid()

// Defined in Appendix E.3
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in Table 
· EncryptedHandle – Encrypted Handle with the current Session Key (SK2)
· EncryptedRek– Encrypted REK with the S2 Session Key (SK2)
· Laid – LAID field in Table 
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 65
6.10.5.3 Exception Handling

Refer to section 6.5.1.3 that the message name is different to the counterpart in section 6.5.1.3.
Besides, when this transaction will be terminated, the DRM Agent sends the RightsEnablementRequest as specified in section 6.12.5 in order to enable the Rights. The New Handle used in S2SmoveInitiationRequest MUST be used in this request. If the RightsEnablementResponse contains a Status of either Success or Handle Not Found, then this transaction is terminated.
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