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	Title:
	SRM TS Resolving C093 C096
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SRM-V1_1-20091029-D

	Submission Date:
	21 January 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com 

	Replaces:
	none


1 Reason for Change

This CR addresses the following consistency review comment:
	C091
	2009.11.10
	E
	6.11.6
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

Figure 24 contains errors. No need to disable Token in the Device before Upgrade.

Proposed Change:

 
	Status: OPEN
AP 1104: Bert and Sergey to check the Token upgrade transaction for resolving C091 and C96.

	C093
	2009.11.12
	T
	6.11.6.1
	Source: Samsung Electronics

Form: doc #0066
Comment: Last sentence of the paragraph is not relevant to Token Upgrade.

Proposed Change: Delete this sentence.
	Status: OPEN
AP 1105: Sergey to create a CR for resolving C093.

	C096
	2009.11.10
	E
	6.11.6.2.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

Proposed Change:

Delete “If Token Upgrade was successful, the DRM Agent MUST re-enable Token in the Device.” 
	Status: OPEN
Related to AP 1104.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  Change section 6.11.3.2.1 as follows
6.11.6 Token Upgrade

The DRM Agent can upgrade Tokens stored on the SRM using the Token Upgrade procedure illustrated in Figure 24. Token Upgrade SHALL be used for updating associated Reporting Information on the SRM, and MAY be used for accumulating Tokens on the SRM under the same RI ID and Token Delivery ID.
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Figure 24: Sequence Diagram –Token Upgrade

Change 2:  Change section 6.11.3.2.1 as follows

6.11.6.1 Description of Messages

The DRM Agent sends TokenUpgradeRequest to the SRM Agent to request Token Upgrade in the SRM. The fields of the request are defined in Table 85.

Table 85: Fields of TokenUpgradeRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10.

	Token Delivery ID
	Integrity
	This Token Delivery ID is used to identify Token stored on the SRM. Token Delivery ID is defined in section 5.1.10.

	New Token Delivery ID
	Integrity
	Specifies new Token Delivery ID to be set instead of the value stored in SRM. Token Delivery ID is defined in section 5.1.10.

	Reporting Information
	Integrity
	Specifies new Reporting Information (e.g. Latest Token Consumption Time) to be set instead of the value stored in SRM. Reporting Information is defined in section 5.1.10.

	Token Quantity
	Integrity
	Specifies new Token Quantity to be set instead of the value stored in SRM. Token Quantity is defined in section 5.1.10.

Note: If this field is present in the request, the DRM Agent MUST disable Tokens in the Device (see TokenDisablementInDevice) prior to sending TokenUpgradeRequest. If Tokens cannot be disabled, the DRM Agent MUST abandon Token Upgrade.


Upon receiving the TokenInformationRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in TokenUpgradeRequest.
2. Upgrade Token stored on the SRM based on new values given in TokenUpgradeRequest.
The SRM Agent sends the TokenUpgradeResponse to carry the result of the procedure. The fields of the response are defined in Table 86.

Table 86: Fields of TokenInformationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the TokenRetrievalRequest. The Status values are specified in Table 87.


Table 87: Values of Status field of the TokenInformationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token Delivery ID is not found on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors or exceptions occur (Status = Success), the DRM Agent SHALL continue with section 6.11.6.3 (Token Removal in the Device).
Change 3:  Add new section 6.11.6.3 for action description

6.11.6.3 Token Removal in the Device

6.11.6.3.1 Action Description

The DRM Agent removes the Token from the source Device permanently.
6.11.6.3.2 Exception Handling

There may be unexpected exceptions during Token Removal in Device. The DRM Agent SHOULD attempt to recover from the exception as described in paragraph 6.11.6.2.1.
Change 4:  Change section 6.11.6.2.1 as follows

6.11.6.2.1 Exception Handling

There may be unexpected exceptions during the Token Upgrade messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –Token Upgrade Recovery]

The DRM Agent SHOULD attempt to recover Token Upgrade transaction. In that case, the DRM Agent MAY check if Token Upgrade was successfully performed in the SRM by using Token Information Retrieval procedure. If Token Upgrade was successful, the DRM Agent SHALL proceed to Token Removal in the Device defined in section 6.11.6.3. Otherwise, the DRM Agent MAY restart or cancel Token Upgrade procedure.

After recovering the Token Upgrade transaction, the DRM MUST remove operational log entry for this procedure.
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