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1 Reason for Change

This CR addresses the following CONR comment:
	C140
	2009.11.03
	T
	E.2.11.4
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The BCRO State Info structure could be extended in future versions by exploiting the length field.

Proposed Change: Specify how the SRM v1.1 Agents should respond to a length field that is different from the calculated length of the BcroStateInfo() structure.
	Status: OPEN


However, rather than exploiting the length field in the BCROStateInfo() structure, the PermissionState() and ConstraintState() structures are expanded by adding an optional ExtensionsContainer field. This allows not only extension of the BCROStateInfo() structure, but also of the StateInfo() structure for XML ROs.
2 Impact on Backward Compatibility

The CR allows backwards compatibility of future SRM versions with SRM v1.1. However, the proposed mechanisms can lead to backwards incompatibility with SRM v1.0. This would also be the case when the PermissionState and ConstraintState where extended differently.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Explain issues with extending the MetaData, PermissionState and ConstraintState structures
5.6.5.1 Application of Extensibility in Future Specifications (informative)

Future specifications can use the ExtensionsContainer field within the MessageFormat structure to expand messages. When an extension is specified in a future specification, it can either be included in all messages independent of the version of the involved SRM/DRM Agents or only included when communication between agents of appropriate versions occurs. The decision on where and when a certain extension is to be included is to be taken when the new specification is made.

Extensions can be mandated in future specifications. This means DRM/SRM Agents conformant to those specifications must include the extensions, even though older SRM/DRM Agents will ignore it. The extensions have to be designed in such a way that this does not open an attack opportunity.
In SRM v1.1, extensibility of the MetaData, PermissionState and ConstraintState structures has been specified by including an ExtensionsContainer() field (see sections E.2.5.1 and E.2.5.3).
Even though SRM v1.0 supports the length field in the RightsMetaData structure, it is not specified if and how the DRM and SRM Agents behave when it receives an extended MetaData structure. Therefore, using MetaData extensions in the future could lead to incompatibilities with SRM v1.0.
A similar reasoning holds for the PermissionState and ConstraintState structures, although these structures do not have an associated length field. Using the ExtensionsContainer field in these structures would also lead to incompatibilities with SRM v1.0.
The usage of the ExtensionsContainer in the MetaData, PermissionState and ConstraintState structures can lead to incompatibilities with SRM v1.0 implementations. Since SRM v1.0 does support the ExtensionsContainer in the MessageFormat structure, it is recommended that extensibility option when possible.
However, if extension of the MetaData, PermissionState and ConstraintState structures cannot be done through extending the MessageFormat structure, it is best to use the ExtensionsContainer mechanism in MetaData, PermissionState and ConstraintState structures. Extending the structures in another way will not only result in incompatibility with SRM v1.0, but also with SRM v1.1. Using the ExtensionsContainer mechanism at least guarantees backward compatibility with SRM v1.1.
Rename “riExtensionsContainerPresent” to “extensionsContainerPresent”
E.2.5.1 Rights Meta Data

A data structure for a Rights Meta Data (RightsMetaData) is described as follows:

RightsObjectVersion() {

    major

4
uimsbf

    minor

4
uimsbf

}

RoAlias() {

    OctetString16()

// Defined in Appendix E.1
}

RiId() {

    OctetString8()

// Defined in Appendix E.1
}

RiUrl() {

    OctetString16()

// Defined in Appendix E.1
}

RiAlias() {

    OctetString16()

// Defined in Appendix E.1
}

MetaData() {

    roAliasPresent

1
bslbf

    riUrlPresent

1
bslbf

    riAliasPresent

1
bslbf

    riTimeStampPresent

1
bslbf
extensionsContainerPresent
1
bslbf

    rfu

3
bslbf

    RightsObjectVersion()

    if ( roAliasPresent ) {

        RoAlias()

    }

    RiId()

    if ( riUrlPresent ) {

        RiUrl()

    }

    if ( riAliasPresent) {

        RiAlias()

    }

    if ( riTimeStampPresent ) {

        riTimeStamp

40
uimsbf

    }
if (extensionsContainerPresent ) {

ExtensionsContainer()

// Defined in section 5.6.5
    }
}

RightsMetaData() {

    length

16
uimsbf

    MetaData()

}

The fields are defined as follows:

· roAliasPresent - if ‘1’, then RoAlias is present in this message
· riUrlPresent - if ‘1’, then RiUrl is present in this message
· riAliasPresent - if ‘1’, then RiAlias is present in this message
· riTimeStampPresent – if ‘1’, then RiTimeStamp is present in this message
· extensionsContainerPresent – if ‘1’, then ExtensionsContainer() is present in this data structure. In SRM v1.1, there are no extensions specified, therefore the value of the bit SHOULD be ‘0’. In the future, the bit MAY be set to ‘1’.
Unknown extensions SHALL be ignored, but not removed, by the receiving DRM Agent or SRM Agent. If the MetaData() structure is forwarded to another entity (e.g. through Move), the ExtensionsContainer() field SHALL be included without being modified.
· RightsObjectVersion – Rights Object Version in section 5.1.1.1
· RoAlias – RO Alias in section 5.1.1.1
· RiId – RI Identifier in section 5.1.1.1
· RiUrl – RI URL in section 5.1.1.1
· RiAlias – RI Alias in section 5.1.1.1
· riTimeStamp – Rights Issuer TimeStamp in UTC (RITS, see [OMADRMv2]). The coding is as follows:
RiTimeStamp = Y << 26 + M << 22 + D << 17 + H << 12 + M << 6 + S where

Y is the year minus 2000, e.g. for the year 2007 Y=7;
M is the month, where M=0 corresponds to January;
D is the day, where M=0 corresponds to the first day of the month;
H is the hour (0-23);
M is the minute (0-59);
S is the second (0-59).
· length – Length of MetaData
· MetaData – Containing data of Rights Meta Data
Change 2:  Specify extensibility of PermissionState and ConstraintState
E.2.5.3 State Information

A data structure for a State Information (StateInformation) is described as follows:

StateInformation() {

    // Length of StateInfo
    length
16
uimsbf
    StateInfo()
}

The field is defined as follows:

· length –  the total length of StateInfo() data (in bytes)
StateInfo() {

    nbrOfAssetIds
8
uimsbf

    for ( i = 0 ; i < nbrOfAssetIds ; i++ ) {
// <asset> elements

        HashOfAssetId()

// Defined in Appendix E.3
    }

    nbrOfPermissions
8
uimsbf

    for ( i = 0 ; i < nbrOfPermissions ; i++ ) {
// <permission> elements

        PermissionState()

    }

}
The fields are defined as follows:

· nbrOfAssetIds - the number of <asset> elements, where each <asset> element has a AssetId

· HashOfAssetId() - Hash of AssetId
· nbrOfPermissions - the number of <permission> elements, where each <permission> element refers to zero or more <asset> elements above

PermissionState() {

    constraintPresent

1
bslbf

    assetPresent

1
bslbf

    playPresent

1
bslbf

    displayPresent

1
bslbf

    executePresent

1
bslbf

    printPresent

1
bslbf

    exportPresent

1
bslbf
movePresent

1
bslbf
extensionsContainerPresent
1
bslbf
    // for future extension: all zeros now

    rfu 

7
bslbf
    if ( constraintPresent ) {

        ConstraintState()

    }

    if ( assetPresent ) {

        HashOfAssetId()

// Defined in Appendix E.3
    }

    if ( playPresent ) {

        ConstraintState()

    }

    if ( displayPresent ) {

        ConstraintState()

    }

    if ( executePresent ) {

        ConstraintState()

    }

    if ( printPresent ) {

        ConstraintState()

    }

    if ( exportPresent ) {

        ConstraintState()

    }

    if ( movePresent ) {

        ConstraintState()

}
if( extensionsContainerPresent ) {

ExtensionsContainer()

// Defined in section 5.6.5
}
}
The fields are defined as follows:

· constraintPresent, assetPresent, playPresent, displayPresent, executePresent, printPresent, exportPresent, and movePresent - each of these flags corresponds to each of <constraint>, <asset>, <play>, <display>, <execute>, <print>, <export>, and <move> element in the <permission> element. If any of these elements exists, its corresponding flag is set to 1.

· assetPresent - if <asset> exists, then this permission is applied only to the AssetId whose Hash value equals to HashOfAssetId()
· extensionsContainerPresent – if ‘1’, then ExtensionsContainer() is present in this data structure. In SRM v1.1, there are no extensions specified, therefore the value of the bit SHOULD be ‘0’. In the future, the bit MAY be set to ‘1’.
Unknown extensions SHALL be ignored, but not removed, by the receiving DRM Agent or SRM Agent. If the PermissionState() structure is forwarded to another entity (e.g. through Move), the ExtensionsContainer() field SHALL be included without being modified.
ConstraintState() {

    countPresent

1
bslbf
    timedCountPresent

1
bslbf

    intervalPresent

1
bslbf

accumulatedPresent

1
bslbf
extensionsContainerPresent
1
bslbf
    rfu

3
bslbf

    if ( countPresent ) {

// For count 

        remainingCount

32
uimsbf

    }


    if ( timedCountPresent ) {
// For timed-count

        remainingTimedCount

32
uimsbf

    } 

    if ( intervalPresent ) {

        // YYYY-MM-DDThh:mm:ssZ [ISO8601]
        // All zeros if the asset has NOT been rendered

        for ( i = 0 ; i < 20 ; i++ ) {

            byte

8
uimsbf

        }

    }

    if ( accumulatedPresent ) {
        accumulatedTime

32
uimsbf
// upto 2^32 seconds

}
if( extensionsContainerPresent ) {

  ExtensionsContainer()

// Defined in section 5.6.5

}
}
The fields are defined as follows:

· countPresent, timedCountPresent, intervalPresent, and accumulatedPresent - each of these flags corresponds to each of <count>, <timed-count>, <interval>, <accumulated> element in the <constraint> element. 
· remainingCount - This value indicates how many times are left for the <count> element.

· remainingTimedCount - This value indicates how many times are left for the <timed-count> element.

· accumulatedTime - This value indicates how many seconds are consumed.
· extensionsContainerPresent – if ‘1’, then ExtensionsContainer() is present in this data structure. In SRM v1.1, there are no extensions specified, therefore the value of the bit SHOULD be ‘0’. In the future, the bit MAY be set to ‘1’.
Unknown extensions SHALL be ignored, but not removed, by the receiving DRM Agent or SRM Agent. If the State Information is forwarded to another entity (e.g. through Move), the ExtensionsContainer() field SHALL be included without being modified.
Change 3:  Move rfu bit before nbrOfActions bit, to remove need to shift left the nbrOfActions
E.2.11.4 BCRO State Info
A data structure for BCRO State (BcroStateInfo) is described as follows:

BcroStateInfo() {
    length

16
uimsbf

    nbrOfPermissions

8
uimsbf

    for ( i=0 ; i<nbrOfPermissions ; i++) {

        AssetIndexList()


// Defined in Appendix E.2.11.2.6

        rfu

1
uimsbf

        nbrOfActions

7
uimsbf


        for ( j=0 ; j<nbrOfActions ; j++) {

                ActionType

8
uimsbf

                ConstraintsStates()

// Defined in Appendix E.2.10.3.1

        }

    }

}
The fields are defined as follows:

· length – length of BCROStateInfo
· nbrOfPermissions – number of permissions is this data structure; permission consists of asset indexes and associated allowed actions and constraints on these actions
· nbrOfAssetIndexes – number of asset indexes
· nbrOfActions – number of allowed actions
· ActionType – defines action type (e.g. play, move, etc.)
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