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1 Reason for Change

This CR along with CR0149 proposes technical solution to address the following DRM 2.2 requirements:

	REQ-STREAM-7
	It SHALL be possible for the RI to restrict access of the Device to an arbitrary chunk of DRM protected multicast media stream.
	DRM 2.2

	REQ-STREAM-8
	It SHALL be possible to protect the confidentiality of a single multicast media stream with multiple encryption keys that are changed sequentially.
	DRM 2.2


Key management mechanism to support multicast streaming protection support is defined in this CR. This CR also specifies how the Traffic Encryption Keys (TEKs) protecting multicast content can be calculated from the key material conveyed in Rights. TEK generation mechanism is based on the use of KDF.

Change 1: Key management for multicast protection is defined.

Change 2: Key generation mechanism is specified.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section 7.4  “Key Management Extension for Multicast Streaming Protection Support”
7.4 KMS Extension for Multicast Streaming Protection Support

This section extends OMA DRM key management functionality to support multicast broadcast service and content protection. Multicast stream is protected with multiple encryption keys that are changed sequentially. The key used for encryption is called Traffic Encryption Key. TEKs are generated from the pair of secret seed values by the RI and the DRM Agent. 

Initial seed values, Key Seed1 and Key Seed2, called Key Seed Pair (KSP), are randomly generated by the RI. KSP is then used by the RI to generate n TEKs. The RI MUST use TEK generation mechanism specified in section 7.5.

KSP is a group key that can be distributed to Devices that belong to the same multicast group.

Protected multicast content can be associated to one or more KSPs. The Device which has purchased access to the content is provisioned with the RO(s) containing necessary KSP(s). If several KSPs are associated to the same content, id attribute of ROPayload type MAY include counter value to distinguish KSP generations.
It is also possible to limit the access of the Device to a particular chunk of multicast content protected under a subset of TEKs generated from the same KSP. See section 7.5 for details.

Section 5.8.3 of [DRMREL-v2.2] defines the format of the RO carrying key seeds. The following configuration data (binary encoded) MUST be supplied in <multicastConfData> element in order to support multicast key management in the Device:

	Value
	Length (in bits)
	Encoding

	KSP Reference Length
	8
	uimsbf

	AVP Reference Length
	8
	uimsbf

	TEK Reference Length
	8
	uimsbf

	Reserved bits
	7
	uimsbf

	KSP Reference
	8*KSP Reference Length
	uimsbf

	AVP Reference
	8*AVP Reference Length
	uimsbf

	Number of TEKs
	16
	uimsbf

	Seed Type
	1
	uimsbf

	TEK Reference
	8*TEK Reference Length
	uimsbf

	if (Seed Type == 0) {
	
	

	  Key Seed Length
	8
	uimsbf

	}
	
	

	if (Key Seed Type == 1) {
	
	

	  Key Seed Length
	8
	uimsbf

	  Salt Seed Length
	8
	uimsbf

	}
	
	


Table Y
: Multicast Configuration Data

Semantics of the parameters used in Table Y is defined as follows:
KSP Reference Length: specifies length of KSP Reference parameter.

AVP Reference Length: specifies length of KSP Reference parameter.
TEK Reference Length: specifies length of KSP Reference parameter.

Reserved bits: bits reserved for future use.

KSP Reference: unique identifier of KSP.

AVP Reference: unique identifier of AVP (see section 7.5. for definition of AVP).

Number of TEKs: the number of TEKs that can be generated from KSP or AVP.

Seed Type:  if set to ‘0’ indicates that RO carries KSP or AVP for encryption keys generation. Otherwise indicates that RO carries two KSPs or AVPs: one for encryption keys and another for authentication keys (salts) generation.
TEK Reference: identifies first TEK in the sequence for linking to the encrypted content.
Change 2:  Add new section 7.5  “Use of Hash Chains for Multicast Key Generation”
7.5 Use of Hash Chains for Multicast Key Generation

The following procedure MUST be performed when calculating Key Seed1 and Key Seed2 from KSP:

1. Calculate Forward Hash Chain, S=(s1, s2, … , sn), as follows
s1=KDF(Key Seed1,  NULL, tekLen), s2=KDF(s1, NULL, tekLen), …, sn=KDF(sn-1, NULL, tekLen),
where tekLen is the required length of TEK.

2. Calculate Reverse Hash Chain, M=(m1, m2, … , mn), as follows
m1=KDF(m2,  NULL, tekLen), …, mn-1=KDF(mn, NULL, tekLen), mn=KDF(Key Seed2, NULL, tekLen)

3. Calculate TEK1, …, TEKn as follows
TEK1=s1 XOR m1, TEK2=s2 XOR m2, …,  TEKn=sn XOR mn
The DRM Agent that is provisioned with KSP MUST follow the same procedure for calculation of TEKs. 

The DRM that is provisioned with the pair of intermediate hash values, si and mi+j, called Access Value Pair (AVP).  In such a case, same TEK calculation procedure applies but the DRM Agent can only generate i<n TEKs. 

The above procedure can be used to generate other keys required by multicast content protection solution (e.g. some algorithms require salts for traffic authentication). 
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