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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks. 

The scope of OMA “Digital Rights Management” (DRM) is to enable the distribution and consumption of digital content in a controlled manner. The content is distributed and consumed on authenticated Devices per the usage rights expressed by the content owners. OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and a rights expression language.

A number of DRM specifications have already been defined within the OMA. The latest accepted release of the OMA DRM enabler ([OMADRM20], including [DRMDRM20], [DRMDCF20], [DRMREL20]), is referred to within this document as “OMA DRM 2.0”.

This specification defines the mechanisms and protocols necessary to implement a central domain management function, as required per [DRMRD-SCE]. More specifically, this specification will specify the interfaces SCE-2-DMP and SCE-3-RDP as defined in [DRMAD-SCE].

2. References

2.1 Normative References

	[OMADRM20]
	The OMA DRM 2.0 enabler as described in “Enabler Release Definition for DRM V2.0, 
Approved Version 2.0”, OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMDRM20]
	“DRM Specification, Approved Version 2.0”, 
OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL20]
	“DRM Rights Expression Language, Approved Version 2.0”, 
OMA-TS-DRM-REL-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF20]
	“DRM Content Format, Approved Version 2.0”, 
OMA-TS-DRM-DCF-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	
	

	[DRMRD-SCE]
	“Secure Content Exchange Requirements, Draft Version 1.0”, 
OMA-RD-SCE-V1_0-20060908-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMAD-SCE]
	“Secure Content Exchange Architecture, Draft Version”, 
OMA-AD-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDRM-SCE]
	“DRM Specification – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DRM-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL-SCE]
	“DRM Rights Expression Language – SCE Extensions, Draft Version”, 
OMA-TS-DRM-REL-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF-SCE]
	“DRM Content Format – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DCF-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMLRM-SCE]
	 “DRM Local Rights Management, Draft Version”, 
OMA-TS-DRM-LRM- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDOM-SCE]
	“DRM User Domains, Draft Version”, 
OMA-TS-DRM-DOM-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMA2A-SCE]
	“DRM Agent-to-Agent transfer, Draft Version”, 
OMA-TS-DRM-REL- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	
	

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	

	
	


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

5. The Domain Management Protocol (SCE-2-DMP)

5.1 Overview

5.2 DMP messages 

5.2.1 Notation 

5.2.2 Registration Protocol 

5.2.2.1 Device Hello 

5.2.2.2 RI Hello

5.2.2.3 Registration Request 

5.2.2.4 Registration Response

5.2.3 Domain Management

5.2.3.1 dmpJoinDomainTrigger 

A dmpJoinDomainTrigger is delivered to a DRMAgent to initiate the  2-pass DMP Join Domain Protocol. The message MUST be a <gen:drmTrigger> element as specified in [GEN], section xxx. and MUST be formatted as specified in Table 1.

	element / attribute
	usage
	value

	type
	M
	“dmpJoinDomain”

	version 
	M
	“1.0”

	proxy
	O
	Default, as specified in [Gen], section xyz

	resID
	M 
	Default, as specified in [Gen], section xyz

	reqURL
	M
	Default, as specified in [Gen], section xyz

	nonce
	O
	Default, as specified in [Gen], section xyz

	udomInfo
	M
	Specified below

	signature
	O
	Default, as specified in [Gen], section xyz

	encKey
	O
	Default, as specified in [Gen], section xyz


Table 1: dmpRegistrationTrigger message elements

The <body> element of the dmpJoinDomainTrigger MUST have a <udomInfo> element:

<element name="domID" type="dom:DomainIdentifier" 

simpleType name="DomainIdentifier">



<restriction base="string">




<pattern value="editor: make equal to 2.1 domainID"/>



</restriction>


</simpleType>


<complexType name="UserDomainIdentifier">



<sequence>




<element name="daID" type="gen:Identifier"/>




<element ref="dom:domID"/> 



</sequence>


</complexType>

<element name="udomInfo" type="dom:UserDomainInfo" />


<complexType name="UserDomainInfo">



<sequence>




<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="domainAlias" type="String80" minOccurs=”0”/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>

The <udomInfo> element MUST contain the <udomID> element. The <udomID> element MUST contain the <daID>, which  identifies the DA that manages the User Domain, and the <domID> element, which identifies the User Doman itself in the same way as [OMA DRM 2.1]

The <udomInfo> element SHOULD contain the <domainAlias> element. The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <udomID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.

Upon receipt of a dmpJoinDomainTrigger, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx, and if successful post a dmpJoinDomainRequest. 

5.2.3.2 dmpJoinDomainRequest 

A dmpJoinDomainRequest message is sent from a DRMAgent to a DA/DEA as the first message of the 2-pass joinDomain protocol. 

<element name="dmpJoinDomainRequest" type="gen:Request"/>

The DRM Agent MUST format the request as specified in Table 2:

	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 2: dmpJoinDomainRequest message elements

The dmpJoinDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1). The value of the <domID>  MAY be equal to the <domID> received in a dmpJoinDomainTrigger and it MAY be equal to the <domID> from a ProtectedRO that is received out-of-band. The <reqInfo> element MAY have the default extensions as defined in [Gen], xyz. 

Upon receipt of a dmpJoinDomainRequest, the DA/DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a dmpJoinDomainResponse.

5.2.3.3 dmpJoinDomainResponse

A dmpJoinDomainResponse message is sent from a DA/DEA to a DRMAgent  as the last message of the 2-pass joinDomain protocol. 

<element name="dmpJoinDomainResponse" type="gen:Response"/>

If the dmpJoinDomainRequest is not successful, then the response MUST be formatted as specified in [GEN]. Otherwise the message MUST be formatted as specified in Table 3:

	element / attribute
	usage
	value

	status
	M
	“Success”

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 3: dmpJoinDomainResponse message elements

The dmpJoinDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <udomInfo> element specified in section 5.2.3.1, it MUST contain one or more <pMDK> elements and MAY contain any number of <udomToken>-elements:

<element name="pMDK" type=" ProtectedMasterDomainKey " />


<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>



</sequence>


</complexType>

<element name="udomToken" type="UserDomainToken" />


<complexType name="UserDomainToken">



<sequence>




<element name="body" type="gen:UserDomainTokenBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="UserDomainTokenBody">



<sequence>







<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="subId" type="gen:Identifier"/>







<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>

If Hash Chains are supported by both the Device and the DA/DEA, only the <pMDK> element corresponding to the most recent Domain Generation SHOULD be included, otherwise a <pMDK> element for all Domain Keys for all Domain Generations MUST be included (including their domain identifiers as “Id” attributes).

Upon receipt of a dmpJoinDomainResponse, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx. If successful it MUST update the User Domain Context (UDC) by installing the received <udomInfo> element, <pMDK> elements and <udomToken> elements, as specified below. 

A <pMDK> element MUST contain  an <encKey> element, a <daID> element and a <mac> element. The <encKey> element contains a MAC key (KMAC) and a Master Domain Key (MDK), wrapped as specified in section 7.4.1. The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate. The <daID> and <mac> elements are necessary for key confirmation purposes. The <mac> element provides key-confirmation through a MAC on the canonical version according to Section Error! Reference source not found. of the <pMDK> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is negotiated in the registration phase and stored in the DA/DEA Context. DRM Agents MUST verify that:

· The value of the <encKey> element's “Id” attribute is equal to the value of the <domID> element in the preceding ROAP-JoinDomainRequest message, save for the Domain Generation part.

· the value of the <daID> element is equal to the value of the <resID> element of the ROAP-JoinDomainResponse message itself. 

· the MAC is valid. 

If these verifications are positive then the DRM Agent MUST unwrap the MDK and store it as part of the User Domain Context. 

A <udomToken> element provides DA-signed proof of a relation of a specific kind between a certain entity, identified by the <subId> element, and the User Domain.  When interacting with a DEA or when installing User Domain Rights Objects created by a certain RI or LRM, the DRM Agent will be required to check the validity of the User Domain Tokens for that entity. A <udomToken> element MUST contain a <signature> element and a <body> element, which MUST contain a <udomID> element, a <subID> element and MAY contain an <isAgent> , <isRI>, <isLRM> or <isDEA> element, specifying the relations between the entity and the User Domain. The <signature> element is of type ds:SignatureType from [XML-DSIG]. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <body> element by having the same value as the “id” attribute of the <body> element. In compliance to the rules of canonicalisation specified in Section Error! Reference source not found., the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The DRM MUST verify that:

· the signing key is associated with the DA/DEA identified in the <udomID> element.

· the signature is valid

If these verifications are positive then the DRM Agent MUST store the information in the <udomToken> as part of the User Domain Context. 

5.2.3.4 Leave  Domain Request

5.2.3.5 Leave Domain Response 

6. The Rights Issuer – Domain Authority protocol 
(SCE-3-RDP)

6.1 Overview

6.2 RDP messages 

6.2.1 Notation 

6.2.2 Registration Protocol 

6.2.2.1 DA Hello 

6.2.2.2 RI Hello

6.2.2.3 Registration Request 

6.2.2.4 Registration Response

6.2.3 Domain Usage

6.2.3.1 Use Domain Request 

6.2.3.2 Use Domain Response

6.2.3.3 Drop  Domain Request

6.2.3.4 Drop Domain Response 

7. Key management

Two key management mechanisms for the User Domain are specified in this section. The “Shared-Key” mechanism is based on a common Domain Key that is shared by all members of the User Domain. This mechanism is similar to the key management for Domains as defined in OMA DRM 2.1, allows for some degree of compatibility with OMA DRM 2.1 DRM Agents, and enables some degree of content exchange via out-of-band methods (interface SCE-8). The “Pairing-Keys” mechanism is based on a set of Pairing-Keys, where (not necessarily all) couplets of domain members each share a pair-wise unique Pairing-Key. This mechanism is more secure as it allocates more control to the DA/DEA (via interface SCE-5) and requires the use of secure transfer mechanisms (interface SCE-6 or SCE-7).

The DA/DEA MAY support either key management system or both. It will signal the supported key management system(s) as part of the Domain Policy [to be detailed later].

On a per-RO basis, an RI/LRM MAY require either key management system to be used. The required key management system SHALL be signalled in the RO [to be detailed later]. 

Both mechanisms enable provisioning of ROs which allow User Domain member DRM Agents to share Rights with DRM Agents that are not members of the User Domain. The key management mechanism that must be used for sharing Rights with these “Guest” DRM Agents depends on the key management system that is required for the User Domain.

7.1 Overall key management

A certain device or server MAY implement several roles (DA/DEA, LRM, RI, and/or DRM Agent) defined by the SCE Enabler. In this case the same certificate MAY be used to fulfil more than one role. Especially, co-deployment of the DA/DEA with an RI or co-deployment of a DA/DEA with an LRM is anticipated.  
Although the current specification does not specify the protocol between DA and DEA and therefore does not support their separate deployment, this specification does anticipate such separate deployment in the future (or using proprietary protocols based on this specification) and assumes that the DA certificate MAY be different from the DEA certificate. Consistent with this, there MAY exist multiple DA/DEA entities, where either the DA or DEA functionality in a given DA/DEA MAY be suppressed. 

When joining a User Domain, the DRM Agent will receive from the DEA, DA-signed data that proves the DEA is authorized by the DA to enforce the Domain Policy on its behalf. As a prerequisite to completing the dmpJoinDomain protocol, a DRM Agent MUST successfully verify this DA-signed data identifying the DEA. A DRM Agent MAY communicate directly with a DA/DEA that is subordinate to another DA/DEA in that the latter DA/DEA is responsible for providing the aforementioned DA-signed data. 

The DEA will limit, within the bounds specified by the Domain Policy, the number of concurrently joined User Domain members, and/or valid DRM Agent pairings. 

7.2 Shared-Key management

When a User Domain Rights Object is secured using Shared-Key management, the <encKey> element in the <ro> element in the <protectedRO> element will contain the REK, encrypted with the Diversified Domain Key (DDK), as specified in section 7.4.2. The <protectedRO> may be distributed out of band using any mechanism to any device. 

To access such an RO, the DRM Agent will join the User Domain via the dmpJoinDomain protocol and receive the Master Domain Key (MDK). The DDK can be derived from the MDK and the identity of the entity that created the RO, as specified in section 7.4.2. Provided that no permission in the <protectedRO> is constrained by a <copy_control> element, by using the DDK the DRM Agent is able to access the REK in the <protectedRO> and MAY grant any permission in the <protectedRO> provided the constraints are met. 

If any permission in the <protectedRO> is constrained by a <copy_control> constraint, then the DRM Agents will set up a SAC to securely exchange the REK. In this case, a sink DRM Agent MUST receive the REK as delivered via a SAC, since the REK is cryptographically inaccessible based solely on knowledge of the MDK and the RO. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

To secure a User Domain Rights Object using Shared-Key management, an RI/LRM will execute the rdpUseDomain protocol with the DA/DEA and receive the RI/LRM specific DDK and ValidationToken. Using the DDK the RI/LRM is able to create and protect the RO as specified in section xxx. As part of the <protectedRO>, using out-of-band mechanisms or the roapROResponse message, the RI/LRM will forward the ValidationToken to the DRM Agent. In the process of installing the RO, the DRM Agent MUST verify that the RI/LRM has been authorized by the DA/DEA to create ROs for the User Domain, by checking the ValidationToken as specified in section xxx. If the RI/LRM ValidationToken has expired or is otherwise invalid, it MAY be renewed by executing the dmpJoinDomain protocol with the DA/DEA. The DA/DEA MAY choose not to renew a Validation Token, for instance when an RI/LRM is suspected to be compromised or when the business relationship between the DA/DEA and RI/LRM has ended. As a condition of acceptance for further circulation, a non-compromised DRM Agent will check the validity of the ValidationToken of the RI/LRM. By not renewing the ValidationToken, the DA/DEA can prevent an RI/LRM from successfully creating new ROs for the User Domain. 

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process a new MDK is chosen. All members of the domain that are still trusted will re-execute the dmpJoinDomain protocol with the DA/DEA to retrieve the new MDK. All RIs/LRMs that provide ROs for the domain will re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens. 

7.2.1 Sharing Rights with Guest DRM Agents under Shared-Key management

7.3 Pairing-Key management

When a User Domain Rights Object is distributed from one DRM Agent to another using Pairing-Keys, the recipient/sink DRM Agent does not access the REK via an <encKey> element  in the <ro> element in the <protectedRO> element. Therefore, in this case the REK is not communicated from the source DRM Agent to the sink DRM Agent as part of the RO, but as described below. 

In case of Pairing-Key management, it is necessary for the DEA to pair User Domain members in order to enable them to communicate with each other securely relative to User Domain Rights Objects. When a DRM Agent wants to exchange such an RO with another DRM Agent, it will request a PairingTicket from the DEA using the dmpPair-protocol [to be defined] if such a (currently valid) PairingTicket corresponding to the two DRM Agents is not already available.

A PairingTicket comprises a data packet that can be utilized independently by the two DRM Agents designated therein to retrieve a value, the PairingSecret, and to authenticate the origin of the PairingSecret as sourced from a specifically identified DEA. A PairingTicket is not usable by any other DRM Agent to retrieve the PairingSecret.

A PairingTicket will indicate the registration status of the two DRM Agents involved in a pairing, where such status notification is authenticated as originating from the DEA. Once a DRM Agent completes the dmpJoinDomain protocol, it MAY be paired repeatedly with different DRM Agents without re-registering with the DEA or re-joining the User Domain. 
The (pair-wise unique) PairingSecret is delivered directly from the DEA to a ticket-requesting DRM Agent in two forms: one that is directly accessible by the (registered) ticket-requesting DRM Agent and the other that is indirectly accessible to a target DRM Agent via a PairingServiceKey that was established between the DEA and the target DRM Agent as part of the dmpJoinDomain protocol involving the target Device.

When two DRM Agents exchange (under <move> or <copy> permission) a User Domain Rights Object with Pairing-Key protection, then in addition to data from the protectedRO (i.e., the <rights> element and the <signature> element), they will use the PairingSecret to set up a SAC and securely exchange the REK. A sink DRM Agent MUST, in addition to the <rights> element and <signature> element (RI-/LRM- signed), receive the REK, delivered via a SAC, which is set up based on a PairingSecret. The source DRM Agent has previously acquired access to the REK from an RI via the <encKey> element in the <ro> element in the <protectedRO> element of an RI-created RO, or via a SAC during Import from an LRM of an LRM-created Imported-Rights-Object, or via a pairing-based SAC as a recipient from another DRM Agent acting as source. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

7.3.1 Sharing Rights with Guest DRM Agents under Pairing-Key management

7.4 Key Transport Mechanisms

7.4.1 Distributing MDK and KMAC under a Device Public Key

This section applies when provisioning a DRM Agent with a Master Domain Key, MDK, for a User Domain. 

MDK is the symmetric key-wrapping key used when protecting KREK and KMAC in a Rights Object issued to a User Domain with Shared-Key management. MDK is a 128-bit long AES key generated randomly by the sender and shall be unique for each User Domain. KMAC is used for key confirmation of the message carrying MDK.

In this case, exactly the same procedure as in [OMA DRM 2.1] section 7.2.2 for distribution of the Domain Key KD shall be used, the only difference being the replacement of KD with MDK.

7.4.2 Distributing KMAC and KREK under a Diversified Domain Key (DDK)

This section applies when protecting a Rights Object for a User Domain with Shared-Key management. 

The key-wrapping scheme AES-WRAP SHALL be used. KEK in AES-WRAP SHALL be set to DDK and K to the concatenation of KMAC and KREK, i.e.:

C = AES-WRAP(DDK, KMAC | KREK)

After receiving C, the DRM Agent decrypts C using DDK:
KMAC | KREK = AES-UNWRAP(DDK, C)

The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.w3.org/2001/04/xmlenc#kw-aes128
The DRM Agent can derive the DDK used by a certain source entity (RI or LRM) from the MDK by using the first 128 bits of the MAC value over the MDK using the Public Key of the source entity as the MAC-key, i.e:

DDK = first 128 bits of HMAC-SHA1(PubKeySource, MDK)

8. User Domain related rights

OMA DRM 2.1 allows Protected Rights Objects to be embedded into a (P)DCF  and exchanged freely between DRM Agents, using any mechanism or protocol. This enabler builds on this functionality and adds mechanisms that provide more fine-grained control over the exchange of content in relation to a User Domain. Rights Issuers are enabled to limit the number of copies that are usable in the User Domain and the system will enforce that the limited number of usable copies are securely moved between devices in the User Domain. 

The free exchange of Protected Rights Objects as enabled by OMA DRM 2.1 is also possible in SCE. However, not all ProtectedRO’s that are bound to a User Domain can be used simultaneously on all devices in the User Domain. Therefore Rights Issuers will explicitly express content exchange related rights in the Rights Object. This section specifies the syntax and semantics of content exchange related elements of the REL for Rights Objects that are bound to a User Domain. The mechanisms that must be employed to enforce these rights are specified in  section xxx. 

As in OMA DRM 2.1, DRM Agents will not control the exchange of the ProtectedRO itself. Instead, for those cases where more fine-grained control over the exchange of the content must be enforced by the DRM Agent,  the DRM Agents will control and secure the exchange of the Access and State Information (ASI). From the rights expression in the ProtectedRO (see section 8.2.1) the DRM Agent will determine that in addition to the ProtectedRO itself, Access and State Information is required to grant any of the permissions in the ProtectedRO. The ASI will be transferred securely, using the mechanisms in as specified in section xxx. 

A Rights Object is called a “Usable Rights Object for a DRM Agent” if the DRM Agent is cryptographically able to access the CEK, as embedded in the Rights Object and has received the ASI needed for this Rights Object as specified by the REL. 

8.1 Permissions model

8.1.1 Element <move>

The <move> element grants permission to transfer the Access and State Information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes Usable by the recipient DRM Agent and is no longer Usable by the source DRM Agent. 

A <count> element contained in a <constraint> child element to <move> is used to specify the number of times the <move> permission may be granted. 

A <domain> element contained in a <constraint> child element to <move> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. 

Note that a single Rights Object may contain multiple <move> and <copy> elements that are constrained in different ways.  

Note that the <move> element relates to the Rights Objects and associated State Information as a whole. A DRM Agent may be allowed to “split-up” the State Information associated with a Rights Objects into multiple parts and transfer only part of the remaining rights to another device. However since this results in two Usable Rights Objects, this is considered a copy. 

8.1.2 Element <copy>

The <copy> element grants permission to transfer the Access and State Information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes Usable by the recipient DRMAgent and is still Usable by the source DRM Agent. 

A <count> element contained in a <constraint> child element to <copy> is used to specify the number of times the <copy> permission may be granted. 

A <domain> element contained in a <constraint> child element to <copy> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. 

Note that a single Rights Object may contain multiple <move> and <copy> elements that are constrained in different ways.  

8.1.2.1 Attribute “mode”

When the mode attribute of the <copy> permission is equal to “statelocal”, each DRM Agent to which the Rights Object is transferred, may create and maintain its own local State Information, starting from the values  as specified in the various constraints in the REL. (Similar to OMA DRM 2.1) In this case the DRM Agent will maintain an entry in the appropriate replay cache, as specified by in [DRM DRM]. 
When the mode attribute of the <copy> permission  is equal to “stateglobal”, the DRM Agent MUST , as part of the copy operation, transfer part of the available Access and State Information associated with the constraints for all permissions in the Rights Object and MUST make sure that the accumulated state value associated with Usable Rights Objects stays constant during transfer.  Please note that if a DRM Agents transfers none of its available state value during the process of copying, then this does not result in a Usable Rights Object on the recipient side – so no copy is made. And if the DRM Agents transfers all its available statevalue during the process of copying, then no Usable Rights Object remains on the sender side – so effectively the Rights Objects was moved. 

The device that hosts the sending or receiving DRM Agent may interact with the user and decide how the available State Information is to be divided between the sending and receiving DRM Agent. 

8.2 Constraint model

8.2.1 Element <copy_control>

The <copy_control> element indicates that the Rights Issuer has imposed restrictions on the exchange of the associated rights. Therefore the permission MUST NOT be granted if the DRM Agent has not received any Access and State Information associated with the Rights Object from either another DRM Agent or a Rights Issuer. Typically the <copy_control> element is used inside a top-level constraint. 

For non-SCE DRM Agents (e.g. OMA DRM 2.0 Agents), the <copy_control> constraint is unknown, which means that these DRM Agents will not grant any permission with this constraint. The constraint can therefore also be used to indicate to non-SCE DRM Agents  to disregard the Rights Object.   

8.2.2 Element <domain>

The <domain> element specifies that the permission may only be granted in relation to the domain to which the Rights Object is bound. The exact semantics are specified with the permissions for which this constraint is used. 

8.3 Examples

A User Domain Rights Object that allows the same usage as a OMA DRM 2.1 domainRO would, has a <copy> permission, with mode set to “statelocal” and a <domain> constraint. If a Rights Issuer would like to restrict the total number of usable copies of a piece of content in a domain, then he may add a <count> constrained to the <copy> permission and set its mode to “stateglobal”. In this case the RI should also embed a top-level <copy_control> constraint, to prevent existing OMA DRM implementation to use this Rights Object. 

If a Rights Issuer would like to grant access to a piece of content an any number of domain devices simultaneously but wants to enforce an overall count on the number of times the <play> permission is granted, then he may create a User Domain Rights Object with a <count> constrained <play> permission, combined with a <domain> constrained <copy> permission, with mode set to “stateglobal”.  This enables the devices in the domain to distribute the individual play permissions among them upon user demand.

If a Rights Isuer wants to enforce the usage model of a DVD, then he may issue a non-domain Rights Object with an unconstrained <move> permission. A User Domain Rights Object that enforces the intended usage model of a DVD (e.g. household use), has a <move> permission with a <domain> constraint. To prevent existing OMA DRM implementations to use this Rights Object, The Rights Issuer will embed a top-level <copy_control> constraint. If the Rights Issuer would like to enable restricted reselling or trading of the content, then he may add a second <move> permission with a <count> constraint but without the <domain> constraint.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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