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1 Reason for Contribution

The SyncML protocol mandates the support of BASIC and MD5 authentication mechanisms is order to ensure that SyncML based protocols can provide mutual authentication mechanisms. However, neither BASIC nor MD5 alone is enough for secure data exchange. Accordingly, the SyncML specification strongly recommends using a secure transport protocol to provide the additional data exchange session security. 

For mobile device there are already commercial deployments of secure session protocols, such as SSL, that provide both server and client certificate based authentication mechanisms. Mandating support of such authentication protocols as BASIC and MD5 for implementations that always use end to end secure transport protocols would be at best superfluous, but may even introduce a security hole. Therefore it is suggested that support for BASIC and MD5 authentication mechanisms is only mandated when transport layer server/client authentication mechanisms are not implemented. In other words, implementations using transport layer server/client authentication mechanisms (such as SSL with client certificate based client authentication) should be able to choose not to implement DS authentication methods. 
2 Summary of Contribution

· Explains the current situation regarding Product Liability Law in Japan and increasing developments in server/client authentication mechanisms.
· Proposes that support for DS authentication is made optional to allow implementers to take account of stricter requirements for authentication. 
· Provides examples of how the specification could be changed to reflect the proposal.
3 Detailed Proposal

The current SyncML specifications mandate the support of basic and MD5 digest authentication schemes to ensure that the requirement for both originator and recipient authentication is met by devices complying with the specification. 
Recently however, there has been growing public concern over security issues in the mobile internet world, issues that evolved after the SyncML protocol was first defined. In Japan, the publication of the Product Liability Law has highlighted such issues as user data protection. Given this, it is more likely that initially it will be operators, rather than service providers, who will provide DS servers for the purpose of PIM data back-up. This means that users will not need to choose the DS server. 
The need for mutual authentication between the DS Client and DS Server is undisputed. Considering that SyncML is transport protocol agnostic, consideration must be given to situations where the use of secure transport layer protocols such as SSL is not feasible or supported. However, the DS authentication mechanism is not enough to keep DS services secure because it does not guarantee the credibility of the Service Provider itself. It is a well-known fact that there are more secure ways to authenticate the DS server using other protocols such as SSL. For implementations that are required to use such secure transport authentication mechanisms, the DS authentication mechanisms are at best superfluous, but may even introduce a security hole. Despite this, it is mandatory to support the BASIC and MD5 authentication schemes. 
In order to understand the impact (or lack of it) that this proposal will have on the specifications, the relevant sections have been incorporated with proposed changes below. 

SyncML Representation Protocol v1.2 (OMA-SyncML-RepPro-V1_2-20040505-D)
5.3 Security

An objective of SyncML is to provide a framework for secure operation. SyncML itself does not define any new security schemes. Instead, it provides the framework to challenge authentication, authentication, authorization and inclusion of encrypted data in a SyncML Package. In addition, the originator and recipient MAY use the security mechanisms of the underlying transport to authenticate each other and to provide a secure transport for the exchange of SyncML Packages. 
If the security mechanisms of the underlying transport are used to authenticate the originator and the recipient, then support of the basic and MD5 digest authentication schemes is optional.  
SyncML can be used by an originator to encapsulate authentication information in the Cred element type. Implementations conforming to this specification, and not relying on security mechanisms of the underlying transport to authenticate the originator and the recipient, MUST support the "Basic" and "MD5 Digest" schemes.

SyncML can also be used to allow an originator to challenge the authentication of a recipient with the Chal element type. Not all authentication schemes provide a challenge mechanism. However, the MD5 Digest scheme does provide such a capability.

The Basic scheme is identified by the URI syncml:auth-basic. This authentication scheme is a Base64 character encoding, as defined by Section 6.8, "Base64 Content-Transfer-Encoding" in  [RFC2045], of the concatenation of the originator's userid, followed by the COLON (i.e., ":") separator character, followed by the password associated with the specified userid. This authentication scheme is susceptible to the threat of network eavesdrop, but is simple to implement. However, take care when using this scheme. For example, a user is strongly advised to consider using additional security considerations, such as an encrypted transport connection.

The MD5 Digest scheme is identified by the URI syncml:auth-md5. Let MD5(data) denote the result of applying the MD5 hash algorithm to “data”, the result is a 128-bit binary quantity. Let A be the concatenation of an authentication identifier as the originator’s userid, followed by the COLON (i.e., “:”) separator character, followed by some secret known by the originator and recipient such as the originator's password for the corresponding userid, for instance:

A=”Bruce1:OhBehave”

Let AD be defined as:

AD = MD5(A)

Let B64(data) denote the result of the base64 encoding algorithm applied to “data”. This authentication scheme is the MD5 digest form of the concatenation of B64(AD), followed by the COLON (i.e. “:”) separator character, followed by the recipient specified nonce string. The maximum duration that the nonce string can be used by the originator is the current SyncML session. Note that issuing a nonce does not constitute use – a nonce MAY be issued for use in the next session. More frequent changes to the nonce string can be specified with the NextNonce element type within the Meta element type of the Chal element type. The MD5 digest algorithm and a publicly available source code for generating MD5 digest strings is specified by [RFC1321]. The MD5 credential, a 128-bit binary digest value, MUST be Base64 character encoded when transferred as clear-text XML. For WBXML representation, the additional Base64 character encoding is not necessary.

Other authentication schemes can be specified by prior agreement between the originator and the recipient.

The authentication procedures for the SyncML Data Synchronization protocol are defined in [DSPRO] .  The authentication procedures for the SyncML Device Management protocol are defined in [DMSEC] .

To specify the userid for the credentials, when the credentials do not include it in the resolvable form, the userid MUST be transferred in the LocName element of Source in SyncHdr. If the userid can be resolved from the credentials, e.g., in the case of the Basic authentication, it can be omitted from the LocName element to reduce the number of bytes to be transferred.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DS Working Group considers:
· Changing the support of BASIC and MD5 authentication mechanisms in SyncML Representation Protocol from mandatory to optional, where the conditions outlined below are met.
· Changing the support of BASIC and MD5 digest authentication schemes in SyncML DS protocol from mandatory to optional, where the conditions outlined below are met. 

Conditions

· Optional support should be conditional i.e. only applicable when other server/client authentication mechanisms, such as secure transport layer mechanisms are supported by the device. 

· The requirement for server and client authentication must remain. 
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