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1. Scope
(Informative)

The scope of the Data Synchronization architecture document is to define the architecture for the Data Synchronization enabler. 

This document details the functional description and architecture for data synchronization within OMA specifications.. 

This document fulfils the functional capabilities and information flows needed to support this service enabler as described in the Data Synchronization Requirements document [DS-RD] 
.

2. References

2.1 Normative References

	[DSPROTO]
	“SyncML Data Sync Protocol, Version 1.2”,, Open Mobile Alliance(.
OMA-TS-DS_DSProtocol-V1_2. URL:http:www.openmobilealliance.org/

	[DS-RD]
	“Data Synchronization Requirements Document”,  Open Mobile Alliance(, 
OMA-RD-????????,  URL:http://www.openmobilealliance.org/

	[DSREPU]
	“SyncML Representation Protocol, Data Synchronization Usage”, Open Mobile Alliance(, OMA-TS-DS_DataSyncRep-V1_2, URL:http://www.openmobilealliance.org/

	[REPPRO]
	“SyncML Representation Protocol”, Open Mobile Alliance(, OMA-TS-SyncML_RepPro-V1_2, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SyncMLCommon]
	“Enabler Release Definition for SyncML Common Specifications”, Open Mobile Alliance(, 
OMA-ERELD-SyncML_Common-V1_2,  URL:http://www.openmobilealliance.org/

	[SYNCHTTP]
	“SyncML HTTP Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-SyncML_HTTPBinding-V1_2, URL:http://www.openmobilealliance.org/

	[SYNCOBEX]
	“SyncML OBEX Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-SyncML_OBEXBinding-V1_2, URL:http://www.openmobilealliance.org/ 

	[SYNCWSP]
	“SyncML WSP Binding Specification”, Open Mobile Alliance(, 
OMA-TS-SyncML_WSPBinding-V1_2, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Data synchronization
	The act of establishing an equivalence between two data collections, where each data element in one item maps to a data item in the other, and their data is equivalent.

	Interface
	See [OMA-DICT].

	
	


3.3 Abbreviations

	DS
	Data Synchronization 

	DTD
	Document Type Definition

	HTTP
	HyperText Transport Protocol

	MMS
	Mobile Multimedia Services

	OBEX
	Object Exchange Protocol

	OMA
	Open Mobile Alliance

	PAP
	Push Access Protocol

	SMS
	Short Message Service

	TLS
	Transport Layer Security

	WAP
	Wireless Application Protocol

	WBXML
	WAP Binary XML

	XML
	Extensible Markup Language


4. Introduction
(Informative)

With the emergence of mobile computing and communications devices, users have access to their personal or professional information and applications, from multiple places (home, work, travel, …) and devices (mobile phones, PDA, computers, network, …). But, on one hand, the information they want may not always be on the device they carry, and on the other hand, they cannot be permanently connected to network to access their data.

OMA Data Synchronization is a specification for a common data synchronization framework and XML-based format, or representation protocol, for synchronizing data on networked devices. OMA Data Synchronization is designed for use between mobile devices that are intermittently connected to the network and network services that are continuously available on the network. OMA Data Synchronization is specifically designed to handle the case where the network services and the device store the data they are synchronizing in different formats or use different software systems.
OMA Data Synchronization came from earlier synchronization standards of the SyncML Initiative Ltd.  In November 2002, the SyncML Initiative merged with the Open Mobile Alliance.  The SyncML legacy specifications were converted to OMA specifications with the version 1.1.2 of OMA SyncML Common and OMA Data Synchronization in May 2002.   OMA Data Synchronization builds upon the legacy Architecture, Use Cases and Requirements inherited from SyncML Initiative Ltd. 

4.1 Use Cases

One of the key legacy use cases for OMA Data Synchronization was the need of users to retrieve data from the network and store it on their mobile device, where they can access and manipulate it locally. Periodically, users reconnect with the network to send any local changes back to the networked data repository. Users also have the opportunity to learn about updates made to the networked data while the device was disconnected. Occasionally, they need to resolve conflicts among the updates made to the networked data. This reconciliation operation - where updates are exchanged and conflicts are resolved -is known as data synchronization. Data synchronization, then, is the process of making two sets of data look identical.

Moreover, users need to exchange many types of data, including e-mail, calendar, contact information, enterprise data stored in databases, documents, etc.

The ability to synchronize any updates with different types of data stored on different types of devices is key to the utility and popularity of this new disconnected way of computing.  Many different types of devices must be able to synchronize their data. 

Beyond the legacy use cases additional use cases for the improvement and further development of OMA Data Synchronization are covered in the OMA Data Sync Requirements Document [DS-RD].
4.2 Requirements

One of the key legacy requirements of OMA Data Synchronization is to ensure interoperability in data synchronisation on the network and avoid a set of different proprietary protocols, each functioning only with a very limited number of devices, systems and data types. A standard data synchronisation protocol will make easier the tasks of users, manufacturers, service providers, and developers.

To accomplish this goal, the architecture needs the deliver the following characteristics:

· Operate effectively over wireless and wireline networks 

· Support a variety of transport protocols 

· Support arbitrary networked data 

· Enable data access from a variety of applications 

· Address the resource limitations of the mobile device 

· Build upon existing Internet and Web technologies 

· The protocol's minimal function needs to deliver the most commonly required synchronization capability across the entire range of devices. 

Beyond the above mentioned legacy requirements additional requirements for the improvement and further development of OMA Data Synchronization are covered in the OMA Data Sync Requirements Document [DS-RD].  The requirements met by this architecture are as follows 

Editor’s note:  this section will need to be filled in after the requirements document is complete

4.3 Planned Phases

This is phase 1.0 of the OMA Data Synchronization architecture. 

As mentioned above many of the characteristics of the architecture come through legacy synchronization standards developed previously under the SyncML Initiative, Ltd. 
5. Architectural Model

5.1 Dependencies

OMA Data Synchronization depends on the OMA SyncML Common enabler [SyncMLCommon] it defines the base representation protocol, transport bindings and Server Alerted Notification protocol used by OMA Data Synchronization.
OMA Data Synchronization depends on OMA Client Provisioning to support bootstrap installation of enabler parameters over the air.
The OMA Data Synchronization enabler depends on OMA Device Management for life cycle management of the DS Client and parameters and revocation of the DS Client

OMA Data Synchronization depends on the Data Synchronization Protocol which relies on an XML-based representation protocol that specifies an XML DTD. 

5.2 Architectural Diagram


[image: image2]
Figure 1: Diagram of OMA DS Architectural Model

5.3 Functional Components and Interfaces

The follow main enabler functional components are identified.
5.3.1 DS Client
The DS Client is the device that contains a synchronization client agent and that usually sends the data synchronization messages (operations), possibly including payload data. It must also be able to receive responses from the DS Server. In addition, it may be able in some cases to receive some data synchronization messages as commands from the server side. Typically, this device is a PC, mobile phone, or PDA.

5.3.2 DS Server
The DS Server is the device that contains a synchronization server agent and synchronization engine and which usually receives the data synchronization messages (operations) possibly including payload data from the DS Client. The DS Server must also be able to send the responses to the commands if needed. In addition, it can be able in some cases to send some data synchronization messages as commands to the client. Typically, this device is a networked server or a PC.

5.3.3 DS Protocols

DS representation protocol: This is an XML-based representation protocol that specifies an XML DTD to allow the representation of all the information required to perform synchronization or device management, including data, metadata and commands [REPPRO]. To reduce the data size, a binary coding of representation protocol based on the WAP Forum's WBXML is defined. The use of this protocol for data synchronization is further specified in [DSREPU].

DS protocol:  The synchronization protocol specifies how data synchronization messages conforming to the XML DTD are exchanged in order to allow a data synchronization client and server to exchange additions, deletes, updates and other status information [DSPROTO]. 

Transport bindings for the protocol: This set of specifications ([SYNCHTTP], [SYNCOBEX] and [SYNCWSP]) defines how to use a particular transport to exchange messages and responses. 

· WAP Push 

WAP Push provides push content delivery over wireless networks. See http://www.openmobilealliance.org/ for links to the latest WAP specifications.

· Object Exchange Protocol (OBEX) 

OBEX is a compact, efficient, binary protocol that enables a wide range of devices to exchange data in a simple and spontaneous manner using either IrDA or Bluetooth. See http://www.irda.org/ for the latest OBEX specifications.

· HTTP 

The HTTP protocol enables content delivery over TCP/IP based networks. See http://www.ietf.org for the latest versions of the specifications.
· TLS
TLS protocol provides secure services at the transport layer. See http://www.ietf.org for the latest version of the specification. 
Other OMA enablers are needed to support the OMA DS enabler.
5.3.4 OMA Client Provisioning and OMA Device Management

OMA CP and OMA DM enablers are used to support over the air installation of the OMA DS enabler client on the device, provisioning of its settings and revocation.

5.3.5 Messaging enablers

Messaging enablers for notification, a DS Sserver can use this notification capability to cause the client to initiate a connection back to the synchronization server.  The notification can be transported over channels such as SMS, MMS and WAP Push.

The enabler interfaces are identified.

5.3.6 DS-1

DS-1 is the interface for the DS Client to interact with the DS Server for data synchronization using the Representation Protocol (Data Synchronization Usage) and OMA DS Protocol [DSREPU] [DSPROTO]. These protocols are transport-independent. Hence the transport protocol below can be HTTP, OBEX, etc.

5.3.7 DS-2

DS-2 is the corresponding interface for the DS Server to interact with the DS Client for data synchronization using the Representation Protocol (Data Synchronization Usage) and OMA DS Protocol [DSREPU] [DSPROTO]. These protocols are transport-independent. Hence the transport protocol below can be HTTP, OBEX, etc.

5.3.8 DS-3

DS-3 is the interface for DS Client to receive messages from the Push Proxy Gateway. The Push OTA protocol [PUSHOTA] is supported at this interface in order to provide push services. 
5.3.9 DS-4

DS-4 is the interface for OMA DS Server to send messages to the Push Proxy Gateway. The PAP protocol [PUSHPAP] is supported at this interface in order to provide push services. 
5.3.10 DS-5

DS-5 is the interface between the OMA DS Client and the provisioning server as defined by the Client Provisioning enabler.  The Application Characteristic document for OMA DS defines the provisioning information and requirements. 

5.3.11 Client and Server Datastores

The DS Client interfaces to Client Datastores such as email services, calendar services, or contact services this interface is not defined in the OMA DS enabler.
The DS Server interfaces to Server Datastores such as email services, calendar services, or contact services this interface is not defined in the OMA DS enabler.

5.4 Flows

5.4.1 Synchronization

OMA Data Synchronization is a specification for a common data synchronization framework and XML-based format, or representation protocol, for synchronizing data on networked devices. 

The data representation specifies an XML DTD that allows the representation of all the information required to perform synchronization, including data, metadata and commands. The synchronization protocol is based on a client/server architecture and specifies how messages conforming to the DTD are exchanged in order to allow a DS Client and DS Server to exchange additions, deletes, updates and other status information. These documents are transferred in a sequence defined by the synchronization protocol. 

Each DS Client and DS Server is connected to a database, which contains analogous data that need to be synchronized. Both one and two-way synchronization are supported and the flows are similar.
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Figure 2 Two-Way Sync
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Figure 3 One-Way Sync from Client only
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Figure 4 One-Way Sync from Server Only
5.4.2 Notification

Many devices cannot continuously listen for connections from a management server.  Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons.  However, most devices can receive unsolicited messages, sometimes called “notifications”.  Some handsets, for example, can receive SMS messages.  Other devices may have the ability to receive other, similar datagram messages.

A DS Server can use this notification capability to cause the DS Client to initiate a connection back to the synchronization server.  This connection might be over HTTP, WAP or another transport protocol.

The contents of such a “Sever Alerted Sync” might be empty, but the message itself may be signed such that the client can authenticate it.  The result of receiving such an alert would be for the client to initiate a connection to the synchronization server that sent the alert.  In this scenario, the client might verify that this synchronization server is among those authorized to request such activity. Alternatively, the contents of the alert might indicate that another synchronization server should be contacted. 

An identical effect of receiving a Sever Alerted Sync can also be caused in other ways.  For example, the user interface (UI) of the device may allow the user to tell the client to initiate a synchronization session.  Or, the synchronization client might initiate a session as the result of a timer expiring.  Of course, a fault of some type in the device could also cause the synchronization client to initiate a session.
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Figure 5. Server Alerted Synchronization session

5.4.3 Transports

The OMA Data Synchronization enabler is transport-independent.  The transport binding specifications in the OMA SyncML Common enabler specify how to use a particular transport to exchange the SyncML messages and responses that make up OMA Data Synchronization.  Each SyncML package is completely self-contained, and could in principle be carried by any transport.  
The initial bindings specified in the OMA SyncML Common enabler are HTTP, WSP and OBEX, but there is no reason why it could not be implemented using email or message queues, to list only two alternatives. Because SyncML messages are self-contained, multiple transports may be used without either the server or client devices having to be aware of the network topology.

5.4.4 Security

The OMA Data Synchronization enabler is based on the security mechanisms defined in the OMA SyncML Common enabler.  An objective of SyncML is to provide a framework for secure operation. SyncML itself does not define any new security schemes. Instead, it provides the framework to challenge authentication, authentication, authorization and inclusion of encrypted data in a SyncML Package. In addition, the originator and recipient MAY use the security mechanisms of the underlying transport to authenticate each other and to provide a secure transport for the exchange of SyncML Packages. 

Editor’s note: add more to this section after DS 1.3 RD is complete; security is one of DS 1.3 topics
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