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1 Reason for Contribution

During reactive authorization the presenter needs to decide if he allows the requesting watcher data access.  If the watcher is interested to get the data he requested from the presenter it could be helpful to deliver additional information that motivates the presenter to allow the data access.  

A watcher that delivers additional information about him and his reasons to request for data access significantly simplifies the decision process of the presenter. The presenter uses the delivered information the watcher enabled him to see and could simply decide if allows the requested data access.

2 Summary of Contribution

Allowing a watcher not part of the presenters lists for proactive authorizations to get access to the requested data normally needs a level of trust difficult to reach. A presenter likes to be informed about the person or service behind the request.  Since normally only the telephone number is known from the watcher the presenter has a lot of effort to spend (time and money) to get enough information for his decision.  Everything that simplifies this task enhances the usability during authorization.

We propose to allow the watcher to define a Watcher Metadata Set (WMS) that informs about him and the reasons for his data requests. During the process of reactive authorization he sent his WMS to the presenter to enhance his chances for authorization.

The WMS should be terminal and system based and informs the presenter about the watcher requesting for data access. Depending on the information requested by the watcher it could be meaningful for the presenter to ask the operator if the information delivered is authentic or directly asks the operator for authentic information. 

3 Detailed Proposal

USE CASE:

During reactive authorization the presenter decides about the request a watcher has formulated to get his data. 

The normal way of decision taking by the presenter could look like:

· Get an information basis about the watcher

· Is the information received sufficient or do I need more? 

· Do I know the watcher? (Picture, Free Text Message, … received as a link or data set)

· Which application wants this information in the name of which watcher?

· Do I like the watcher?

· Shall I call the watcher?

· Shall I write an SMS?

· …

· Is there someone else that is able to deliver authenticated information? (Operator, Trust center, …)

· Decide about a classification (level of trust) for the watcher (Family, Friend, Colleague, Sports Buddy, … , Anonymous)

· Identify which attributes the watcher is allowed to receive

· Decide about future possibilities of the requesting watcher for proactive authorization

· Make the watcher a member of a matching contact list for proactive use in future

· Is there a contact list with matching attributes?

· If not generate a new contact list with matching attributes

· Do not allow the watcher for proactive authorization

· Put the watcher in a black list (disallow for ever)

· Put the watcher in a time limited black list (disallow for a limited time)

4 Intellectual Property Rights Considerations

The authors of this document are not aware of any necessary IPR claims associated with this contribution.

5 Recommendation

We recommend the group to allow the watcher to set up a WMS. During reactive authorization the WMS is delivered to the presenter as an information base for simplified decision taking.  We think that the WMS as described in more detail in < OMA-IMPS-2003-0174-Support-the-presenter-with-metadata-about-the-watcher.doc > should be fixed as a requirement for the IMPS V1.3 to enable a simplified and more reliable interface between the presenter and the watcher during the reactive authorization process.
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