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1 Reason for Change

Current SUPL AD mandates the use of mutual authentication using TLS [TLS]. This means a SLP (i.e. server) is required to authenticate the SET (i.e. client) using the TLS protocol. Currently in IETF only standardised client authentication mechanisms are authentication with certificates or the use of Kerberos [KERB]. Vodafone believes that both of these solutions would require significant amount of investment and administration to deploy by the network operators who may wish to provide SUPL services. We propose that TLS client authentication should be encouraged but must not be mandatory.

However, the concept of client authentication itself must be mandatory. This means that other client authentication mechanisms deemed satisfactory and secure by the network operators such as shared key TLS (which is under standardisation in IETF) or 3GPP defined GAA (Generic Authentication Architecture) [GAA] could be used to authenticate the SET (i.e. the TLS client). Details of these alternative client authentication mechanisms is planned to be submitted as separate CRs to be included to the SUPL Specification.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Vodafone kindly asks the LOC WG to discuss and approve this CR to be included into the current SUPL AD.
6 Detailed Change Proposal

************* Start Modified Section ******************************

7.1 Authentication


TLS [TLS] SHALL be used to authenticate a SLP to a SUPL Agent contained within a SET. A SLP SHALL also authenticate the SUPL Agent. Authentication of a SUPL Agent to a SLP SHOULD be provided by TLS.
Editor Note: The details on the use of Certificates, pre-shared Keys or other solutions to achieve this must still be completed. Outstanding item is  to clarify WHAT will be Authenticated, for example SUPL Agent, SET, SUPL User.
************* END Modified Section ******************************
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