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1 Reason for Change

This document inserts sections for the codeword authentication into 5.2 Authentication in PCP_Spec-V1_0-20040623-D-V1_0-20040705-D. 

3GPP describes codeword checking as follows in 3GPP TS 22.071 V7.1.0.

“The codeword will be either checked by the Target UE/user or by the LCS server in the home network. In the former case, the codeword supplied by the requestor and forwarded by the LCS client with the request shall be forwarded to theTarget UE/user for verification and acceptance. In the latter case, the codeword shall be registered with the LCS server by the Target UE user(or subscriber) in advance”
This change request includes two use cases of codeword authentication for upper requirements.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

LOC to examine and agree this CR.

6 Detailed Change Proposal
<<first changed clause>>

5.2  Authentication

5.2.1 Location Privacy Authentication

<< location privacy assertion related authentication>>

TBW

5.2.2 Codeword Authentication

LS Client can request location information by indicating a codeword associated with the Subscriber UE/User. The codeword will be checked either by the Subscriber UE/User or by the LS Server in mobile network.

When the LS Server receives a codeword, LS Server sends a codeword verification request to Subscriber UE check after checking codeword handling information. Codeword handling information indicates one of the following mutually exclusive options for codeword.

· codeword shall be checked in network

· codeword shall be sent to Subscriber UE/User

5.2.1.1 UE/User-based Codeword Checking

The following figure shows UE/User-based codeword checking model.


[image: image1]
(1) Subscriber UE/User sends a codeword to LS Client

(2) LS Client sends a location request to LS Server with codeword

Case 1 – PCE stores Codeword Handling Information 

(3) LS Server sends a privacy assertion request to PCE

(4) PCE sends a privacy assertion response with UE/user-based codeword checking message

Case 2 – LS Server stores Codeword Handling Information

(5) LS Server send(s) codeword verification request to Subscriber UE

(6) Subscriber UE/User verifies the codeword

(7) LS Server sends Location Request Response

5.2.1.2 Network-based Codeword Checking
The following figure shows Network-based codeword checking model.


[image: image2]
 Pre-codeword Registration

(1) Subscriber UE/User send(s) a location privacy update request to LS Server

(2) LS Server sends a location privacy update request to PCE

(3) PCE sends a location privacy update response to LS Server

(4) LS Server sends a location privacy update response to Subscriber UE/User

 Location Services 

(5) Subscriber UE/User sends a codeword to LS Client

(6) LS Client sends a location request to LS Server with codeword

(7) LS Server sends a location privacy assertion request to PCE

(8) PCE sends a location privacy assertion response to LS Server

(9) LS Server sends Location Request Response

<<End of changed clause>>
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