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1 Reason for Contribution

Consistency Review Comments Resolution for CONRR ID 82 & 083 on SUPL TS 1.0

	082
	2005-05-11
	T
	8.6
	Status Code – Table 5 Should there be some codes for the new Authentication messages or in general any codes for security errors? 

Proposed resolution: Discuss – If there are additional error codes that are found during consistency review, they should be added. However there may be error codes that are still unknown or incomplete.   

Agreed – bring in text.

	083
	2005-05-11
	T
	8.6
	In the status code field, no "Error Indicator" code exists for "Timeout" cases

Should indicate error code

Agreed – bring in text.


The SUPL TS 1.0 specification section 7.2.8 SUPL AUTH RESP says: “The purpose of the message is to inform the SET that it is allowed to continue with the SUPL procedure.”

If it happens that SLP does not allow SET to continue based on information that it receives in SUPL AUTH REQ message proper error code should be returned to SET in SUPL END.
2 Summary of Contribution

Consistency Review Comments on SUPL TS 1.0 Status Code – Table 5

Section 8.6: Status Code – Table 5

3 Detailed Proposal

Add following line to SUPL TS 1.0 Section 8.6 – Table 5.

8.6 Status Code

	Parameter
	Presence
	Values/description

	Status Code
	-
	The different status codes, either error or information indicators, as described in the ta ble below


	Status Code
	Description

	Error Indicator
	Indicates Errors

	unspecified             
	The error is unknown

	systemFailure               
	System Failure

	protocolError               
	Protocol parsing error

	dataMissing                 
	Needed data value is missing

	unexpectedDataValue         
	A datavalue takes a value that cannot be used

	posMethodFailure       
	The underlying positiong method returned a failure

	posMethodMismatch
	No positioning method could be found matching requested QoP, SET capabilities and pos method specified by SLP

	posProtocolMismatch
	No positioning protocol could be found being available at SET and SLP

	targetSETnotReachable       
	The SET was not responding

	versionNotSupported 
	Wrong ULP version

	resourceShortage   
	There were not enough resources available to serve the SET

	invalidSessionId
	Invalid session identity 

	Information Indicator
	Indicates Information

	consentDeniedByUser
	User denied consent for location determination session.

	consentGrantedByUser
	User granted consent for location determination session.

	nonProxyModeNotSupported
	The SET does not support “Non-Proxy” mode of operation.

	proxyModeNotSupported
	The SET does not support “Proxy” mode of operation.

	authenticationFailure 

	Authentication based on received information is failed.

	timeOut
	Time out noticed.


Table 5: Status Codes
…Update following item from SUPL TS 1.0 Section 9.3 - Common elements

StatusCode ::= ENUMERATED {

  unspecified(0), systemFailure(1), unexpectedMessage(2), dataMissing(3),

  unexpectedParameterValue(4), posMethodFailure(5), posMethodMismatch(6), posProtocolMismatch (7),

  versionNotSupported(8), resourceShortage(9), unexpectedDataValue(10), 

  invalidSessionId(11), nonProxyModeNotSupported(12), proxyModeNotSupported (13), authenticationFailure(14), timeOut(15),
  consentDeniedByUser(100), consentGrantedByUser(101) ,

  ...

}

Add following sections to SUPL AD 1.0 

6.9.7 Exception Procedures

6.9.7.1 SET Authorization Failure
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Figure 1 – SET-Initiated Error SET Authorization Failure
 

A. The SUPL Agent on the SET receives a request for position from an application running on the SET.  If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the SLP and sends a SUPL START message to start a positioning session with the SLP.
C. Authorization of the SET-initiated positioning request fails at the SLP (for example, the SET User has not subscribed to SET-initiated location services).

D. The SLP returns to the SET a SUPL END message containing the session-id and the cause-id indicating the error reason (“positioning not permitted”).  Afterwards the SET releases the secure IP connection and all resources related to this session at the Lup interface. 

6.9.7.2 SUPL Protocol Error

When during a SUPL session either the SLP or the SET receives a message, which cannot be processed by the receiving entity due to SUPL protocol error, the receiving entity shall send a SUPL END message to the sending entity including a cause-id indicating protocol error.

Possible protocol error cases can be

· mandatory and/or conditional parameter is missing

· wrong parameter value

· unexpected message

· invalid session-id

· positioning protocol mismatch

The SUPL END message includes the valid session-id actually being used in the session. When an invalid session-id has been received the invalid session-id shall be returned to the sending entity along with the cause-id. A received session-id shall be treated as invalid if no open session can be assigned to this session-id or in case of the SUPL INIT message, the session-id is not treated as SLP-generated by the SET.
Afterwards, the SLP and the SET release the resources related to this session at the Lup interface.

The described processing for protocol error does only apply to messages on the SUPL level. Exceptions, which occur during application of the specific positioning protocols (e.g., RRLP, RRC, TIA-801) shall be handled by means of the exception procedure specific for this positioning protocol along with the related messages.

The following SUPL protocol error types, attributable to either the SLP or the SET, are addressed by the general exception procedure shown below:

· Missing mandatory parameter(s)

· Wrong parameter value

· Unexpected message
· Positioning protocol mismatch
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Figure 2 – SET-Initiated Error SUPL Protocol Error

A. A SET-initiated location request has occurred, in either roaming or non-roaming SET scenario, in which the call flow has progressed to the SUPL messaging exchange between the SLP and the SET. 

B. A SUPL message sent from either the SLP or the SET contains a protocol error. Such message, if sent by the SLP, may be SUPL RESPONSE; such message, if sent by the SET, may be SUPL START or SUPL POS INIT.

C. The recipient (either the SLP or SET) of the SUPL message containing the protocol error responds with a SUPL END message containing the cause-id for the specific protocol error. Afterwards, both sides release all resources related to this session at the Lup reference point. 

6.9.7.3 SUPL timer expiration

When either a SLP or a SET timer expires, the procedure described in section 8 shall be followed.

6.9.7.x Authorization Failure at SET
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Figure x - NW Initiated Authorization Failure SET 

A. SUPL Agent issues an MLP SLIR message to the SLP, with which the SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the client-id.

B. The SLP verifies that the target terminal is currently not SUPL roaming. The SLP may also verify that the target terminal supports SUPL.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP SHALL also include Notification element in the SUPL INIT message.

D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

E. The SET SHALL use the Key Id and MAC to determine if the SUPL INIT message is authentic. In this case the SET get authentication error and returns the SUPL END message containing the session-id and the cause-id indicating the error reason (“authenticationFailure”).

F. The SLP sends the position response, containing the ms-id, client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

6.9.7.x Authorization Failure at SLP
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Figure x - NW Initiated Authorization Failure SLP 

A. SUPL Agent issues an MLP SLIR message to the SLP, with which the SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the client-id.

B. The SLP verifies that the target terminal is currently not SUPL roaming. The SLP may also verify that the target terminal supports SUPL.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP SHALL also include Notification element in the SUPL INIT message.

D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

E. The SET uses the address provisioned by the Home Network to establish a Secure IP connection to the SLC. The SET then checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case non-proxy mode is used and the SET SHALL send a SUPL AUTH REQ message to the SLC. The SUPL AUTH REQ message SHALL contain session-id, key-id 2 and SET nonce

F. The SLP get authentication error and the SLP returns the SUPL END message containing the session-id and the cause-id indicating the error reason (“authenticationFailure”).

G. The SLP sends the position response, containing the ms-id, client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve comments and update specifications. 
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