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1 Reason for Contribution

In Network-initiated case, if the verification of VER (Proxy mode) field or MAC value (Non proxy mode) fails, the Home SLP would send SUPL END message with appropriate error code and have to terminate the session. 
However, the error code for these cases is not specified in current SUPL1.0 TS. Therefore, the status code is needed in order to indicate that the authentication of SUPL INIT message fails.
This input contribution is to go into details about OMA-SEC-2005-0157-CR-SUPL-TS-statuscode-for-SUPL-INIT-authentication-failure.doc.
2 Summary of Contribution

The detailed proposal is in the section 3.
3 Detailed Proposal

The error which corresponds to the authentication failure of the SUPL INIT in general should be specified 'authSuplinitFailure' in SUPL1.0 TS. Also, the status code should indicate that the SUPL INIT message is not authenticated by the SET or the SLP.

In proxy mode, if the VER field in SUPL POS INIT message does not match, the H-SLP looks upon as happen the authentication failure of SUPL INIT message.

In non proxy mode, if the MAC value in SUPL INIT message does not match, the SET looks upon as happen the authentication failure of SUPL INIT message.
The case which the authentication failure of the SUPL INIT happens is as follows:
3.1 Proxy mode
Network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. The SUPL POS INIT message MUST contain a verification field (VER), which is an HMAC of the complete SUPL INIT message.
When the H-SLP receives the SUPL POS INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message. If this verification fails the Home SLP MUST terminate the session with the relevant SUPL END message which contains the status code for authentication failure of SUPL INIT. Hence we should add the error indicator for the error in SUPL1.0 TS.
If the SUPL POS INT message was corrupted in transit, then the H-SLP should send SUPL END message with existing error code (i.e., protocol error, data missing). This case the H-SLP will know that the transmission error happen to the message before the H-SLP check the VER field.
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3.2 Non-Proxy mode
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If the verification of MAC value fails the H-SLP must finish the session without charging the user and send SUPL END message which contains the status code for authentication failure of SUPL INIT.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to discuss and adopt the definition of the SUPL Status Code for SUPL INIT authentication failure.









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

_1195298261.vsd
꽝!!!�


_1195298299.vsd
꽝!!!�


H-SLP


Target SET


 


Authentication Failure of SUPL_INIT�

B


 


SPC


SLC


A


Data Connection 
Setup


C


D


Internal Initialization


PT1


SUPL INIT (session-id, SPC address, posmethod, SLP mode, mac, key-id)


SUPL END (session-id, Status Code)


MAC value does not match



