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1 Reason for Change

In Network-initiated case, if the verification of VER (Proxy mode) field or MAC value (Non proxy mode) fails, the Home SLP would send SUPL END message with appropriate status code and have to terminate the session. 

However, the error code for these cases is not specified in current SUPL1.0 AD. Therefore, the status code is needed in order to indicate that the authentication of SUPL INIT message fails.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve proposed CR and update the SUPL1.0 AD accordingly.
6 Detailed Change Proposal
<Start of changes>
7.1.3.1     Authentication of the SUPL INIT Message
Proxy mode network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. The SUPL POS INIT message MUST contain a verification field (VER), which is an HMAC of the complete SUPL INIT message. When the H-SLP receives the SUPL POS INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message. If this verification fails the Home SLP MUST terminate the session with the SUPL END message which contains status code ‘authSuplinitFailure’. 

HMAC for the verification field MUST be calculated as follows:

VER=H(H-SLP XOR opad, H(H-SLP XOR ipad, SUPL INIT))

where H-SLP is the FQDN of the H-SLP address configured in the SET. Note that the H-SLP address is not considered secret. The HMAC construct used here does not provide any data authentication but is only used as an alternative to a HASH function. SHA-1 MUST be used as the hash (H) function in the HMAC. The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e., the HMAC MUST be implemented as HMAC-SHA1-64.
For Non-Proxy mode operations network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. When the H-SLP receives the SUPL AUTH REQ, it MUST check the received “SLP Session Id” fields against the expected values. If this verification fails the H-SLP MUST drop the session with the SUPL END message which contains status code ‘authSuplinitFailure'.
<End of changes>
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