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1 Reason for Change

See document OMA-LOC-2007-0066-INP-SUPL_CR_ Security Changes. Only overall changes shown (no differences between revisions shown). Comment balloons show any changes since last revision.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and forward to OMA-LOC along with indication of OMA-SEC’s approval.
6 Detailed Change Proposal

6.
Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.
Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.0 ciphersuites and TLS-PSK ciphersuites. 

On powering up and shutting down, detection of a new UICC or removal of a UICC, the SET handset MUST delete any keys  on the SET handset associated with SUPL v2.0, including
· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF,.
· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_H-SLC_SET_Key, PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.
6.1
SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and an H-SLP.  Server authentication SHALL be supported between a SET and an E-SLP, and mutual authentication MAY be supported between a SET and E-SLP.
When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which in turn are provisioned by the SUPL Service Provider. 





· 
· 
· 
· 
Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN). 
6.1.1
SET-SLC Mutual-Authentication Methods
Section 6.1.1.1 lists the SET-SLC authentication methods supported in this specification. An informative overview of these methods is provided in Section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory, optional or recommended in the various SUPL v2.0 entities, and lists the protocols required in each entity if it is to support a given SET-SLC mutual-authentication method. 

6.1.1.1

List of Supported SET-SLC Mutual-Authentication Methods (Normative)

The SUPL Authentication model requires shared secret keys between the SLC and the SET, preferably bound to a removable token such as a R-UIM/UICC/SIM/USIM. 

There are two classes of SET-SLC authentication methods specified in this document:

· PSK-based methods, consisting of the following methods:

· Generic Bootstrapping Architecture (GBA)-based method,
· SUPL-Specific Key (SSK)-based method (only applicable to 3GPP2 Home-SLC). 
· Server-certificate based methods, consisting of the following methods:

· Alternative Client authentication (ACA)-based method,
· SLC-only method (only applicable in emergency cases).
6.1.1.2

Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

· SET and SLC are mutually authenticated using TLS with GBA. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,

· Alternative Client authentication of the SET to the SLC (see Section 6.1.4). In this case, the SLC authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

SUPL-Specific Key (SSK)-based (only applicable to 3GPP2 Home-SLC). 

Note that the SSK-based authentication method can only be used between the SET and the SET’s H-SLC. If the H-SLC is acting as an E-SLC for the SET, then this authentication method may be used. However, other E-SLC’s will be unable to use this authentication method.
· In this case, each SET (or SET-UICC) shares a pre-provisioned key with the Home-SLC. 

· This shared key is used to derive a temporary PSK_H-SLP_SET_Key in the H-SLC and SET handset as specified in 6.1.2.3.

· The PSK_H-SLP_SET_Key is then used to establish mutually-authenticated TLS-PSK sessions [RFC 4279] between H-SLC and SET handset.

· Note that the SSK-based method is only intended to be a stop-gap measure: when GBA is fully standardized for 3GPP2, GBA should be deployed to replace the SSK-based method.

SLC-only. This is used in scenarios where it is not possible for the SLC to authenticate the SET. The SET cannot distinguish between this method and ACA-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,

· The SET is not authenticated.

6.1.1.3

Supported SET-SLC Mutual-Authentication Methods by Entity (Normative)
Tables 6.1 and 6.2 indicates those methods that are mandatory and those methods that are optional to implement in the Bearer Network, Home-SLC, Emergency-SLC, SET handset and SET UICC for SUPL 2.0; Table 6.1 applies for GSM/UMTS systems and Table 6.2 applies for CDMA systems
. Table 6.3 lists the required protocols for the H-SLC, SET Handset and SET UICC for supporting each the various mutual authentication methods.

	Entity
	Requirement Status for SUPL Authentication Method in GSM and UMTS systems

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Bearer Network
	Optional
	na

	Home-SLC
	Mandatory to support one of these two methods.
	Not supported

	Emergency-SLC
	Optional
	Optional
	Optional

	SET Handset
	Optional
	Mandatory
	Mandatory

	SET UICC
	Supported by default
	Supported by default
	Supported by default


Table 6.1: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET UICC for GSM and UMTS systems.
	Entity
	Requirement Status for SUPL  Authentication Method in CDMA systems

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	SSK-based
	ACA-based
	SLC-only

(E-SLC only)

	Bearer Network
	Optional
	na
	Optional
	na

	Home-SLC
	Mandatory to support one of these three methods
	Not supported

	Emergency-SLC
	Optional
	Optional if E-SLC is also H-SLC, otherwise not applicable
	Optional
	Optional

	SET Handset
	Optional
	Optional
	Mandatory
	Mandatory

	SET UICC
	Supported by default
	Optional
	Supported by default
	Supported by default


Table 6.2: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET UICC for CDMA systems.
	Entity
	Algorithms required to support the Mutual Authentication between SET and SLC

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	SSK-Based (3GPP2 only)
	ACA-based
	SLC-only (E-SLC only)

	Bearer Network
	GBA  
	na
	IP Address/SET ID binding
	n/a

	SLC
	GBA (inc. HTTP with Digest AKA response and rspauth),

 TLS-PSK
	SSK Key Establishment [To be determined] &

 TLS-PSK
	 TLS 1.0 using server certificates  &  IP Address/SET ID binding
	TLS 1.0 using server  certificates

	SET Handset
	GBA (inc. HTTP with Digest AKA response and rspauth)

TLS-PSK
	SSK Key Establishment [To be determined], &
 TLS-PSK
	TLS 1.0 using server certificates

	SET UICC
	Na
	SSK Key Establishment [To be determined]
	n/a


Table 6.3
. Required protocols for the SLC
, SET Handset and SET UICC for supporting the various mutual authentication methods.
6.1.1.4

Guidelines for Minimizing TLS Handshake Workload (Normative)
The procedures in this section will minimize the workload associated with establishing TLS sessions between the H-SLC and SET

If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS sessions to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed. Note: the H-SLC allows the session to be resumed by allocating a TLS SessionID as describe in [RFC 2246]. The advantage of resuming a TLS session is that resuming a TLS session based on server certificates does not require the public-key operations: only symmetric cryptographic algorithms are required (which require significantly less processing).
Note:  If the SET does not wish to resume a TLS session, then the SET simply starts a fresh TLS handshake without including the TLS SessionID. A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake. The H-SLC then chooses whether or not the H-SLC chooses to resume the TLS session. The details are specified in [RFC 2246]. 
The SET chooses whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 

· The SET MAY choose to not resume a TLS session earlier than this if desired. 

· The SET MUST NOT resume a session that was established prior to power-up. 

The H- CAN chooses whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 

· The H-SLC MAY choose to not resume a TLS session earlier than this if desired. 

· The H-SLC MUST NOT resume a TLS session if the SET’s IP address has changed.

6.1.3
TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutual authentication method to be applied
.

Note: The SET
 always supports the ACA-based method. 

For GSM/UMTS SETs, the negotiation of authentication method is incorporated into the relevant GBA specifications [????], and is outside of scope of this document. 

The remainder of Section 6.1.3 (including subsections) applies only to SETs that support CDMA: the remainder of Section 6.1.3 does not apply to SETs that only support GSM/UMTS.

If the SLC supports CDMA SETs, then the SLC shall maintain a certificate that lists the authentication mechanisms currently supported by the SLC. This certificate shall be available at the FQDN cert.H-SLP-FQDN, where H-SLP-FQDN is the FQDN of the H-SLP. The certificate is retrieved using HTTP request over TCP/IP connection. 3GPP2 SETs MUST be provisioned with a root certificate that can be used to verify the H-SLC certificate.
6.1.3.1
Principles for negotiating a CDMA SET-SLC Mutual-Authentication Method (Informative)
A CDMA SET determines the authentication mechanisms supported by the SLC by examining a current certificate for the H-SLC: this certificate indicates the authentication mechanism currently supported by the SLC. When establishing a TLS connection to the H-SLC, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods first

· :GBA-based method first preference,

· SSK-method second preference,

· Server-based methods:  third preference (from
 the SET’s perspective there is no difference between the ACA-based method and the SLC-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports GBA may be unable to use the GBA-based method at a given point in time. due to a BSF experiencing problems. Similarly, a that supports the SSK-based method may be unable to use the SSK-based method due to the H-SLC experiencing problems in performing the SSK-handshake. Therefore, an attempt by the SET to establish authentication using GBA and/or SSK does not guarantee that the SET shall be able to establish GBA-based keys and/or SSK based keys.

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism. 

If only GBA and/or SSK-based methods are indicated  as supported by the H-SLC, and the bootstrapping /SSK-Handshake fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the E/H-SLC supports only GBA, then SUPL v2.0 can only be used by subscribers of carriers that have deployed GBA.

If the E/H-SLC supports only SSK, then SUPL v2.0 can only be used by subscribers with SSK-capable UIM/UICC.

If the E/H-SLC supports only ACA, then SUPL v2.0 can only be used in circumstances discussed in detail in Sections 6.1.4

6.1.3.2
Authentication-Method Negotiation for CDMA SET (Normative)

1. The SET determines the authentication methods supported by both SET and SLC, using the SLC capabilities in a current SLC certificate.

2. If the SET and SLC both support GBA, then the SET shall attempt a TLS handshake as specified for TLS-PSK using GBA (see [S.S0114]), with Client capabilities only indicating supported PSK ciphersuites. 

· If this handshake is successful, then the remaining steps of the SET-SLC authentication are ignored.

·  If this handshake
 fails, then the SET shall proceed to the next step.

3. If the SET and SLC both support the SSK-based method, then the SET shall attempt a TLS handshake as specified in Section 6.1.3.3. 

· If this handshake is successful, then the remaining steps of the SET-SLC authentication are ignored.

·  If this handshake
 fails, then the SET shall proceed to the next step.

4. If the SET and SLC both support the Server-certificate-based methods, then the SET shall attempt a TLS Server-certificate handshake as specified in [RFC2246], with Client capabilities only indicating supported server-certificate ciphersuites.
6.1.3.3
TLS-PSK Handshake with the H-SLC
 for SSK-based Authentication Method
[Editor’s note: I will add the appropriate figure for the call flow at this point in the document]
The TLS handshake call flow is specified in [RFC2246]. Where the following description results in a call flow inconsistent with [RFC 2246], [RFC 2246] takes precedence.
Note that the SSK-based authentication method can only be used between the SET and the SET’s H-SLC. If the H-SLC is acting as an E-SLC for the SET, then this authentication method may be used. However, other E-SLC’s will be unable to use this authentication method.
The SET only attempts a TLS-PSK handshake using SSK-based authentication if the SET possesses a current and valid certificate for the H-SLC (as described in Section 6.1.3.1) and that certificate indicates that the H-SLC supports SSK.
The TLS-PSK handshake using SSK-based authentication proceeds as follows: 

1. Regarding  the TLS ClientHello message sent from the SET handset to the H-SLC:

· The SET handset includes the supported PSK ciphersuites in the list of Client capabilities.
2. The H-SLC responds for a TLS server that supports TLS-PSK (see [RFC 4279]). This includes sending the following TLS handshake messages:
· ServerHello
· ServerKeyExchange. If the H-SLC supports the SSK-based method, then the H-SLC includes “OMA-SUPL-v2.0-SSK” in the psk_identity_hint parameter of this message. If the H-SLC supports the GBA-based method, then the H-SLC also includes “3GPPP-GBA-Bootstrapping”
· ServerHelloDone.
3. The SET SHOULD confirm that the psk_identity_hint parameter in the ServerKeyExchange message in 
4. The SET attempts to establish a PSK_SLC_SET_Key and SSK_PSK-TID .
a. If a valid PSK_SLC_SET_Key and SSK_PSK-TID is present on the SET handset then the SET handset SHALL use these values for the psk and psk_identity.
b. Otherwise the SET handset shall initiate the SSK Handshake procedure. 
· If this procedure is unsuccessful, then the SET handset shall set psk to PSK_SLC_SET_Key. The SET derives the TLS pre_master_secret as specified in [TLS-PSK]. The SET sets psk_identity to “OMA-SUPL-v2.0-SSK” followed by the separator character “;” and finally the SSK-TID.
· If this procedure is unsuccessful, then the SET handset shall end the TLS handshake with the appropriate error message.
From hereon, the SET handset and SLC follow the TLS handshake as specified for the specified TLS ciphersuite using the certificate provided by the SLC. The pre_master_secret MAY be stored on the SET handset for use in further resumed TLS sessions, however, this value MUST be deleted on power down.
Note: the remaining steps are shown here for informative purposes only.

· TLS NOTE:  There is no TLS (Client) Certificate message sent in this TLS handshakes.

5. The TLS master_secret is determined in the SET handset as specified in [TLS 1.0].

6. Regarding TLS ClientKeyExchange message 

· This message contains the psk_identity determined step 3. 

· TLS NOTE: There is no TLS CertificateVerify message sent in this TLS handshakes.

7. The SET handset sends ChangeCipherSpec and Finished messages to the SLC.

· The Finished message contains verify_data. which is determined in the SET handset as specified in Section 7.4.9 of [TLS 1.0].

8. TLS master_secret Generation at the SLC: 

· If psk_identity begins with “OMA-SUPL-v2.0-SSK;”, then the SLC knows that the SSK-based method is in use. The SLC extracts the SSK-TID from the ClientKeyExchange message, verifies that this corresponds to a current PSK_SLP_SET handset_Key: this key is the PSK. The SLC derives the TLS pre_master_secret as specified in [TLS-PSK].

9. The TLS master_secret is determined in the SET handset as specified in [TLS 1.0]

10. The SLC validates the Finished message sent by the SET handset as specified in [TLS 1.0].

11. The SLC sends ChangeCipherSpec and Finished messages to the SET handset.

· The Finished message contains verify_data which is determined in the SLC as specified in Section 7.4.9 of [TLS 1.0].

12. The SET handset validates the Finished message sent by the SLC as specified in [TLS 1.0].

13. The SET handset and SLC use the TLS Application protocol to securely transmit data to each other.













�This sentence has been altered to remove description of hoe PSK_H-SLP_SET_Key is derived from shared key.


�Tables have been clarified following suggestion by RLF Blom


�Table number updated.


�“H-SLC” changed to “SLC”


�[Editor’s note: The old Section 6.1.3 “Processing the SUPL INIT Messages” has been moved to Section 6.1.7.] 


�Deleted the following text “The negotiation uses the TLS handshake ciphersuites as “indicators” of the mutual authentication mechanisms supported by the SET and SLC.”


�Deleted “handset” since SET UICC supports ACA by default, and thus SET always supports the ACA-based method.


�This text was “…CDMA SETs: the following text does not apply to GSM/UMTS SETs” changed to “SETs that support CDMA”. It was changed to allow for SETs that support both CDMA and GSM/UMTS.


�Note: “form” changed to “from”


�Note: “session” changed to “handshake”


�Note: “session” changed to “handshake”.


�This call flow now applies for both H-SLC and E-SLC since an E-SLC may be a H-SLC.
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