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1 Reason for Change

GPM exists in the architecture schema in the LOCSIP AD. It needs some usage definition in the TS. This contribution provides a first set of elements for the TS.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the changes.
6 Detailed Change Proposal

Change 1:  Add references
2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[3GPP TS 23.228]
	“IP Multimedia Subsystem (IMS); Stage 2”, 3GPP TS 23.228,
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.228/

	[3GPP TS 33.203]
	”Access Security for IP-based Services”, 3GPP TS 33.203

http://www.3gpp.org/ftp/specs/html-info/33203.htm

	[3GPP2 S.R0086-A]
	”IMS Security Framework”, Revision A, Version 1.0

http://www.3gpp2.org/public_html/specs/tsgs.cfm

	[3GPP2 X.S0013-002-B]
	“All-IP Core Network Multimedia Domain: IP Multimedia Subsystem - Stage 2”, Revision B, Version 1.0, 3GPP2,
URL: http://www.3gpp2.org/Public_html/specs/index.cfm

	[CHG_AD]
	“Charging Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-Charging-V1_0, URL: http://www.openmobilealliance.org/

	[IETF-EventThrottle]
	IETF draft-niemi-sipping-event-throttle-06 “Session Initiation Protocol (SIP) Event Notification Extension for Notification Throttling”, A. Niemi, Feb 22, 2008, URL: http://tools.ietf.org/html/draft-niemi-sipping-event-throttle-06

Note: IETF Draft work in progress

	[IETF-Location-Filters]
	IETF   draft-ietf-geopriv-loc-filters-02 "A Document Format for Filtering and Reporting Location Notications in the Presence Information Document Format Location Object (PIDF-LO)", URL:  
http://tools.ietf.org/html/draft-ietf-geopriv-loc-filters-02.txt 

Note: IETF Draft work in progress

	[IETF-SubNotEtag]
	IETF draft-ietf-sip-subnot-etags-02 “An Extension to Session Initiation Protocol (SIP) Events for Conditional Event Notification”, A. Niemi, Feb 25, 2008, URL: http://tools.ietf.org/html/draft-ietf-sip-subnot-etags-03.txt
Note: IETF Draft work in progress


	[IMSARCH]
	"IMS in OMA Architecture Document", Open Mobile Alliance™,  OMA-AD-IMS-V1_0, URL:http://www.openmobilealliance.org/

	[LOCSIP-AD]
	“Location in SIP/IP core Architecture”, Open Mobile Alliance™, OMA-AD-LOCSIP-V1_0,
URL:http://www.openmobilealliance.org/

	[LOCSIP-RD]
	“Location in SIP/IP core Requirements”, Open Mobile Alliance™, OMA-RD-LOCSIP-V1_0,
URL:http://www.openmobilealliance.org/ 

	[OMA GPMAD]
	"Global Permissions Management Architecture", OMA-AD-GPM-V1_0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[OMA SEC CF]
	“Security Common Functions Architecture, V1.0”,OMA-AD-SEC_CF-V1_0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/

	[OMA XDMAD]
	“OMA XML Document Management (XDM) Architecture, V2.0”,OMA-AD-XDM-V2_0, Open Mobile Alliance™, URL: http://www.openmobilealliance.org/

	[PIDF-LO-PROF]
	GEOPRIV PIDF-LO Usage Clarification, Considerations and Recommendations, J. Winterbottom etc, September 12, 2008, URL: http://tools.ietf.org/id/draft-ietf-geopriv-pdif-lo-profile-12.txt

	[GeoPriv_Policy]
	“Geolocation Policy: A Document Format for Expressing Privacy Preferences for Location Information,” H. Schulzrinne, et al, Mar. 2008, URL: http://tools.ietf.org/id/draft-ietf-geopriv-policy-17.txt

	[RFC3265]
	“Session Initiation Protocol (SIP)-Specific Event Notification”, A.B. Roach, June 2002, RFC 3265,
URL: http://www.ietf.org/rfc/rfc3265.txt

	[RFC3863]
	IETF RFC 3863 “Presence Information Data Format (PIDF)”, H. Sugano etc, August 2004, URL :http://www.ietf.org/rfc/rfc3863.txt

	[RFC4119]
	“A Presence-based GEOPRIV Location Object Format”, SJ. Peterson, December 2005,
URL:http://www.ietf.org/rfc/rfc4119.txt 

	[RFC4479]
	IETF RFC 4479 “A Data Model for Presence”, J. Rosenberg, Jul 2006, URL:http://www.ietf.org/rfc/rfc4479.txt

	[RFC4662]
	“A Session Initiation Protocol (SIP) Event Notification Extension for Resource Lists”, A. B. Roach et al, August 2006, RFC 4662,
URL: http://www.ietf.org/rfc/rfc4662.txt

	[RFC5025]
	“Presence Authorization Rules”, J. Rosenberg, December 2007,
URL: 

 HYPERLINK "http://www.ietf.org/rfc/rfc5025.txt" 
http://www.ietf.org/rfc/rfc5025.txt

	[RFC5139]
	IETF RFC 5139, “Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)”, M. Thomson etc, February 2008, URL: http://www.ietf.org/rfc/rfc5139.txt

	[URILISTSUB]
	“Subscriptions to Request-Contained Resource Lists in the Session Initiation Protocol (SIP)”, G. Camarillo, A. Roach, O. Levin, November 2007,
URL: http://www.ietf.org/internet-drafts/draft-ietf-sip-uri-list-subscribe-02.txt
Note: IETF Draft work in progress

	[XDM_Core]
	“XML Document Management Specification”, Version 2.0, Open Mobile Alliance(, OMA-TS-XDM_Core-V2_0, URL: http://www.openmobilealliance.org/

	[XMLENC]
	“XML Encryption Syntax and Processing”, W3C Recommendation 10 December 2002,URL:http://www.w3.org/TR/xmlenc-core/

	[XMLSIG]
	“XML Signature Syntax and Processing”, W3C Recommendation 12 February 2002, 
URL:http://www.w3.org/TR/xmldsig-core/

	[GeoShape]
	"GML 3.1.1 PIDF-LO Shape Application Schema for use by the Internet Engineering Task Force (IETF)", Thomson, M. and C. Reed, Candidate OpenGIS Implementation Specification 06-142r1, Version: 1.0, April 2007.

	[RFC2046]
	IETF RFC 2046 “Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, N. Freed et. al., Nov 1996, URL: http://www.ietf.org/rfc/rfc2046.txt

	[RFC2387]
	IETF RFC 2387 “The MIME Multipart/Related Content-type”, E. Levinson, Aug 1998, URL: http://www.ietf.org/rfc/rfc2387.txt

	[RFC3856]
	IETF RFC 3856 “A Presence Event Package for the Session Initiation Protocol (SIP)”, J. Rosenberg, Jan. 2003, URL: http://www.ietf.org/rfc/rfc3856.txt

	[XDM_List]
	Shared List XDM Specification”, Version 2.0, Open Mobile Alliance(, OMA-TS-XDM_Shared-V2_0, URL: http://www.openmobilealliance.org/

	[OMA GPMTS]
	"Global Permissions Management Technical Specification", OMA-TS-GPM-V1_0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	
	


Change 2:  Introduce GPM as the alternate rules evaluation mechanism
5.2.1 Handling of location subscriptions
Before accepting a SUBSCRIBE request, the Location Server SHALL perform authorization of the subscription attempt of the Location Client per Target’s Location Information policy.  If the Location Server accepts the SUBSCRIBE request, the Location Server SHALL process the SUBSCRIBE request in accordance with [RFC3265] and [RFC3856] with the following clarification:

The Location Server SHALL NOT terminate a subscription because the Location Information of the Target being monitored does not exist. This allows a Location Client to remain subscribed to the Target and receive its Location Information whenever it is available. 

If the Target is identified by a SIP URI and also a tel URI, the Location Server SHALL consider these URIs equivalent for the purposes of event package subscriptions.

The Location Server SHALL accept only SUBSCRIBE requests which include a Feature tag for location service (as described in Appendix D). 
The Location Server MAY have a local policy to limit the maximum number of simultaneous subscriptions to a Location Information. The local policy MAY be on a per-Target basis. If the Location Server determines to reject an initial subscription due to the current number of active subscriptions to the Target being equal to or greater than the maximum, the Location Server SHALL send a 503 (Maximum number of subscriptions exceeded) response. The response SHOULD include the Retry-After header field (e.g. based on the expiry of active subscriptions), in order to suggest to the Location Client not to retry the subscription prior to the Retry-After time.

The Location Server processes the Location Information before delivering it to the Location Clients by applying the following steps in this order:

1) Location Rules (see section 5.2.1.1) 

2) Location event notification filtering (see section 5.2.1.2)
3) Location QoS handling (see section 5.2.1.3)

4) Event notification throttling (see section 5.2.1.4)

5) Event notification suppression (see section 5.2.1.5)

6) Notification generation (see section 5.2.1.6)
Before applying Location Rules, LOCSIP MAY either:

· Evaluate and apply Location Rules itself or

· Delegate the evaluation of Location Rules to GPM 

The policies to authorize the Location Client’s subscription request are described in Appendix C, Section C.1 “Subscription Authorization Rules”. Rules handling with GPM is described in chapter 5.9.
5.2.1.1 Applying Location Rules
The Location Rules in the Location Policy XDMS consist of two parts:
· Subscription Authorization Rules (described in Appendix C, Section C.1 “Subscription Authorization Rules”), which determine if a Location Client is allowed to subscribe to the Target’s Location Information; and

· Location Privacy Rules (described in Appendix C, Section C.2 “Location Privacy Rules”), which determine the subset of the Target’s Location Information the Location Client is allowed to receive.

The authorization decision in the Location Server SHALL be determined based on authorization policies defined by the service provider (local policy) and the Subscription Authorization Rules document stored in the Location Policy XDMS.

The Location Server SHALL apply the Subscription Authorization Rules to all authenticated SUBSCRIBE requests and outgoing NOTIFY requests for the event package.
When the Target changes the Location Rules, the Location Server SHALL ensure it applies the Location Rules with those most recent changes.

When a SUBSCRIBE request is received, the Location Server SHALL fetch the Target’s Location Rules document stored in the Location Policy XDMS according to the procedures defined in [XDM_Core] “Document Management”. 

The Location Server SHALL determine which rules in the Location Rules document are applicable and evaluate the combined permissions according to the procedures described in [XDM_Core] “Combining Permissions”, with the following clarifications:

· The Location Server SHALL use the received P-Asserted-Identity header (as defined in [3GPP-TS_24.229] and [3GPP2-X.S0013-004]) in the SUBSCRIBE request to determine the URI value used for matching against a conditions element.  

If an attempt to resolve an <external-list> condition element fails, the Location Server SHALL regard the Subscription Authorization Rules document as invalid and act according to the default policy of the Location Server. 
If there is no matching rule then the Location Server SHALL further handles the subscription according to the default policy of the Location Server. However, it is out of scope of the present specification to define how the default policy is configured.  

After evaluating the combined permissions, the Location Server SHALL handle the subscription for this Location Client based on the value of the <sub-handling> action as follows:

· If the value is “block” or there is no value, then the Location Server SHALL reject the subscription by responding to the SUBSCRIBE request according to rules and procedures of Appendix C; 

· If the value is “allow”, then the Location Server SHALL place the subscription in the “active” state according to rules and procedures of [RFC5025], section 3.2 and apply the Location Privacy Rules defined under the “transformations” element of the matched rules as specified in Appendix C.

While a Location Client’s subscription is active, a Target may update its Subscription Authorization Rules. The Location Server SHALL re-evaluate the subscription state for each Location Client based on the new Subscription Authorization Rules.  For example, a Target may decide to block subscriptions from a Location Client. If the Location Client has an active subscription to the Target’s Location Information, the Location Server terminates the subscription and blocks any future subscription requests from this Location Client.

Furthermore, while a Location Client’s subscription is active, a Target may update its Location Privacy Rules. The Location Server SHALL re-determine the subset of the Target’s Location Information the Location Client is allowed to receive. 

The Location Server MAY determine that the Subscription Authorization and/or Location Privacy Rules have been updated by subscribing to changes made to XML documents stored in the Location Policy XDMS
Change 3:  Text about GPM
5.9 GPM

In order to enforce the privacy of the Location Information, LOCSIP MAY use the Global Permission Management (GPM) enabler as defined in [OMA GPMTS].

5.9.1 Authorization and Privacy Rules

Since GPM does not implement a notification mechanism, LOCSIP SHALL check the authorization and privacy rules at least whenever it:

· receives a subscription or a subscription refresh

· sends a notification with location information
5.9.2 Input template

The request to the GPM must follow the input template defined in [OMA GPMTS] with the following precisions:

The value of the ConsumerID SHALL convey the identity to be matched to the <identity> element of the Authorization and Privacy Rules document.

The requestedAttributes element SHALL contain only one <targetAttributeName> element. The value of the <targetAttributeName> element SHALL be set to: oma_location.

Note: additional elements in input template may be required.

5.9.3 Ouput template

The request to the GPM must follow the output template defined in [OMA GPMTS] with the following precisions:

In case the "decision" attribute of the <permissionsResult> element returned in the output template is set to "GRANT" and the <condition> element of the rule contains elements that pertain to the location of the Target, LOCSIP SHALL evaluate the condition returned in the output template prior to accepting a subscription or delivering a notification.

Editor's Note: This condition will be contained in the <additional information> element of the GPM output template, but this has not yet been defined by GPM

Editor's Note: the transformations are also contained in the additional information
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