Doc# OMA-LOC-2009-0019-CR_SUPL2_0_TS_ULP_correct_BasicMAC[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-LOC-2009-0019-CR_SUPL2_0_TS_ULP_correct_BasicMAC
Change Request



Change Request

	Title:
	SUPL 2.0, TS ULP,  Correction of Basic MAC calculation
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	LOC

	Doc to Change:
	OMA-TS-ULP-V2_0-20080627-C

	Submission Date:
	01 Feb 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Åke Busin, Ericsson

	Replaces:
	n/a


1 Reason for Change

As can be seen in section 6.1.6.6 and in ASN.1 definition quotation below the "basicMAC" element have a length of 32 bit. The algorithm does however use HMAC-SHA256-64 resulting in 64 bit that it needs to be truncated to 32 bits. To avoid ambiguity on how to truncate the result it is proposed to instead use HMAC-SHA256-32.

ProtectionLevel ::= SEQUENCE {

 protlevel

ProtLevel
OPTIONAL,

 basicProtectionParams
BasicProtectionParams
OPTIONAL,

...}

ProtLevel ::= ENUMERATED {

 nullProtection(0), basicProtection(1), ...}

BasicProtectionParams ::= SEQUENCE {

 keyIdentifier 

OCTET STRING(SIZE (8)),

 basicReplayCounter

INTEGER(0..65535),

 basicMAC

BIT STRING(SIZE (32)),

2 Impact on Backward Compatibility

No impact if CR implemented.

3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agreed to proposed change
6 Detailed Change Proposal

6.1.6.6  Specifications for Basic SUPL INIT Protection LevelAs 

A SUPL INIT Protector for Basic SUPL INIT Protection includes the following parameters:

· Key Identifier: corresponds to the current B-TID. 

· BasicReplayCounter: length = 2 octets.

· BasicMAC: length = 4 octets.

The BasicMAC parameter is generated as follows:

· BasicMAC = HMAC-SHA256-32(SUPL_INIT_Basic_IK, SUPL_INIT’), where
· SUPL_INIT_Basic_IK = HMAC-SHA256-128(SUPL_INIT_ROOT_KEY, “Basic IK”),
· For GBA-based deployments the SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using the GBA Ua security protocol identifier for SUPL INIT protection as defined in OMNA Registry [OMNA],

· For SEK-based deployments the SUPL_INIT_ROOT_KEY is the SEK_MAC as defined in section 6.1.2.2.
· SUPL_INIT’ corresponding to the SUPL INIT message with all parameters except MAC assigned, and with the MAC parameter set to all zeroes, and 
· HMAC-SHA256-32 and HMAC-SHA256-128 are specified in [HMAC].
The H-SLP is required to store a BasicLastReplayCounterValue of length equal to the length of BasicReplayCounter parameter for each SET for which Basic SUPL INIT protection level is assigned.
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