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1 Reason for Contribution

Address questions from LOC LS OMA-CD-2009-0059-ILS_from_OMA_LOC_on_SUPL_Requirements_for_CD_Push.
2 Summary of Contribution

The response is provided. Note the response text below is under R&A in CD, and may be updated before the Sorrento meeting.
3 Detailed Proposal

Following are the responses to the LOC questions in their LS. LOC LS text is in italics. CD responses are prefixed with [CD].

The OMA LOC WG is responsible for the SUPL work item release 1.0, 2.0 and 3.0.  SUPL uses OMA-ERP_SIP_PUSH-V1_0 and OMA-WAP-TS-PAP-V2_2-20071002-C, “Push Access Protocol”, Open Mobile Alliance™ as the push mechanism for Network Initiated location requests from a location client. The SUPL server includes a SUPL INIT message within the push payload. This message is used to "wake-up" a handset to initiate a location request to the SUPL Server.

The current LOC TS specifies using OMA Push, SIP Push, Mobile Terminated SMS and UDP/IP to transport the message.

The ULP technical specification it currently used in the following list of environments.  Note that a given handset may support one or several of the interfaces concurrently.

1. CDMA/HRPD

2. GSM/UMTS

3. WiMAX

4. LTE

5. Wireless LAN

6. Wired LAN

There are limitations to the approach SUPL has used so far:

1. The burden of what method to transport the push message is on the SUPL Server.
[CD] Via the PAP interface, the SUPL Server can delegate the transport network/bearer selection to the Push enabler. The applicable network/bearer for the target device (i.e. what is supported and currently available for delivery) can be known by the PPG, which is typically deployed in an environment in which it has access to this information, or has unspecified interfaces via which it can obtain the information (e.g. the OMA DPE-3 interface, or other proprietary interfaces). The specific networks listed are supported by the OMA Push enabler using the following bearer options, which are a deployment consideration:
	Network
	WAP1/SMS
	WAP2/HTTP
	SIP
	SIP/ IMS

	CDMA/HRPD 
	Yes
	Yes
	Yes
	Yes

	GSM/UMTS
	Yes
	Yes
	Yes
	Yes

	WiMAX
	No
	Yes
	Yes
	Yes

	LTE
	Yes (1)
	Yes
	Yes
	Yes

	Wireless LAN
	No
	Yes
	Yes
	Yes

	Wired LAN
	No
	Yes
	Yes
	Yes


(1) With “SMS over IP” or “SMS over SGs” (transition solutions).  Target solution should be SIP Push / IMS.
(2) Note that SIP Push in SIP and SIP/IMS environments has been fully specified by OMA and is at the Candidate stage in the enabler release OMA Push 2.2. However to date, no vendors have brought SIP Push supporting products to IOP.
2. The ULP technical specification is being utilized by other enablers outside of OMA and these technologies do not have SMS.
[CD] As long as the networks can support WAP2 Push, or SIP Push, SMS support is not necessary.

3. There is no prioritization for messages for emergency services scenarios.
[CD] Message prioritization is not addressed by the OMA Push enabler, except for support of a “priority” field in the PAP interface. However there are no requirements mandating Push message delivery in any specific order. Any handling of the PAP priority flags would be an implementation-specific feature, and would likely only affect the placement of Push messages in queues of the PPG (e.g. with high priority messages being queued ahead of lower priority messages).

The following limitations were identified in OMA-LOC-2009-0277-INP_SUPL_INIT_Delivery_Consideration.zip contribution:

4. High latency: For short message and WAP PUSH, they both work over user-plane, hence, high latency is usually inevitable.

[CD] Push messages are usually delivered quickly from the time that the Push Initiator issues the PAP request. The only major sources of latency other than terminal paging are the potential queuing in the PPG or SMSC under high load situations. Once the Submit SM is handled by the SMSC, the only latency usually encountered is the time to deliver through the GSM interfaces, which is at most a few seconds. Latency, when encountered, is usually due to issues paging the target terminal, e.g. due to network coverage issues or the location of the user.
5. Uncontrollability: For both WAP PPG and SMSC, the messages waiting to be sent need to stand in a line, which means the sending mechanism is uncontrollable.
[CD] Any store-and-forward mechanism has potential queuing latency associated. However, PPGs in production environments are usually configured with multiple SMPP binds that minimize queue latency. Similarly, SMSCs are usually scaled to support reasonably short delays for SMS delivery during busy hours, due to the growth in SMS and the expectation of users that SMS’s will be delivered quickly. Since Push/SMS is just an application of SMS, the same performance should be expected.
a. Undetectability: When SET is power off, the SLP cannot detect such a state if sending SUPL INIT over SMS or WAP PUSH, then the SLP has to wait until time out.
[CD] We believe you are saying that with Push/SMS being a connectionless/unconfirmed service, there is no way to know if a message was delivered thus the Push Initiator must timeout on a response at the application layer. Note that it is possible for a PPG implementation to request SMS delivery confirmation from the SMSC, and to return that confirmation to the Push Initiator if requested. 
6. Insecurity: Since SUPL INIT contains certain private information, it is insecure to deliver the SUPL INIT over short message or WAP PUSH.

[CD] The security of the GSM SMS bearer is itself typically not an issue, as it is used all the time for services considered privacy-sensitive (e.g. person-to-person or service-to-person text messaging) and even mobile banking. However, it is possible for any Push application to deliver a content type that has an encryption layer added at the application layer (the Push message payload can be a binary message of any type). Thus if SUPL INIT message privacy is critical, we recommend that the confidentiality of the data be protected at the application layer. However the overhead of shared secret management and encrypting small amounts of data such as possible through SMS would need to be taken into account, but CD welcomes further input on this.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CD welcomes the opportunity to discuss these points further, e.g. in Sorrento. While the time for joint meeting arrangement has passed, CD can have Push experts available to discuss these points when handled in the LOC agenda.
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