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6. Security Considerations
This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

NOTE: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.1 ciphersuites and TLS-PSK ciphersuites. 

NOTE: In this section, the following definitions apply. A 3GPP bearer network is one for which the standards are maintained by 3GPP; these include GSM, GPRS, EDGE, WCDMA/TD-SCDMA, LTE and LTE-A bearer networks. A 3GPP2 bearer network is one for which the standards are maintained by 3GPP2; these include cdmaOne, cdma2000 1x and cdma2000 EV-DO bearer networks. An alternative access network is any technology other than 3GPP, 3GPP2 and WiMAX.
NOTE: H-SLP operators should note that the authentication methods described herein remain valid for SET handover between access networks belonging to the same operator or where the SET IP address is not changed. The procedures do not take into account scenarios where the SET moves from one access network to another belonging to different operators or where the IP address changes. It is assumed in these scenarios, that after the hand over to another access system, the security context may not be available in the terminal and the network and the level of trust between the network and terminal may change.
On powering up and shutting down, detection of a new UICC or removal of a UICC, the SET handset MUST delete any keys (aside form long-term keys) on the SET handset associated with SUPL 3.0, including
· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF
· WIMAX Keys: such as SEK
· TLS Keys: such as pre_master_secret, master_secret, and PSK values (aside from long-term keys).

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT and SUPL REINIT messages.

6.1 SUPL Authentication Methods

Authentication support requirements for SUPL 3.0 are as follows:

· Mutual authentication SHALL be supported between a SET and an H-SLP. 

· Mutual authentication SHALL be supported between a SET and a D-SLP. 

· Server authentication SHALL be supported between a SET and an E-SLP, and mutual authentication MAY be supported between a SET and E-SLP.
SUPL 3.0 supports two classes of SET authentication methods

· AN-Dependent method, where the credentials are bound to the Access Network subscription of the SET User.

· AN-Independent methods, where the credentials are bound to the SET, but not directly bound to the Access Network subscription of the SET User. Binding such credentials to the Access Network subscription of the SET User may be achieved using out-of-scope procedures. See Section 6.6 for more discussion of out-of-scope procedures.

When mutual authentication is performed, the SET SHALL act on behalf of the SET User.

· For AN-Dependent methods, the SET uses the security credentials associated with the SET User. 

· For AN-Independent methods, the SET uses the security credentials associated with the SET. 

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN, WIMAX user ID or AN-independent user identity).

Note that when MSISDN is used for identification, the SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

The details of Key Management can be found in section 6.1.2.

6.1.1 Authentication Methods

Section 6.1.1.1 lists the authentication methods supported in this specification. An informative overview of these methods is provided in section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory or optional in the various SUPL 3.0 entities, and lists the protocols required in each entity if it is to support a given mutual-authentication method. 

6.1.1.1 List of Supported Mutual-Authentication Methods
The SUPL Authentication model requires establishing shared secret keys between the SLP and the SET, bound to either a removable token such as a R-UIM/UICC/SIM/USIM or the SET handset. 

There are two classes of authentication methods specified in this document:

· PSK-based methods, consisting of the following methods:

· AN-Dependent Generic Bootstrapping Architecture (GBA)-based method, providing mutual authentication;

· AN-Dependent SEK based method (only applicable to a WIMAX SLP), providing mutual authentication;
· Certificate based methods, consisting of the following methods:

· AN-Independent Device-Certificate based (DCert) Method, providing mutual authentication;
· AN-Dependent Alternative Client authentication (ACA)-based method, providing mutual authentication;
· AN-Independent SLP-only method (only applicable in emergency cases), providing SLP authentication only.
6.1.1.2 Overview of Supported Authentication Methods (Informative)
(1)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220], [3GPP 33.222], [3GPP2 S.S0109], [3GPP2 S.S0114]. GBA provides mutual authentication capability based on shared secret that is derived using existing 3GPP/3GPP2 authentication mechanisms.

· SET and SLP are mutually authenticated using TLS-PSK with Generic Bootstrapping Architecture (GBA).

(2)
SEK based (only applicable to WIMAX SLP). 
· SET and SLP are mutually authenticated using TLS-PSK with SEK. The details of SEK method can be found in section 6.1.2.1.2.
 (3)
Device Certificate (DCert)-based. This AN-Independent method uses TLS with

· RSA server certificate to authenticate the SLP to the SET,

· RSA client certificate to authenticate the SET to the SLP.

(4)
Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLP to the SET,

· Alternative Client authentication of the SET to the SLP (see section 6.1.4). In this case, the SLP authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

 (5)
SLP-only. This is used in scenarios where it is not possible for the SLP to authenticate the SET. This method SHALL NOT be used for non-emergency cases. The SET cannot distinguish between this method and ACA-based. This uses TLS with

· An RSA certificate to authenticate the SLP to the SET,

· The SET is not authenticated.
6.1.1.3 Support for Mutual-Authentication Methods and Protocols by Entity
Table 1, Table 2, Table 3 and Table 4 describe what is optional and mandatory to support for SUPL 3.0 in SETs supporting various technologies and SLP’s supporting those SETs:
· Table 1, indicates those methods that are mandatory and those methods that are optional to implement for SUPL 3.0 in 

· SETs supporting 3GPP and or 3GPP2,  

· SET (R-)UIM/ SIM/USIM in those SETs, and 

· SLPs supporting those SETs;

· Table 2 indicates those methods that are mandatory and those methods that are optional to implement for SUPL 3.0 in 

· SETs supporting WiMAX, and 

· SLPs supporting those SETs;

· Table 3 indicate those methods that are mandatory and those methods that are optional to implement for SUPL 3.0 in 

· SETs that support an alternative access network, and

· SLPs supporting those SETS.

· Table 4 lists the required protocols for the SLP, SET Handset and (where applicable) SET (R-)UIM/ SIM/USIM for supporting each of the various authentication methods.

For SETs supporting more than one type of access networks (3GPP/3GPP2, WiMAX and alternative access networks), the requirement status should be aggregated from the corresponding tables., using the following rules:

· A requirement status of “Mandatory” over-rides all other requirement status. 

· A requirement status of “Optional” over-rides any requirement status other than “Mandatory”.

	Entity
	Requirement Status for SUPL Authentication Method for SETs supporting 3GPP and/or 3GPP2, SET (R-)UIM/ SIM/USIM and SLPs supporting these  SETs

	
	PSK-based methods
	Certificate Based Methods

	
	GBA-based
	ACA-based 
	DCert 
	SLP-only

(E-SLP only)

	SET Handset
	Optional
	Mandatory. The ACA-based method from the SET perspective is identical to SLP-only method. SET Handset support for ACA can thus be mandatory due to mandatory support for SLP-only
	Optional
	Mandatory. SET Handset support for SLP-only is required for emergency cases 

	SET SIM/USIM/ (R)-UIM
	SIM/USIM/(R)-UIM is involved in this method, but it already supports the necessary algorithm
	This entity is not involved in this method
	This entity is not involved in this method
	This entity is not involved in this method

	H/D-SLP
	Mandatory to support one of these two methods
	Optional
	Not supported

	E-SLP
	Optional
	Optional
	Optional
	Mandatory


Table 1: Requirement status (mandatory or optional) of the various authentication methods for SETs supporting 3GPP and/or 3GPP2 and SLPs supporting these SETs.

	Entity
	Requirement Status for SUPL Authentication Method for SETs supporting WiMAX, and SLPs supporting these SETs

	
	PSK-based methods
	Certificate Based Methods

	
	SEK based
	ACA-based 
	DCert
	SLP-only

(E-SLP only)

	SET Handset
	Mandatory
	Not Supported
	Optional
	Mandatory

	H/D-SLP
	Mandatory 
	Not Supported
	Optional
	Not Supported

	E-SLP
	Optional
	Not Supported
	Optional
	Mandatory


Table 2: Requirement status (mandatory or optional) of the various authentication methods for WiMAX SETs supporting WiMAX, and SLPs supporting these SETs .
	Entity
	Requirement Status for SUPL Authentication Method for SETs  supports at least one alternative access network, and SLPs supporting these SETs

	
	PSK-based methods
	Certificate Based Methods

	
	SEK /GBA based
	ACA-based 
	DCert
	SLP-only

(E-SLP only)

	 SET Handset
	Not Supported
	Not Supported
	Mandatory 
	Mandatory

	 H/D-SLP
	Not Supported
	Not Supported
	Mandatory 
	Not Supported

	 E-SLP
	Not Supported
	Not Supported
	Optional
	Mandatory


Table 3: Requirement status (mandatory or optional) of the various authentication methods for SETs supporting al least one alternative access network and SLPs supporting these SETs
	Entity
	Algorithms required to support the Authentication Method between SET and SLP

	
	PSK-based methods
	Certificate Based Methods

	
	GBA-based (3GPP/3GPP2 only)
	SEK-based

(WiMAX only)
	ACA-based

(3GPP & 3GPP2 only)
	DCert
	SLP-only 
(E-SLP only)

	SLP
	GBA & 
TLS-PSK
	SEK & 
TLS-PSK
	TLS using server certificates  & IP Address/SET ID binding
	TLS using server certificates and client certificates
	TLS using server certificates

	SET Handset
	GBA & 
TLS-PSK
	SEK & 
TLS-PSK
	TLS using server certificates
	TLS using server certificates and client certificates. Certificates must be provisioned in the SET Handset
	TLS using server certificates

	SET R-UIM/UICC/
SIM/USIM
	No additional algorithms required
	Not applicable
	No additional algorithms required
	Not applicable
	Not applicable


Table 4: Required protocols for the SLP, SET Handset and SET R-UIM/UICC/SIM/USIM for supporting the various mutual authentication methods.
NOTE: Where the GBA-based method is supported, the BSF retrieves (from the HSS or AAA) user security settings (USS) associated with the H-SLP applications. 

When the H-SLP requests the USS, the BSF MUST include a SET user identity (e.g. IMPI, IMSI or MSISDN) in the USS.

NOTE: The GBA-based method is not dependent on using a 3GPP or 3GPP2 bearer network to transport the SUPL sessions. However, the SET must have a 3GPP or 3GPP2 home network operator in order to have the necessary credentials for performing GBA.
6.1.1.4 Techniques for Minimizing the TLS Handshake Workload
The procedures in this section minimize the workload associated with establishing TLS sessions between the SLP and SET. Where there is a conflict with [TLS], [TLS] takes precedence. 

If a SET and SLP are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and SLP SHOULD use a single TLS sessions to secure these messages; that is, the SET and SLP SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and the SLP establish a TLS session, then the SLP MAY allow the session to be resumed using the abbreviated handshake shown in Figure 1 of [TLS]. The advantage of resuming a TLS session is that resuming a TLS session based on server certificates does not require the public-key operations: only symmetric cryptographic algorithms are required (which require significantly less processing).  

NOTE: This approach is not recommended for E-SLP’s since emergency SUPL sessions occur too occasionally to warrant storing the necessary data.
NOTE: The SLP allows the session to be resumed by allocating a TLS SessionID as described in [TLS].

NOTE: There is no advantage to resuming a TLS-PSK session (as used for GBA and SEK-based authentication), since the same computations are performed. However, an SLP may still allow resuming a TLS-PSK session.

NOTE:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake. If the SET does not wish to resume a TLS session, then the SET sends the TLS ClientHello message without including the TLS SessionID, in which case the full handshake will be performed. If the TLS SessionID parameter is present in the TLS ClientHello message, the SLP then chooses whether or not to resume the TLS session. If no SessionID parameter is present in the TLS ClientHello message, then the SLP cannot associate the TLS handshake with a previous TLS Session, so the TLS handshake establishes a completely fresh TLS session using a full handshake. The details are specified in [TLS]. 
The SET chooses whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or SLP certificate or SEK or Device Certificate) are expired. 

· The SET MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials, if desired. 

· The SET MUST NOT resume a session that was established prior to power-up or detection of a new R-UIM/ UICC/SIM/USIM. 

The SLP chooses whether or not to resume a TLS session, using the following guidelines.

· The SLP MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or SLP certificate or SEK or Device Certificate) are expired. 

· The SLP MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials if desired. 

NOTE: Each SLP must decide for itself whether or not to allow abbreviated handshakes, and this decision can even be made on a SET-by-SET basis. The SLP is taking a small risk when it accepts to resume an existing TLS session. This risk is the possibility of a “naughty” SET distributing the master_secret (established during a full TLS handshake), so that others may resume that TLS session, thus allowing multiple SETs to obtain service that will be charged to a single SET. The “naughty” SET could be doing this without the knowledge of the SET owner (for example, a malicious code could be at fault). Note that the loss can be easily limited: if a SLP detects (or suspects) that such abuse is occurring, then the SLP can easily (a) end the TLS sessions using that master_secret, (b) identify the “naughty” SET and (c) re-authenticate the “naughty” SET using full handshake to allow the user to continue to have service if required. In summary, the benefit of resuming sessions (in terms of reduced computation) for the DCert method, ACA-based method and SLP-only method is thought to exceed the risk of attack. 
6.1.2 Key Management for SUPL Authentication
The SUPL Authentication model requires establishing shared secret keys between the SLP and the SET, bound to either a removable token such as a R-UIM/UICC/SIM/USIM or the SET handset.
6.1.2.1 PSK-Based Methods

6.1.2.1.1 Deployments Supporting the GBA Method

In the case of deployments supporting GBA [3GPP 33.220], the shared keys are established as follows:

· When the SLP requests key material form the BSF (for securing IP communication and for protecting SUPL INIT and/or SUPL REINIT), the SLP MUST also request the USS (User security settings). The USS MUST include a permanent user identity (e.g. IMPI, IMSI or MSISDN).

· For securing IP communication between the SET and SLP, the SET and the SLP MUST derive a shared secret key and operate according to TLS-PSK using GBA [3GPP 33.220]. The SLP MUST have well defined domain name SLP_Address_FQDN designating the SLP, e.g., slp.operator.com. The GBA Ua security protocol identifier that shall be used for TLS-PSK is defined in OMNA Registry [OMNA]. The SLP MUST confirm that the permanent user identity provided by the BSF corresponds to the SET identity in SUPL messages received by the SLP over the corresponding secured connection.

· For MAC protection of SUPL INIT and/or SUPL REINIT, keys are derived according to GBA [3GPP 33.220]. The GBA Ua security protocol identifier that shall be used for SUPL INIT protection is defined in OMNA Registry [OMNA]. The keyIdentifier of the basicMAC included in the SUPL INIT message ((or SUPL REINIT message) MUST be the B-TID of the Ks from which the Ks_NAF is generated. NOTE: The H/D-SLP request for SUPL INIT protection keys from the BSF would typically occur simultaneously with the H/D-SLP request for the keys securing IP communication.

· The SET MUST ensure that it is always provisioned with a valid Ks.  If no valid Ks is present then the SET MUST initiate the GBA Bootstrapping procedure to provision Ks.  A new Ks MUST be established each time a new UICC (USIM/SIM/R-UIM) is detected by the SET.  Additionally, the SET MUST establish new shared keys when the Ks_NAFs lifetime (set by the Home Network operator) expires.

6.1.2.1.2 Deployments Supporting the SEK Method

In the case of deployments supporting SEK, the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST derive a shared secret key and confirm that the permanent user identity provided by the WiMAX AAA server corresponds to the SET identity in the SUPL messages received by the SLP over the corresponding secured connection. The shared keys are derived in the following way:

· SEK = the 16 most significant (leftmost) octets of HMAC-SHA256(LSK, “slp.operator.com”) where 'operator.com' is the FQDN of the WIMAX operator and LSK is derived as specified in WiMAX Network Protocols and Architecture for Location Based Services.
· SEK will inherit the Location Key Identifier (LSK-ID) (as defined in WiMAX Network Protocols and Architecture for Location Based Services) associated with the LSK and the key identity will be used as the B-TID for WiMAX deployments.

· For MAC integrity protection of SUPL INIT and/or SUPL REINIT messages, keys are derived the following way:

· SEK_MAC = the 16 most significant (leftmost) octets of HMAC-SHA256(LSK, “mac.slp.operator.com”) where 'operator.com' is the FQDN of the SLP operator and LSK is derived as specified in WiMAX Network Protocols and Architecture for Location Based Services.

· The keyIdentifier of the Mode AMAC included in the SUPL INIT and/or SUPL REINIT message MUST be the B-TID of the LSK from which the SEK_MAC is generated. NOTE: The SLP request for SUPL INIT protection keys from the WiMAX AAA would typically occur simultaneously with SLP request for the keys securing IP communication.

The SET MUST ensure that it is always provided with a valid SEK.  If no valid SEK is present then the SET MUST derive the SEK as specified above. Additionally, the SET MUST establish new shared keys when the lifetime of the LSK expires. The interface between the SLP and the WiMAX AAA server is out of scope of SUPL 3.0.
6.1.2.2 Server-Certificate Based Methods
6.1.2.2.1 Deployments Supporting the DCert Method

In the case of deployments supporting the DCert method, the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST use TLS-RSA [TLS] with a server-certificate authenticating the SLP and a client certificate authenticating the SET. The client certificate shall provide at least one globally unique SET device identity:
· SETs supporting 3GPP SHOULD include the IMEI as a globally unique SET device identity.

· SETs supporting 3GPP2 SHOULD include the MSID as a globally unique SET device identity.

· SETs supporting WiMAX SHOULD use the SET serial number as a globally unique SET device identity.

· In all SETs, a globally unique serial number MAY be used as the globally unique SET device identity. 
· The client certificate is assumed to be provisioned into the SET Device.
· The SUPL User must securely verify to the SLP that this device should be associated with their subscription. This secure verification is out of scope of this specification. See Section 6.5 for further discussion of this topic.

· For MAC integrity protection of SUPL INIT and SUPL REINIT messages, keys are provided to the SET by the SLP in a ULP message. This is described in Section 6.3.5.

6.1.2.2.2 Deployments Supporting the ACA Method

In the case of deployments supporting the ACA method, the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST use TLS-RSA [TLS] with a server-certificate authenticating the SLP. SET authentication (which binds the resulting shared secret keys to either the removable or integrated token discussed above) is described in section 6.1.4 for non-emergency cases and sections 6.2.5  for emergency cases.
· For MAC integrity protection of SUPL INIT and/or SUPL REINIT messages, keys are provided to the SET by the SLP in a ULP message. This is described in Section 6.3.5.
6.1.2.2.3 Deployments Supporting the SLP-Only Method

In the case of deployments supporting the SLP-Only Method, the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST use TLS-RSA [TLS] with a server-certificate authenticating the SLP. There is no SET authentication (which binds the resulting shared secret keys to either the R-UIM/UICC/SIM/USIM or the SET handset) as described in section 6.1.4 for non-emergency cases and section 6.2.5 for emergency cases.
· MAC protection of SUPL INIT and/or SUPL REINIT messages is not supported in these cases.

6.1.3 TLS Handshake and Negotiation of Mutual-Authentication Method
The SET and SLP need to agree on a mutually-supported authentication method to be applied.

6.1.3.1 Regarding negotiating a Mutual-Authentication Method (Informative)
When establishing a TLS connection to the H-SLP, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods: GBA or SEK-based method first preference (if supported);
· DCert method:  second preference (if supported);

· ACA or SLP-only methods: third preference (from the SET’s perspective there is no difference between the ACA-based method and the SLP-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports PSK based methods may be unable to use the GBA or SEK-based method at a given point in time due to a BSF or WiMAX AAA experiencing problems. Therefore, an attempt by the SET to establish authentication using GBA or SEK does not guarantee that the SET shall be able to establish GBA or SEK-based keys. 

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism if available. 

If only PSK based methods are indicated (in the H-SLP Certificate) as supported by the H-SLP, and the bootstrapping fails, then the SET may wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.
If the SLP supports only GBA or SEK, then the SLP is restricted to providing SUPL 3.0 services to subscribers of carriers that have deployed GBA or SEK. If the SLP supports only ACA, then SUPL 3.0 can only be used in circumstances discussed in detail in section 6.1.4. Note that in such a case, if the SET communicates via an alterative bearer (such as wireless LAN) for which the SLP cannot obtain IP binding, then the SLP will be unable to authenticate the SET.

If the E-SLP supports only ACA, then there are caveats on SET authentication, as discussed in detail in section 6.2.5.

6.1.3.2 Negotiating a Mutual-Authentication Method
The negotiation of a mutual authentication method for SUPL sessions proceeds as follows:

1. The SET initiates negotiation
a. If the SET supports the GBA-based method and/or the SEK-based method, then the SET initiates negotiation according to Step 1 in Section 5.4 of [3GPP 33.222],
b. Otherwise (that is, if the SET support does not include the GBA-based method nor the SEK-based method) then the SET initiates a TLS handshake with a ClientHello message, with ClientHello.cipher_suites field indicating the supported TLS ciphersuites using RSA encryption for the TLS key exchange algorithm.

2. The SLP processes the received ClientHello message. The SLP examines the ClientHello.ciphersuites list and selects a mutually-supported ciphersuite.

a. If the SET and SLP both support a TLS-PSK ciphersuite, then this indicates support for a PSK-based method. The SLP responds with a ServerHello, ServerKeyExchange and ServerHelloDone message, with ServerHello.cipher_suite indicating a mutually-supported TLS-PSK ciphersuite.  (see [TLS]). The SLP indicates the PSK-based methods that it supports by including static strings in the ServerKeyExchange.psk_identity_hint field.
i. If the SLP supports the GBA-based method, then the SLP includes the static string specified in the relevant GBA specifications in the ServerKeyExchange.psk_identity_hint field.
ii. If the SLP supports the SEK-based method, then the SLP includes the static string “SUPL WIMAX bootstrapping” in the ServerKeyExchange.psk_identity_hint field.
If the SLP supports both methods, then the SLP includes both static strings in the ServerKeyExchange.psk_identity_hint field.
b. Otherwise, the SET and SLP must support a Certificate based method

i. If the SLP supports the DCert method, then the SLP responds with 

1. ServerHello with ServerHello.cipher_suite indicating a mutually-supported TLS ciphersuite using RSA encryption for the TLS key exchange algorithm,

2. Certificate, 

3. CertificateRequest and 

4. ServerHelloDone message .

ii. Otherwise, if (a) the SET is using a 3GPP/3GPP2 bearer network and the SLP supports the ACA method or (b) the SLP supports the SLP only method, then the SLP responds with 

1. ServerHello Certificate, with ServerHello.cipher_suite indicating a mutually-supported TLS ciphersuite using RSA encryption for the TLS key exchange algorithm.

2. Certificate,

3. (No CertificateRequest message is sent)

4. ServerHelloDone message 

3. The SET processes ServerHello message and other messages appropriate to the selected indicates a ciphersuite to the SET

a. If ServerHello.cipher_suite indicates a TLS-PSK ciphersuite, then this indicates that the SLP has chosen to use a PSK-based method. The SET parses the ServerKeyExchange.psk_identity_hint field to determine the PSK-based methods supported by the SLP using teh principles in Step 2.a. The SET then selects a method to proceed with
i. If the SET and SLP mutually support both PSK-based methods, then the SET selects whichever PSK-based method the SET prefers.

ii. If the SET and SLP mutually support only the GBA-based method, then the SET selects this method.

iii. If the SET and SLP mutually support only the SEK-based method, then the SET selects this method.
iv. If the SET and SLP support distinct PSK-based methods, then a PSK-based method cannot be used. The SET shall terminate the TLS session with the appropriate TLS message. The SET shall then return to step 1 and begin the TLS handshake anew, this time indicating support only for the Certificate-based methods. (Note that this allows a bidding down attack in the event that an adversary lied about the PSK-based method supported by the SLP, but there is no solution to this problem using the existing TLS handshake).
The SET and SLP continue the TLS-PSK handshake as follows:

· If the GBA-based method is selected by the SET, then the SET and SLP continue the process specified in the relevant GBA specifications listed below. The details are outside the scope of this document.
· If the SEK-based method is selected by the SET, then the SET and SLP continue the TLS-PSK handshake with the following details specific to teh SEK-based method:
· If the SET does not have a valid SEK this shall trigger the SET to derive a new SEK as defined in section 6.1.2.1.2.
· The ClientKeyExchange shall contain the psk_identity field and it shall contain a prefix "SUPL WIMAX bootstrapping", a separator character ";" and the current B-TID as specified in section 6.1.2.1.2;
· If the indicated SEK has expired, then the SLP shall indicate this to the SET by sending handshake_failure message as a response to the finished message sent by the SET.
· Expiry of SEK is considered in Section 6.1.3.3.1.
b. Otherwise, the ServerHello.cipher_suite indicates a mutually-supported TLS ciphersuite using RSA encryption for the TLS key exchange algorithm.

i. If the SET received a Certificate.Request then

1. If the SET supports DCert method, then the SET provides a Device Certificate and the SET and Server complete the TLS handshake as in [TLS]. The Server attempts to identify the SUPL User associated with the globally unique SET device identity in the Device Certificate. It is presumed that the SUPL User has already securely verified to the SLP that the SET device identity should be associated with their subscription – see Section 6.6 for more details.
a. If no SUPL User is identified, then the session must be terminated. Since we assume that the TLS handshake has already completed, the Server is capable of communicating at the ULP layer. The Server must send an appropriate ULP error message to terminate the ULP session and then close the TLS session. 
b. If a SUPL User is identified, then the Server provides the SET with the same authorizations as the SUPL User. 
2. Otherwise, the SET replies to the SLP, including an empty ClientCertificate message to implicitly indicate that it does not support the DCert method. 

a. If the SLP supports the ACA, then the SLP and SET continues as per the ACA method. The SLP may continue using the ACA method

b. If the SLP does not support the ACA or SLP-only method (the SLP might have supported only the DCert method) then the SLP terminates the TLS handshake with the appropriate TLS alert message. 

ii. If the Server does not send a Certificate.Request then the SET continues as per the ACA method. The SLP may continue using either the ACA method or SLP-only method.

In all cases, authentication failures are handled as they are described in [TLS] and in [RFC 4279].

Regarding the GBA-based method:
· A SET wishing to use the GBA-based method with 3GPP credentials SHALL use the method in Section 5.4 of [3GPP 33.222].

· A SET wishing to use the GBA-based method with 3GPP2 credentials SHALL use the method  in Section 5.4 of [3GPP 33.222], with the references “TS 24.109 [18]” and “TS 33.220 [3]” replaced by [3GPP2 S.S0109].
6.1.3.3 Principles for authentication and key re-negotiation for the SEK-based Method
The key re-negotiation can happen in two ways:

1. when the Location Rootkey (as defined in WiMAX Network Protocols and Architecture for Location Based Services) expires the SET automatically re-authenticates itself with the wimax network and the SUPL associated root keys will be re-generated by the SET, or

2. SLP notices that SEK or Location Rootkey (as defined in WiMAX Network Protocols and Architecture for Location Based Services) has expired and it will request a new key from the WiMAX AAA-server, or
3. The SLP sends a “psk_identity_unknown” TLS alert message during the TLS handshake. This indicates to the SET that the SET needs to re-authenticates itself with the wimax network and the SUPL associated root keys will be re-generated by the SET. 
6.1.3.3.1 

· 
· 
· 
· 
· 
· 
6.1.3.3.2 

6.1.3.3.3 

6.1.3.3.4 Bootstrapping renegotiation indication for the SEK-based Method
If the SEK expires, then the SLP applies the following methods to indicate expiry of SEK.

If the SET and SLP have a current TLS session in progress, then the SLP shall indicate to the SET that SEK has expired by sending close_notify alert message to the the SET.
 If the SET attempts to resume an old TLS session (For which SEK has expired) by sending a ClientHello message containing the old session ID, then the SLP shall refuse to use the old session ID by sending a ServerHello message with a new session ID. This will indicate to the SET that the SEK it used has expired.

During TLS handshake, the SLP shall indicate to the SET that the SEK has expired by sending handshake_failure message as a response to the finished message sent by the SET. This will indicate to the SET that the SEK it used has expired.
6.1.4 Alternative Client Authentication (ACA) Mechanisms

This section applies only to deployments supporting GSM/UMTS and CDMA SETs.
NOTE: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a 3GPP bearer network) or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLP. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of this mechanism, known as the Alternative Client Authentication mechanism.  If an SLP implements the Alternative Client Authentication mechanism, then the SLP is recommended to implement the method using PSK-TLS with GBA as well.

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· A bearer network may support the ACA-based method. A bearer network must support the ACA-based method if a H-SLP wishes to support the ACA-based method for the bearer network’s subscribers. 
· An SLP MAY support the ACA-based method. 

· SET handsets supporting 3GPP and/or 3GPP2 MUST support the ACA-based method. This requirement is fulfilled naturally because the SET handset must support the SLP-only method, and there is no difference (from the SET perspective) between the ACA-method and SLP-only method.

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

SETs that support Alternative Client Authentication MUST also support TLS 1.1 with certificate-based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.1 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.1 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. If the ACA mechanism is implemented, then the SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for an SLP to use the ACA mechanism, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer.

3GPP-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using a GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network. 

3GPP2-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Section 6.1.4.1 describes how this mechanism is used for client authentication in SUPL 3.0.

In the case that UDP/IP is used to transfer a SUPL INIT or SUPL REINIT message, SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET_ID or by querying the bearer network for the SET_ID using the IP address.
6.1.4.1 ACA Procedures

Network-Initiated Scenarios: If, after receiving a SUPL INIT or SUPL REINIT message from the SLP (and after applying the appropriate security mechanisms and notification/verification as described elsewhere in this document), the SET is authorized to continue with the corresponding SUPL sessions, then an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in section 6.1.1.4. If there is no open TLS session, or the SET or SLP choose not to resume a session, then the SET and SLP require a fresh TLS session, and the SET and SLP perform the appropriate steps as described in section 6.1.3 for negotiating an authentication method.

The following steps are used by the SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a Network-initiated scenario:

1. Notes on SUPL INIT and SUPL REINIT

a. Note that the SUPL INIT message was sent in response to an MLP request that supplied a SET_ID. The SLP assigns a SLP Session ID for the MLP request and sends a SUPL INIT. The SLP associates the response from the SET with the request from the MLP using the SLP Session ID. 
b. A SUPL REINIT message is sent within the scope of an existing GSS, and the SLP associates the response from the SET with that GSS using the SessionId provided by the SET.

However, in both cases the SLP must first verify that the responding SET corresponds to the correct SET_ID. The remaining steps describe this authentication process.
2. The SET establishes a TLS 1.1 session with the SLP.  The SET MUST check that the TLS server certificate presented by the SLP is bound to the FQDN of the SLP configured in the SET.  

3. The SLP processes the first SUPL message from the SET. 

a. If the SessionID in the first SUPL message from the SET corresponds to the SessionId in a SUPL REINIT message fro which the SLP is awaiting a response, then the SLP proceeds to Step 4. 

b. The SLP determines if the SLP Session ID in the first SUPL message from the SET (in response to SUPL INIT) corresponds to a currently valid SLP Session ID assigned by the SLP. If the SLP Session ID in the first SUPL message does not correspond to a valid SLP Session ID, then the SLP ends the SUPL Session with the appropriate message. Otherwise, the SLP notes the corresponding SET ID.
4. Prior to responding to the first SUPL Message from the SET (SUPL POS INIT, SUPL START, SUPL AUTH REQUEST, SUPL TRIGGERED START, SUPL REPORT or SUPL END), the SLP  MUST verify the SET_ID of the SET. There are two methods for achieving this. 

a. Requesting the SET_ID. 

i. The SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the SLP checks that the returned SET_ID is internally associated with the correct SET_ID (see Step 3). If this check fails, then the SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found, then the SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID (see Step 3).  

1. If the bearer network returns an IP address, then the SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the SLP ends the SUPL session with the appropriate SUPL message. Otherwise, the SET is considered authentic and the SLP continues with the SUPL session. 

2. If an IP address cannot be found, then the SLP MUST terminate the SUPL session with the relevant SUPL error messages.
NOTE: a bearer network might support only one of the two types of query (requesting IP address or requesting SET_ID) in Step 4 for obtaining an SET_ID/IP address binding. The SLP is responsible for conforming with the method supported by the bearer network.
SET-Initiated Scenarios: When the SET wishes to initiate a SUPL session, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in section 6.1.1.4. If there is no open TLS session, or the SET or SLP chooses not to resume a session, then the SET and SLP require a fresh TLS session, and the SET and SLP perform the appropriate steps as described in section 6.1.3 for negotiating an authentication method.

The following steps are used by the SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a SET-initiated scenario.

5. The SET establishes a TLS 1.1 session with the SLP.  The SET MUST check that the TLS server certificate presented by the SLP is bound to the FQDN of the SLP configured in the SET.  

6. Prior to responding to the first SUPL Message (e.g. SUPL START, SUPL TRIGGERED START), the SLP MUST verify the SET_ID of the SET. There are two methods for achieving this.

a. Requesting the SET_ID. 

i. The SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the SLP checks that the returned SET_ID is same as provided by the SET. If this check fails, then the SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found the SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID.  

1. If the bearer network returns an IP address, then the SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic and the SLP continues with the SUPL session. 

2. If an IP address cannot be found the SLP MUST terminate the SUPL session with the relevant SUPL error messages.

NOTE: In both the SLP-Initiated and SET-Initiated scenarios, the SLP can re-authenticate the SET by sending an appropriate query to the bearer network to bind the SET_ID to the source IP address currently in use. There are various circumstances where this could be useful, for example: (A) if the IP address of the SET changes during a TLS session, then the SLP can send the appropriate query to the bearer network to ensure that the SET_ID is associated with the new IP address; (B) when resuming a TLS session, the SLP can re-use a previous TLS session as discussed in section 6.1.1.4, thereby saving computation, and simply send the appropriate query to the bearer network to authenticate the SET. Note that re-authenticating the SET in this manner does not involve interaction with the SET itself..

6.2 Authentication Mechanisms applicable to an E-SLP

6.2.1 Regarding Emergency-Services Regulatory Bodies

SUPL 3.0 emergency SUPL session may be either Network-Initiated (using SUPL) or SET Initiated. The appropriate emergency services regulatory bodies will dictate support for these emergency sessions: 

· The appropriate emergency services regulatory bodies may not dictate support for either Network-Initiated or SET-Initiated sessions; 

· The appropriate emergency services regulatory bodies may dictate only Network-Initiated sessions;

· The appropriate emergency services regulatory bodies may dictate only SET-Initiated sessions;

· The appropriate emergency services regulatory bodies may dictate support for both Network-Initiated and SET-Initiated sessions.
6.2.2 Prioritization of SUPL Resources during Emergency Sessions

For the duration of an emergency SUPL session on a SET, all SUPL resources on the SET MUST be made available for that emergency session. Consequently:

· When a SET begins an emergency SUPL session, any SUPL communication related to non-emergency sessions MUST be terminated immediately by the SET. If non-emergency SUPL INIT and/or SUPL REINIT messages are being processed by the SET at this time (e.g. having MAC verified or obtaining user permission), then those processes SHALL be aborted and the SUPL INIT and/or SUPL REINIT messages SHALL be discarded.

· If a SET receives non-emergency SUPL INIT and/or SUPL REINIT message(s) while in emergency SUPL session, these SUPL INIT and/or SUPL REINIT message(s) SHALL be discarded.
6.2.3 E-SLP FQDN

In Network-Initiated emergency SUPL sessions, the FQDN of the E-SLP shall be:

1. The FQDN provided to the SET as E-SLP address in the SUPL INIT. The E-SLP FQDN shall have format "e-slp.xxx.xxx.xxx.xxx.xxx" where "xxx" can be any valid string.

2. If FQDN is not provided in SUPL INIT, the provisioned H-SLP address shall be used.
3. If FQDN is not available as per 1 or 2 above, the FQDN shall be defaulted to one of the three alternatives below:
· (if connected to a 3GPP bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP network as defined in [3GPP 23.167]. 
· (if connected to a 3GPP2 bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP2 network as defined in [3GPP2 X.S0049-0].

· (if connected to a WiMAX bearer network) "e-slp.operator.com" where operator.com is the FQDN of the H-SLP operator.

In SET-Initiated emergency SUPL sessions, the FQDN of the E-SLP shall be in order of preference:

1. (If applicable) the FQDN dictated by the appropriate emergency services regulatory bodies.

2. An FQDN provided by the local access network or by other means that is verified by the H-SLP

3. An FQDN provided by the H-SLP
6.2.4 Processing Emergency SUPL INIT messages

SET based integrity verification and message origin authentication of SUPL INIT messages is not used by an E-SLP. Thus, the MAC field in an emergency SUPL INIT MUST NOT be populated.

During an emergency call, a SET SHALL NOT apply end-to-end protection of emergency SUPL INIT messages.

Some protection is offered by the use of E-SLP whitelists. The E-SLP whitelist is based on the current position estimate of the SET (such as CellID and/or NetworkID). The E-SLP whitelist is used by a SET to determine the order in which the SET should process received emergency SUPL INIT messages: the E-SLP whitelist SHALL NOT be used for discarding emergency SUPL INIT messages.
6.2.4.1 E-SLP Whitelist
If an emergency SUPL INIT message is received over a channel that is not secured end-to-end (such as SMS or OMA Push or UDP/IP) then the emergency SUPL INIT message may be fake or altered. The remainder of this section describes the security countermeasures used to ensure that the SET is able to contact the genuine E-SLP server as soon as possible.

NOTE: regulatory requirements will dictate the conditions under which the SET should accept and process emergency SUPL INIT messages. For example, in many cases, the regulatory requirements only require the SET to accept and process emergency SUPL INIT messages if the SET is currently engaged in an emergency call. Consequently, the conditions (under which the SET should accept and process emergency SUPL INIT messages) are outside the scope of this document.

When a SET receives an emergency SUPL INIT message, the SET MUST first verify that the conditions (under which the SET should accept emergency SUPL INIT messages) are currently satisfied. If the conditions are not satisfied, then the SET SHALL ignore the SUPL INIT message. The description from hereon assumes that the conditions were satisfied when the SET received the emergency SUPL INIT message.

NOTE: Attackers could send multiple (fake) emergency messages to the SET at the same time that the SET is expecting a genuine emergency SUPL INIT message. There may be cases where the SET could not be told (in advance) from which Emergency SLP to expect the emergency SUPL INIT message. This attack is motivation for the following procedures.

For the period of time that the "accept and process" conditions are satisfied, the SET MUST NOT delete received emergency SUPL INIT messages even if the emergency SUPL INIT message lists an un-expected address for the E-SLP. Once the SET determines that the conditions are no longer satisfied (for example, once the correct E-SLP has been contacted, or sufficient time has passed after the emergency call) then the SET MUST silently discard any received emergency SUPL INIT messages.

If the SET receives, accepts and processes a fake emergency SUPL INIT message (while the “accept and process” conditions are still satisfied), then the SET might not receive an indication that emergency SUPL INIT message is fake until after attempting to contact the E-SLP indicated in the emergency SUPL INIT message. The indication occurs when the E-SLP rejects the SUPL session. This process is not immediate, so it may be necessary for the SET to queue emergency SUPL INIT messages if it receives more than one emergency SUPL INIT message.

An E-SLP whitelist contains a list of E-SLP FQDNs (see section 6.2.3) that the SET could expect to receive emergency SUPL INIT messages from. The SET uses the E-SLP whitelist to ensure that emergency SUPL INIT messages including an E-SLP FQDN that is on the whitelist SHOULD be processed before emergency SUPL INIT messages including an E-SLP FQDN that is not on the whitelist. 

Example: Emergency SUPL INIT messages containing an E-SLP FQDN on the whitelist are pushed forward on the emergency SUPL INIT queue to ensure that the message is processed before emergency SUPL INIT messages containing an E-SLP FQDN that is not on the whitelist. E-SLP Whitelisting should be the first criteria for ordering the Emergency SUPL INIT queue. The second criteria is the arrival time, using the first-in first-out principle:

· If the SET has a current E-SLP whitelist for the SET’s current locality, then the SET uses both criteria to order the queue. 

· If the SET does not have a current E-SLP whitelist for the SET’s current locality, then the SET uses the first-in-first-out principle to order the queue.

6.2.4.2 Obtaining an E-SLP whitelist

An E-SLP address that is provided or authorized by the H-SLP can be used by the SET as the E-SLP whitelist or as part of the E-SLP whitelist so long as the E-SLP address remains valid as defined by the H-SLP. Other than this, SUPL 3.0 does not define how the SET obtains and maintains an E-SLP whitelist. This is considered out of scope for SUPL.
6.2.4.3 Procedures regarding Emergency SUPL INIT Messages
If an emergency SUPL INIT is received over a channel that is secured end-to-end (such as a secure SIP Push) then the emergency SUPL INIT message SHALL be processed immediately. The remaining considerations of this subsection are ignored in this case.

If an emergency SUPL INIT message is received over a channel that is not secured end-to-end (such as SMS or OMA Push or UDP/IP), then the message is queued as in section 6.2.4.1. The SET works its way through the messages in the queue, applying the appropriate verification and notification before attempting to connect to the E-SLP to respond.
In responding to the SUPL INIT message, the SET shall establish a secure TLS session (see sections 6.2.5) with the associated E-SLP (see section 6.2.3), and one of the following takes place: 

· If, after authenticating the SET (See section 6.2.5), the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority in the queue.

· If, after authenticating the SET (See section 6.2.5), the E-SLP can associate the SET with an outstanding SUPL session, then the SET and E-SLP continue as normal.
The SET continues responding to emergency SUPL INIT messages until the genuine message is found. The SET MAY discard any new or queued SUPL INIT messages once the correct E-SLP has been identified. New or queued SUPL INIT messages from the correct E-SLP may still be processed.

The following two notes are suggestions that regulatory bodies may wish to consider.

NOTE: Once the correct E-SLP has been identified, then the SET should ensure that it remembers the FQDN of this correct E-SLP until the SUPL session successfully completes. If the TLS session with the E-SLP ends prematurely (for example, if there is a loss of data connectivity), the the SET should continue attempting to re-establish a TLS session with the E-SLP until the TLS session is re-established so that the SUPL session can continue to successful completion.  In some circumstances, it is conceivable that the SET re-establishes the TLS session several times. If the SET is not having success at restablishing the TLS session, the SET should continue attempting regardless: since this is an emergency situation, the benefit of success outweighs the cost of a flat battery.

NOTE: If the E-SLP loses contact with SET after authentication, but prior to successful completion of the SUPL session, then the E-SLP SHOULD leave the SUPL session open with the hope that the SET is able to re-establish contact and complete the SUPL session.
6.2.5 Authentication for Emergency Sessions

NOTE: the mutual-authentication methods that may be supported by an E-SLP are specified in section 6.1.1.3. The SET and E-SLP negotiate the mutual-authentication method during the TLS handshake, as specified in section 6.1.3.

The order of preference for emergency sessions is

· GBA or SEK method: first preference

· DCert method: second preference

· ACA method: third preference

· SLP-only method: last preference. The SLP-only method should be seen as a last resort. 

The FQDN of the E-SLP for all these cases is discussed in section 6.2.3. 
GBA-Based Method (SETs supporting 3GPP/3GPP2 ): SETs and E-SLPs MAY perform PSK-TLS with GBA as described in section 6.1.3 with the E-SLP acting as the NAF. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator. 
SEK Based Method (SETs supporting WiMAX): SET and E-SLPs MAY perform mutual authentication using PSK-TLS with SEK as described in section 6.1.3 with the E-SLP acting in the similar fashion as H-SLP. The FQDN of the E-SLP is discussed in section 6.2.3. The SEK obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. WiMAX user ID) for the lifetime set by the home network operator. 
DCert Method (All SETs): SET and E-SLPs MAY perform mutual authentication using the DCert method as described in section 6.1.2.2.1. The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in section 6.2.3. 
ACA-Based Method (SETs supporting 3GPP/3GPP2 while on corresponding bearer networks): For SUPL 3.0 implementations where both GBA with PSK-TLS and the DCert method ARE NOT supported in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a 3GPP network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a 3GPP2 network.  

· Network-Initiated Sessions: Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. 
· SET-Initiated Sessions: 

More information about establishing SI sessions is required.
In order to use the ACA method, the serving bearer network MUST prevent IP Address Spoofing at the bearer level. It should be noted that the ACA method can be applied even whether or not the SET is registered an authenticated on the bearer network. This supports cases where there is no activated SIM/USIM/UICC/(R)UIM present in the SET.
SLP-Only Method (All SETS): If no other authentication method can be used, then the SET MAY establish a secure IP connection to an E-SLP using the SLP-only method. The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in section 6.2.3.  The ability to perform mutual authentication depends on where the session was SET initiated or Network-Initiated

· Network Initiated Sessions: If the SUPL Session is Network Initiated, then the E-SLP can weakly authenticate the SET based on (e.g.) the session ID and the received hash of the SUPL INIT as discussed in section 6.2.6. 

· SET Initiated Sessions: If the SUPL Session is SET Initiated then …. TBD
More information about establishing SI sessions is required.
It should be noted that the SLP-only method can be applied even whether or not the SET is registered an authenticated on the bearer network. This supports cases where there is no activated SIM/USIM/UICC/(R)UIM present in the SET.
6.2.6 Integrity Protection of SUPL INIT for Emergency SUPL Sessions

If the E-SLP is able to authenticate the SET as discussed in section 6.2.5, and the E-SLP can associate the SET with an outstanding SUPL sessions, then the E-SLP checks if the SUPL INIT message was altered. If the E-SLP detects that the SUPL INIT message was altered (for example, if SLP Session ID is wrong or if VER fails verification as described in section 6.3.1) then the E-SLP MUST send SUPL INIT to the SET over the TLS session to ensure that the SET is provided with the correct parameters. In response, the SET will discard the SUPL session initiated using the SUPL INIT it originally received, and the SET shall begin a new SUPL session using the SUPL INIT received over the TLS session. The SET shall then process that SUPL INIT message immediately (that is, the SET does not evaluate the priority using an E-SLP whitelist), performing the appropriate actions for notification and verification, and provided the User does not reject the session, the SET then sends the appropriate message (SUPL POS INIT or SUPL AUTH REQ) to the E-SLP to continue the session.

The ability to resend SUPL INIT is only intended for emergency sessions. In non-emergency sessions, if alteration of SUPL INIT is detected, then the SLP shall end the SUPL session using SUPL END, as specified in the non-emergency call flows.

6.3 Processing of SUPL INIT and SUPL REINIT Messages

As network initiated SUPL sessions are triggered by a SUPL INIT and SUPL REINIT message, it is essential to protect SUPL INIT and SUPL REINIT messages against masquerading and (in some cases) against re-play attacks. Throughtout this section, the processes applicable to bother SUPL INIT and SUPL REINIT messages are indicated by refering to SUPL INIT/REINIT messages.
SUPL 3.0 specifies the following protection for SUPL INIT/REINIT messages:

· Network-based security, in which the SLP shall perform checks to ensure authentication (section 6.3.1) and replay protection (section 6.3.2) of SUPL INIT/REINIT messages. This verification occurs after the SET has processed the content of the SUPL INIT/REINIT message and established a secure TLS session with the SLP for the purposes of performing the SUPL session. 

· End-to-End security, in which: the SLP may apply a combination of encryption, integrity protection and replay protection to the SUPL INIT/REINIT message; and the SET applies the corresponding combination of decryption, integrity verification and replay detection. The SET applies these security measures before processing the content of the SUPL INIT/REINIT message. This security is applied only to non-emergency SUPL INIT/REINIT messages.

Network-based security is mandatory, while End-to-End security is optional. 
6.3.1 Network-Based Authentication of the SUPL INIT/REINIT Message

The SLP always performs network verification of the integrity of the SUPL INIT/REINIT message.  The first message sent in response to the SUPL INIT/REINIT message (that is, a SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START message) MUST contain a verification field (VER). When the SLP receives the first message sent in response to the SUPL INIT/REINIT message the SLP MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT/REINIT message.  If this verification fails the SLP MUST terminate the session with the SUPL END message that contains status code ‘authSuplinitFailure’.

The value for the verification field MUST be calculated as follows:

· VER=H(SLP XOR opad, H(SLP XOR ipad, SUPL INIT/REINIT))

where SLP is the FQDN of the SLP address. SHA-256 MUST be used as the hash (H) function, with opad and ipad as specified in [HMAC]. The output of the SHA-256 HASH function MUST be truncated to 64 bits, i.e., the function MUST be implemented as HMAC-SHA256-64. Note that the SLP address is not considered secret.  The HMAC construct used here does not provide any data authentication but is only used as an alternative to a HASH function.

6.3.2 Network-Based Re-Play protection of SUPL INIT/REINIT Message

For Network Initiated cases where SUPL INIT has been sent, protection against re-play attacks MUST be provided by the SLPs.  SLPs MUST ensure that no SUPL messages are accepted from an authenticated SET unless a previous, non-expired SUPL INIT message has been sent with an “SLP Session Id” that corresponds to the one received inside the SUPL message.  SLPs MUST also ensure that the type of SUPL message (e.g. SUPL POS INIT, SUPL TRIGGERED START) agrees with the parameters sent in the SUPL INIT message. Implementations MUST ensure that an “SLP Session Id” is correctly associated with the SET User ID (e.g., MSISDN, WiMAX user ID or MDN) that has been authenticated.
For Network Initiated GSS where SUPL REINIT has been sent, protection against re-play attacks MUST be provided by the SLPs.  SLPs MUST ensure that no SUPL POS INIT messages with SessionId for an existing GSS are accepted from an authenticated SET unless a previous, non-expired SUPL REINIT message has been sent with that GSS’s SessionId.  Implementations MUST ensure that the GSS SessionId is correctly associated with the SET User ID (e.g., MSISDN, WiMAX user ID or MDN) that has been authenticated.

If the SET User authentication is performed using the Alternative Client Authentication method described in this document then a mapping between the source IP address of the response from the SET (SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START) and the MSISDN or MDN of the SET User is already established and this MSISDN or MDN MUST be used as the authenticated MSISDN or MDN. 

Discarding of an erroneous SUPL POS INIT or SUPL TRIGGERED START MUST NOT generate a chargeable event for the SET.

6.3.3 End-to-End Protection of SUPL INIT/REINIT Messages

NOTE: End-to-End Protection of SUPL INIT Messages applies only to non-emergency SUPL INIT/REINIT messages. 

The procedures for End-to-End protection protection of SUPL INIT and SUPL REINIT messages make no distinction between SUPL INIT and SUPL REINIT messages – both SUPL INIT and SUPL REINIT messages are processed as though they were the same type of message. For simplicity, we refer to the procedures as SUPL INIT protection procedures - both SUPL INIT and SUPL REINIT messages are processed using the as SUPL INIT protection procedures.
Three options of end-to-end SUPL INIT protection are provided for in this specification: Null, Mode A and Mode B-

· Null SUPL INIT protection provides no end-to-end integrity protection, no end-to-end replay protection and no confidentiality protection. The procedures for Null SUPL INIT protection are described in section 6.3.4.

· Mode A SUPL INIT protection provides end-to-end integrity protection and end-to-end replay protection using default algorithms. Mode A SUPL INIT protection uses a shared key sent to the SET by the SLP during a secured ULP Session. The procedures for Mode A SUPL INIT protection are described in section 6.3.5.
· Mode B SUPL INIT protection provides end-to-end integrity protection and end-to-end replay protection using default algorithms. Mode B SUPL INIT protection uses a shared key derived using the appropriate PSK-based Method (GBA or SEK methods). The procedures for Mode B SUPL INIT protection are described in section 6.3.6..
The order of preference for the level of protection is as follows:

· Null SUPL INIT protection has least preference.

· Mode A SUPL INIT protection has higher preference than Null SUPL INIT protection.
· Mode B SUPL INIT protection has higher preference than Mode A SUPL INIT protection.

In a SUPL INIT message the Protection Level parameter (in the following table) is assigned according to the current level of protection. 

NOTE: this specification has been written to allow for more advanced levels of protection to be added in the future revisions. This advanced protection could allow the negotiation of other ways for securing SUPL INIT/REINIT (for example, allowing encryption and allowing the negotiation of algorithms). The Protection Level parameter is included to aid the SET in determining whether it might be able to parse the SUPL INIT/REINIT message or not: the Protection Level parameter is required for extensibility.
A SUPL INIT/REINIT message may have a Protector parameter present for including security parameters: the presence of a Protector parameter is specified in the following table.

	Level of End-to-End SUPL INIT Protection
	Description
	Protector parameter present in SUPL INIT/REINIT?

	Null
	No end-to-end protection
	Optional

	Mode A
	Integrity protection and replay protection using default algorithms
	Mandatory

	Mode B
	Integrity protection and replay protection using default algorithms
	Mandatory


Table 5: SUPL INIT Protection Level parameter values and presence of the Protector parameter in SUPL INIT and SUPL REINIT messages.
A SET or D-SLP or H-SLP that supports the ACA-based method MUST support Null SUPL INIT protection. 

All SETs should support Mode A SUPL INIT protection procedures.

A D-SLP or H-SLP MAY support Mode A SUPL INIT protection procedures. 

A SET or D-SLP or H-SLP that supports the PSK-based method MUST support Mode B SUPL INIT protection procedures. 

The E-SLP entity is not involved in currently defined SUPL INIT protection.

6.3.3.1 Negotiating the Level of SUPL INIT Protection

The following processes apply only to SLP that are D-SLP and H-SLP; the processes do not apply to E-SLP.

An informal description of how the SUPL INIT protection level is negotiated is as follows: 

1. The SET must apply Null SUPL INIT protection when there is no valid SUPL_INIT_ROOT_KEY (e.g. at power-up or when the lifetime of the SUPL_INIT_ROOT_KEY has expired). The initial protection level is always Null SUPL INIT protection. In this state the SET handles all SUPL INIT/REINIT messages, i.e. no messages are silently dropped. If a SUPL INIT/REINIT message is parsed with a failure condition, the SET sends an error message to the SLP.
2. If the SET has a valid SUPL_INIT_ROOT_KEY and valid ReplayCounter already negotiated using Mode A or Mode B SUPL INIT protection for a particular SLP, then the SET processes all SUPL INIT/REINIT messages from that SLP using the negotiated mode (Mode a or Mode B).

3. When the SET establishes a mutually-authenticated secure connection to the SLP,
a. If a PSK-based method (GBA or SEK) was used for mutual authentication, then Mode B SUPL INIT protection applies and the B-TID exchanged in the PSK-TLS handshake corresponds to the Ks (that will be used as a Ks_NAF in 3GPP and 3GPP2 deployments) or SEK that can be used to derive SUPL_INIT_ROOT_KEY that will be used as a Ks_NAF in 3GPP and 3GPP2 deployments. This Ks_NAF or SEK and the associated B-TID are used in the Mode B SUPL INIT protection until either:

i. the key expires, in which case the SET and SLP revert to Null SUPL INIT protection
ii. the SET and SLP use the ACA-method in a non-emergency session, in which case the SET and SLP revert to either Mode A or Null SUPL INIT protection as discussed in step 3b below, or 
iii. the Set and H-SLP use GBA's or SEK's bootstrapping re-negotiation methods to establish TLS using a fresh B-TID, in which case the B-TID and corresponding Ks_NAF or SEK are now used for Mode B SUPL INIT protection. 
b. Otherwise, the SET and SLP established a secure connection using the DCert or ACA method.

i. If the SET does not have a valid SUPL_INIT_ROOT_KEY, then the SET sends a SUPL_INIT_KeyRequest parameter to the SLP in the first ULP message. 

1. If the SLP support Mode A SUPL INIT protection, then the SLP responds by sending ModeAKeyIdentifier, TemporaryModeAKeyIdentifier, SUPL_INIT_ROOT_KEY and BasicReplayCounter parameters in the first ULP response to the SET. When the SET receives these parameters, then this indicates to the SET that Mode A SUPL INIT Protection applies.

NOTE: The policy for updating SUPL_INIT_ROOT_KEY is a decision of the SLP Operator. 
2. If the SLP does not support Mode A SUPL INIT protection (or does not support Mode A SUPL INIT protection at this particular time), then the SLP sends an indication to the SET (in a ULP message) that Null SUPL INIT Protection applies.
ii. If the SET has a valid SUPL_INIT_ROOT_KEY, but does not have a valid TemporaryModeAKeyIdentifier or has lost synchronization regarding replay protection, then the SET sends a SUPL_INIT_ResynchRequest parameter to the SLP in the first ULP message. 

1. If the SLP support Mode A SUPL INIT protection, then the SLP responds (in the first response to the SET) with a new TemporaryModeAKeyIdentifier using the procedure specified in section 6.3.6.1. When the SET receives this response, then this indicates to the SET that Mode A SUPL INIT Protection applies.

2. If the SLP does not support Mode A SUPL INIT protection (or does not with to support Mode A SUPL INIT protection at this particular time), then the SLP sends an indication to the SET (in a ULP message) that Null SUPL INIT Protection applies.

Note that this means that the protection level is renegotiated every time the SET sets up a fresh TLS connection to the SLP.

6.3.3.2 Negotiation from the SLP Perspective

If the most recent IP session with the SET was authenticated using the GBA or SEK method, and the SLP has a current B-TID and the associated key for the SET, then 

· If the B-TID is for a key obtained using GBA, then the SLP assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated as follows

· The FQDN SHALL be the SLP_FQDN

· The GBA Ua security protocol identifier that shall be used for SUPL_INIT protection is defined in OMNA Registry [OMNA].
· If the B-TID is for a key derived using the SEK-method, then the SUPL_INIT_ROOT_KEY is the SEK as defined in 6.1.2.1.2.

· Assuming no other SUPL INIT protection has been negotiated, then the SLP assigns the Mode B SUPL INIT protection level for that SET.

Otherwise, if the SLP has a valid ModeAKeyIdentifier and associated key for the SET, then the SLP assigns Mode A SUPL INIT protection level for that SET.

If no other level of protection is assigned, then the SLP assigns Null SUPL INIT protection level for that SET.

The SLP applies the procedures (for processing SUPL INIT/REINIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT protection. This includes assigning the appropriate value for the Protection Level parameter in SUPL INIT/REINIT messages.
6.3.3.3 Negotiation from the SET Perspective

If the most recent IP session with the SLP was authenticated using the GBA or SEK method, and the SET has the current B-TID and associated key used for that IP session, then 

· If the B-TID is for a key obtained using GBA, then the SET assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated as follows

· The FQDN SHALL be the SLP_FQDN

· The GBA Ua security protocol identifier that shall be used for SUPL_INIT protection is defined in OMNA Registry [OMNA].
· If the B-TID is for a key derived using the SEK-method, then the SUPL_INIT_ROOT_KEY is the SEK as defined in 6.1.2.1.2.

· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Mode B SUPL INIT protection level.

Otherwise, if the SET has a valid ModeAKeyIdentifier, associated key and ModeAReplayCounter for the D/H-SLP, then the D/H-SLP assigns Mode A SUPL INIT protection level for that SET.

If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.

The SET applies the procedures (for processing received SUPL INIT/REINIT messages) corresponding to the currently assigned level of SUPL INIT protection.
6.3.3.4 Exception procedures

If the SET determines that the SET-internal SUPL INIT protection parameters have become corrupted, then the SET must establish a TLS session with the D/H-SLP: 

· If GBA authentication is used, then the SET must initiate GBA bootstrapping to establish fresh keys; 

· For SETs using the SEK method, the SET must initiate SEK bootstrapping to enable fresh keys, as defined in 6.1.2.1.2.

· Otherwise, the SET sends a SUPL_INIT_KeyRequest in the first secured ULP message and follows the procedures in Step 3.b of section 6.3.3.1.

If the SLP loses security context (for example, massive loss of data) then the SLP will have no means of initiating positioning activities. The context would be re-established when the Ks_NAF or SEK expires, or the SET connects to the SLP. To prevent this “block out window” the SLP should ensure that all SUPL INITprotection  security context information is stored with sufficient redundancy to recover from such a scenario.

6.3.4 Specifications when Null Level of Protection is Assigned

NOTE: As noted in Table XXXX, there is no SUPL INIT Protector for Null SUPL INIT protection.
6.3.4.1 H-SLP Procedures

There are no security procedures for the SLP that are specific to Null SUPL INIT protection.
6.3.4.2 SET Procedures

When Null SUPL INIT protection is assigned and the SET receives a SUPL INIT/REINIT message, then the SET applies the following procedure:

· If the Protection Level parameter is correct, then the SET considers the message to be authentic, and no security related processing is required.

· Suppose the SLP and SET can support a higher level of protection, but the SET has not yet been in contact with the SLP since being powered up: in this case the SET will have Null SUPL INIT protection assigned. In the period of time until the SET contacts the SLP, the SET will consider any received SUPL INIT/REINIT message (with the correct Protection Level parameter) to be authentic. When the SET first contacts the SLP (which may or may not be in response to a received SUPL INIT/REINIT message), the SET and SLP will transition to a higher level of protection. Once the two entities transition to the higher level of protection, the SET can detect non-authentic SUPL INIT/REINIT messages. In between when the SET is powered up and when the SET first contacts the SLP, there is a period of time when the SET could receive an non-authentic SUPL INIT/REINIT message that is processed by the SET as if the SUPL INIT/REINIT message where authentic. If the SET decides to proceed with the SUPL session associated with the non-authentication SUPL INIT/REINIT message, then the SET will contact the SLP and establish a secure TLS session. The SLP will not allow the SUPL session since it was established using a non-authentic SUPL INIT/REINIT message. If the SET and SLP support a higher level of protection, then this will be established at the same time and the SET will be able to detect non-authentic SUPL INIT /REINIT messages after this time. This means that, if the SET and SLP can support a higher level of protection, then there is a very small window of opportunity for the attacker to get the SET to accept a non-authentic SUPL INIT/REINIT message, and the SET will only attempt to proceed with a SUPL session for at most one non-authentic SUPL INIT/REINIT message.

· If the Protection Level parameter is incorrect (that is, if the Protection Level parameter was anything other than Null), then the SET sends the appropriate error message to the SLP. 
· In the event that the Protection Levels at the SLP and SET lose synchronization, this procedure allows the SET and SLP to resynchronize on a common Protection Level.
6.3.5 Specifications for Mode A SUPL INIT Protection Level

6.3.5.1 Key Identifiers for Mode A SUPL INIT Protection

Mode A SUPL INIT Protection uses two Key Identifiers that may be sent with SUPL INIT/REINIT messages: ModeAKeyIdentifier and TemporaryModeAKeyIdentifier.
· The ModeAKeyIdentifier is a globally-unique, long-term Key Identifier associated with the SUPL_INIT_ROOT_KEY. The SLP provides a new ModeAKeyIdentifer to the SET only when the SLP provisions a new value for SUPL_INIT_ROOT_KEY.
· The TemporaryModeAKeyIdentifier is a short-term identity (pseudonym) associated with the ModeAKeyIdentifier. The TemporaryModeAKeyIdentifier shall be globally unique in the period that the TemporaryModeAKeyIdentifier is valid. The SET and SLP synchronize the value of TemporaryModeAKeyIdentifier as described in Sections 6.3.5.3 and 6.3.5.4.

The SLP will typically use TemporaryModeAKeyIdentifier as the KeyIdentifier in the Basic SUPL INIT Protector. The SET then uses TemporaryModeAKeyIdentifier to determine which SUPL_INIT_ROOT_KEY should be used to verify the Basic SUPL INIT Protector. 
The ModeAKeyIdentifier is not typically sent in a SUPL INIT/REINIT message because this would allow an observer to associate multiple SUPL INIT/REINIT messages are associated with a common SET User. The purpose of TemporaryModeAKeyIdentifier to prevent a Threat Agent from using the ModeAKeyIdentifier to associate multiple SUPL_INIT/REINIT messages with a SET User. Only the SLP and SET should be able to associate the TemporaryModeAKeyIdentifier with the ModeAKeyIdentifier. The frequency of changing TemporaryModeAKeyIdentifier is primarily a decision of the SET User. An SLP may choose to establish a new value for TemporaryModeAKeyIdentifier based on SLP policy.
However, there are circumstances in which the SLP may wish to use the longer-term ModeAKeyIdentifier as the KeyIdentifier in the Basic SUPL INIT Protector. For example, suppose a SET has not be responding to multiple SUPL INIT/REINIT messages using TemporaryModeAKeyIdentifier in the Basic SUPL INIT Protector. The SLP may be concerned that the SET has lost synchronization regarding TemporaryModeAKeyIdentifier. The SET and SLP are more likely to remain synchronized on the long-term ModeAKeyIdentifier. Hence, the SLP can send a SUPL INIT/REINIT message using ModeAKeyIdentifier in the Basic SUPL INIT Protector to ensure that lack of synchronization does not prevent the SET from verifying the SUPL INIT/REINIT message.

6.3.5.2 Mode A SUPL INIT Protection and the Basic SUPL INIT Protector

Mode A SUPL INIT Protection uses the Basic SUPL INIT Protector and associated procedures as defined in section 6.3.7 with the following additional clarifications:

· KeyIdentifierType: indicates either ModeAKeyIdentifier or a TemporaryModeAKeyIdentifier is used.

· KeyIdentifier: corresponds to either a ModeAKeyIdentifier or a TemporaryModeAKeyIdentifier as appropriate to ModeAKeyIdentifierType.

· BasicMAC is computed using SUPL_INIT_IK = HMAC-SHA256-128(SUPL_INIT_ROOT_KEY, “Mode A IK”), using SUPL_INIT_ROOT_KEY associated with the KeyIdentifier above.
6.3.5.3 SLP Procedures

The only Mode-A-specific SLP procedures relate to maintaining synchronization between the SET and SLP.
A new value for the TemporaryModeAKeyIdentifier is established by the SLP sending (in the first response message to the SET in a secured ULP session) a NewTemporaryModeAKeyIdentifier parameter followed by a new TemporaryModeAKeyIdentifier. Establishing a new TemporaryModeAKeyIdentifier results in resetting BasicLastReplayCounter to 0x0000, and the SET removes all information about “played” SUPL INIT/REINIT messages.

An SLP may establish a new TemporaryModeAKeyIdentifier either in response to a SUPL_INIT_ResynchRequest or an (out of scope) internal decision of the SLP. That is, the SLP can send a TemporaryModeAKeyIdentifier even when there is no corresponding SUPL_INIT_ResynchRequest from the SET.

6.3.5.4 SET Procedures

The only Mode-A-specific SET procedures relate to maintaining synchronization between the SET and SLP.

A SET may trigger establishing a new value for TemporaryModeAKeyIdentifier by sending a SUPL_INIT_ResynchRequest in the first message of a ULP session. 

If Mode A SUPL INIT protection is assigned by the SET, then prior to the first time that the SET processes a SUPL INIT/REINIT message with a given TemporaryModeAKeyIdentifier, the SET clears its cache of used values for BasicReplayCounter.

6.3.6 Specifications for Mode B SUPL INIT Protection Level

Mode B SUPL INIT Protection uses the Basic SUPL INIT Protector and associated procedures as defined in section 6.3.7, with the following additional clarifications:

· KeyIdentifierType: Only B-TID identifiers are support for Mode B SUPL INIT Protection.

· KeyIdentifier: corresponds to the current B-TID.

· The BasicMAC parameter is computed using SUPL_INIT_IK = HMAC-SHA256-128(SUPL_INIT_ROOT_KEY, “Mode A IK”), where
· For GBA-based deployments the SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using the GBA Ua security protocol identifier for SUPL INIT protection as defined in OMNA Registry [OMNA],

· For SEK-based deployments the SUPL_INIT_ROOT_KEY is the SEK_MAC as defined in section 6.1.2.1.2.
6.3.6.1 SLP Procedures

The only Mode-B-specific SLP procedures relate to maintaining synchronization between the SET and SLP.
For Mode B SUPL INIT protection, the BasicReplayCounter in the SLP is reset to zero the first time a key is used and the SET removes all information about “played” SUPL INIT/REINIT messages.

In the unlikely event that the SLP determines that resynchronization is required:

· In the case of deployments supporting the GBA method, the SLP triggers resychronization by invalidating the GBA B-TID. When that SET next attempts to authenticate to the SLP, then SLP will respond with TLS-PSK alert “psk_identity_unknown”.  This prompts establishing a new GBA key according to [3GPP 33.220].
· In the case of deployments supporting the SEK method, the SLP triggers resychronization by invalidating the SEK B-TID. When that SET next attempts to authenticate to the SLP, then SLP will respond with TLS-PSK alert “psk_identity_unknown”.  This prompts establishing a new SEK as described in section 6.1.3.3
6.3.6.2 SET Procedures

The only Mode-B-specific SET procedures relate to maintaining synchronization between the SET and SLP.
If Mode B SUPL INIT protection is assigned by the SET, then 

· Prior to the first time that the SET processes one of a SUPL INIT or SUPL REINIT message with a given SUPL_INIT_ROOT_KEY, the SET clears its cache of used values for BasicReplayCounter.

· The SET can trigger resynchronization by establishing new GBA Ks or new SEK as appropriate. The SLP will continue to use the old GBA Ks (or SEK) until the next successful authentication between the SET and SLP, so the SET should maintain the old GBA Ks (or SEK) until that time.

6.3.7 Specifications For Using the Basic SUPL INIT Protector

A Basic SUPL INIT Protector is used for both Mode A and Mode B SUPL INIT Protection includes the following parameters:

· KeyIdentifierType: length = 1 octet.

· KeyIdentifier: variable length. Corresponds to the key used to compute the BasicMAC. 

· BasicReplayCounter: length = 2 octets.

· BasicMAC: length = 4 octets.

The BasicMAC parameter is generated as follows:

· BasicMAC = HMAC-SHA256-32(SUPL_INIT_Basic_IK, SUPL_INIT/REINIT’), where
· SUPL_INIT_Basic_IK is derived according to sections 6.3.5 and  6.3.6 for Mode A and Mode B SUPL INIT protection respectively.
· SUPL_INIT/REINIT’ corresponding to the SUPL INIT/REINIT message with all parameters except BasicMAC assigned, and with the MAC parameter set to all zeroes, and 
· HMAC-SHA256-32 and HMAC-SHA256-128 are specified in [HMAC].

6.3.7.1 H-SLP Procedures

If Mode A or Mode B SUPL INIT protection is assigned to a SET, then the H-SLP composes the SUPL INIT/REINIT messages as follows:

1. Parameters outside the SUPL INIT Protector are assigned as described elsewhere.

2. KeyIdentityType is set according to the type of KeyIdentity that the SLP will use for this message.

3. KeyIdentity is set to a KeyIdentity associated with the SUPL_INIT_ROOT_KEY.

4. H-SLP increases the current value of BasicLastReplayCounterValue (associated with this SET and the negotiated SUPL INIT protection Level) by 1, and inserts the new value into the BasicReplayCounter parameter. Note that  SUPL INIT and SUPL RE INIT messages use a common BasicLastReplayCounterValue.
5. Finally, after all other parameters are assigned the BasicMAC is calculated from SUPL INIT and SUPL_INIT_ROOT_KEY as specified above.
The H-SLP is required to store a BasicLastReplayCounterValue of length equal to the length of BasicReplayCounter parameter for each SET for which Mode A or Mode B SUPL INIT protection level is assigned.

If BasicLastReplayCounterValue in the SLP is close to 65535 = 216-1 (which is highly unlikely), then the SLP must trigger resynchronization procedures (see sections 6.3.6.1 and 6.3.7.1).
6.3.7.2 SET Procedures

If Mode A or Mode B SUPL INIT protection is assigned, then the SET processes a received SUPL INIT/REINIT message as follows:

1. The SET discards the SUPL INIT/REINIT message if the following parameters fail the appropriate verification:

· Protection Level: must be the assigned value for the negotiated SUPL INIT protection level in Table 5.

· KeyIdentityType: Must be valid for the assigned SUPL INIT protection level

· Key Identity: Must correspond to the current SUPL_INIT_ROOT_KEY for the negotiated SUPL INIT protection level.

· BasicReplayCounter: the SET uses this value to detect replay of messages. The technique may be implementation specific but must be robust enough to deal with situations where SUPL INIT/REINIT messages are lost or delivered out of order. Note that  SUPL INIT and SUPL RE INIT messages use a common BasicReplayCounter.
· BasicMAC: The SET computes an expected BasicMAC from SUPL INIT/REINIT message and the SUPL_INIT_ROOT_KEY (as described above) and compares this to the received BasicMAC: the values must be equal.
· (Only for SUPL REINIT messages): The SessionId must corresponds to an existing, non-expired GSS.
2. If the SUPL INIT/REINIT message was not discarded in the previous step, then it is considered authentic, and the SET considers the BasicReplayCounterValue to be used. If BasicReplayCounterValue is close to 65535 = 216-1 (which is highly unlikely), then the SET must establish a new SUPL_INIT_ROOT_KEY with the SLP to reset the counter.

6.4 Providing the H-SLP Address to the SET

Editor’s Note: Provisioning H-SLP Address for Access-Network Independent H-SLP Is FFS.

The H-SLP address is made available to the SET by the provisioning of the H-SLP address in the UICC, SET or a default H-SLP address is derived as described below.  This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET.

If a SET supports multiple access network technologies (3GPP2, 3GPP, WiMAX or alternative access networks) then the H-SLP may apply any of the corresponding mechanisms for provisioning the H-SLP Address.

6.4.1 SETs Supporting 3GPP2

For SETs supporting 3GPP2 the H-SLP address MUST be securely provisioned in the UIM or R-UIM.

6.4.2 SETs Supporting 3GPP

A SETs supporting 3GPP  MUST read the H-SLP address (in FQDN form) as a parameter “ADDR” under the “APPADDR/ADDR” characteristic as specified in WAP PROVCONT [PROVCONT]. In addition, the H-SLP address MUST be securely stored in the bootstrap file as defined in OMA Smartcard Provisioning specification [WAP PROVSC] on a 3GPP compliant UICC [3GPP 31.101] (USIM [3GPP 31.102] /SIM  [3GPP 11.11]) or in an equivalently secure area of the SET. The SET MUST support OMA Smartcard Provisioning [WAP PROVSC] mechanisms to read the H-SLP address.  The bootstrap file in the USIM/SIM application or SET that stores the H-SLP address MUST not be user changeable.  If the H-SLP address is configured in the UICC (USIM/SIM), the SET MUST first read the H-SLP address provisioned in the USIM/SIM.  If there is no H-SLP address provisioned in the USIM/SIM then the SET MAY read the H-SLP address from the secure area on the SET.
Provisioning of the H-SLP address in the SET: If the H-SLP address is to be stored in a secure location on the SET, it MUST be provisioned using OMA Device Management V1.2 or later [OMA-DM]. If the H-SLP address is provisioned using OMA DM the SET MUST authenticate the OMA DM Server based on the server side certificate presented by the DM Server during the TLS Handshake.  If the SET supports storage of the H-SLP address it MUST NOT rely on the authentication scheme set forth in section 6.1.4, i.e., the Alternative Client authentication based on MSISDN/IP-Address mapping authentication. i.e. the SET MUST rely on the PSK-TLS mutual authentication method as described in section Error! Reference source not found..
Auto configuration of the H-SLP address: If the H-SLP address can not be found in the secure storage area of the UICC (USIM/SIM), or in a secure area on the SET, the SET MUST configure the default H-SLP address in the SET based on the IMSI stored in the USIM/SIM. 

In the case an H-SLP address has been found in the secure storage area of the UICC (USIM/SIM), or in a secure area on the SET, but its use has resulted in an authentication failure while initiating the SUPL session, the SET MUST configure the default H-SLP address in the SET based on the IMSI stored in the USIM/SIM.

The mechanism to configure a default H-SLP address is defined below.

Please note that the following example has been taken from 3GPP GBA specifications [3GPP 33.220] and adopted for the SUPL use case where a H-SLP address (based on a FQDN) is configured.  Implementation of this default configuration mechanism does not require the implementation of the 3GPP GBA specification.  The example below is given to illustrate the methodology and can be implemented independent of [3GPP 33.220].

Configuration of H-SLP based on IMSI:

Step 1) Take the first 5 or 6 digits of the IMSI, depending on whether a 2 or 3 digit MNC is used [3GPP 31.102] and separate them into MCC and MNC; if the MNC is 2 digits then a zero SHALL be added at the beginning;

Step 2) Use the MCC and MNC derived in step 1 to create the “mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” domain name;
Add the label “h-slp.” to the beginning of the domain name.

Example 1:
If IMSI in use is “234150999999999”, where MCC=234, MNC=15, and MSIN=0999999999, the H-SLP address would be “h-slp.mnc015.mcc234.pub.3gppnetwork.org”.

If a new IMSI is detected by the SET during, or after power on, all previous H-SLP settings MUST be removed from the SET.  More specifically, any H-SLP address stored in the SET MUST be removed.

In cases where the IMSI is changed the SET MUST first read the H-SLP address from the UICC (USIM/SIM). If no H-SLP address is stored on the UICC (USIM/SIM) the SET MAY check if the H-SLP address is stored in the SET. If no H-SLP address is found in the UICC or SET, then a default H-SLP address MUST be configured by the SET based on the new IMSI as described above.

Implementations MUST ensure that the address of the H-SLP cannot be changed via applications that are downloaded to the SET after the manufacturer software installation of the SET.

Figure 37 illustrates the flow diagram for the H-SLP address storage.
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Figure 37: H-SLP address storage flow diagram for SETs supporting 3GPP

6.4.3 WIMAX based deployments

When the SET attaches to the WiMAX network it MAY receive an updated H-SLP address via OMA DM. When the H-SLP address is provisioned in a secure manner to a WiMAX terminal and it must be stored in a protected environment.

6.5 Confidentiality and Data Integrity Protocols

TLS 1.1 [TLS] or PSK-TLS [PSK-TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and an SLP. All SUPL Messages except “SUPL INIT” and “SUPL REINIT” MUST be delivered within a TLS or PSK-TLS session between a SET and an SLP. 

Section 6.1.1.3 provides details for determining which entities in a SUPL 3.0 deployment have TLS with server-certificate authentication and/or TLS-PSK as mandatory or optional.

6.5.1 TLS with Server-Certificates

Implementations of TLS 1.1 with server-certificates shall conform to [TLS] and WAP Profile of TLS 1.1 [WAP TLS] with the following clarifications:
SETs SHALL implement:

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES].

For SET implementations that prefer additional cipher suites SETs SHOULD implement:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA.

SLPs supporting TLS 1.1 with server-certificates shall implement the following ciphersuites:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA.

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES].

For SLP implementations supporting TLS 1.1 with server-certificates that prefer to support NULL encryption SLPs MAY implement TLS_RSA_WITH_NULL_SHA.  Note that the use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection.  However, it still provides authentication and integrity protection.

The WAP Certificate profile [WAP Cert] of TLS 1.1 SHALL be supported by SLPs supporting TLS 1.1 with server-certificates and SETs.

6.5.2 TLS-PSK

TLS-PSK implementations SHALL conform to PSK-TLS [PSK-TLS] for the TLS Handshake, with Bulk Ciphering as defined for TLS 1.1 [TLS]
SETs supporting TLS-PSK SHALL implement:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SET implementations supporting TLS-PSK that prefer additional cipher suites, the SETs SHOULD implement:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].

The following cipher suites SHALL be implemented by SLPs:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SLP implementations supporting TLS-PSK that prefer additional cipher suites, the SLPs SHOULD implement:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].

6.6 DCert Method and User Binding (Informative)

The DCert method authenticates the SET handset, but (unlike the GBA, SEK and ACA methods) does not perform any authentication tied to Access Network credentials.

If the SLP uses the DCert method for mutual authentication, the SLP Operator is responsible for applying some other mechanism to verify which SUPL User should be associated with the SET. The term “User Binding” is used to describe associating a SUPL User with a SET Identity.

If the SET ownership changes, then is the responsibility of the existing SUPL User to contact the SLP Operator to release the User Binding.
SUPL 3.0 does not specify a User Binding procedure, although one possible procedure is shown in section 6.6.1. Some SLPs may incorporate a User Binding procedure as part of other services provided by the SLP Operator. In other cases, the User Binding may be part of the distribution chain.

The SLP Operator may use any “User Binding” procedure they choose, but the following points should be kept in mind:

· The SUPL User must be authenticated as part of the User Binding procedure.

· Failure to authenticate the SUPL USER would allow theft of service, and allow the Threat Agent to mislead the SLP regarding the location of the identified SUPL User. 

· We recommend that the SLP Operator apply their existing mechanisms and policies for User Authentication.

· The SET must be authenticated as part of the User Binding procedure.

· The reasons for this are subtle. Suppose that a Threat Agent wishes to follow the movements of Alice and Alice owns a SET with SET Identity “SET_ID_A”. The Threat Agent registers as a legitimate SUPL User and, after authenticating herself, claims to own the SET with SET Identity “SET_ID_A”. If the SLP Operator associates this SET with the Threat Agent’s account, then the Threat Agent can authorize themselves to obtain periodic location updates from the SLP (via Network Initiated sessions).  However, since Alice is using the SET, the Threat Agent is actually getting updates of Alice’s location. Since the SLP Operator is expected to keep Alice’s location confidential, it is in the SLP Operator’s interest to prevent such an attack.

6.6.1 An Example User Binding Procedure

The DCert method is designed primarily for SETs that have web-browsing capabilities: examples include smart-phones, tablets or touch-screen multi-media players.

Such SETs can use the following mechanism:

1. SLP Operator prompts the SUPL User to connect to the URL of an SLP-owned Web Server while using the SET.

2. Subscriber connects to website (possibly WAP) while using the SET. 

3. Web Server and SET perform TLS

a. The Web Server provides a server certificate and requests a client certificate. The Web Server’s certificate may be distinct from the certificate for the SLP server certificate used for SUPL service.

b. The SET authenticates the Web Server

c. The SET authenticates to the Web Server using the SET’s Device Certificate.

d. The Web-Server has now authenticated that the secure channel is associated with the SET Identity (e.g. IMEI, MEID or serial number) in the Device Certificate.
4. The SUPL User performs some (out of scope) authentication with the website. For example, the Web Server could request an SLP-specific username/password, or federated username/password or other subscriber details such as address, date of birth, etc.

5. The SLP operator has now securely associated the subscriber with the device identity and should store this association in the SLP. 
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