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1 Reason for Change

This contribution proposes corrections for comment C228 for SUPL 3.0 CONRR (OMA-CONRR-SUPL-V3_0-20110804-D).
	C228
	2011.07.11
	T
	6.3.3
	Source: Qualcomm

Form: INP doc

Comment:  SUPL 3.0 has defined Mode A and Mode B SUPL INIT protection. Mode A protection requires that the SLP has the ability to send a shared key to the SET during a secured ULP session. However, the shared key parameter is currently undefined. It also needs to be defined which ULP message are to be used to request and send the shared key. 

Proposed Change: TBD
	Status: OPEN 

Qualcomm to provide CR.


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to this CR and apply the proposed changes to SUPL 3.0 TS ULP.
6 Detailed Change Proposal

6.3.3
End-to-End Protection of SUPL INIT/REINIT Messages

NOTE: End-to-End Protection of SUPL INIT Messages applies only to non-emergency SUPL INIT/REINIT messages. 

The processes in Section 6.3.3 apply only to SLP that are D-SLP and H-SLP; the processes do not apply to E-SLP.

The procedures for End-to-End protection protection of SUPL INIT and SUPL REINIT messages make no distinction between SUPL INIT and SUPL REINIT messages – both SUPL INIT and SUPL REINIT messages are processed as though they were the same type of message. For simplicity, we refer to the procedures as SUPL INIT protection procedures - both SUPL INIT and SUPL REINIT messages are processed using the as SUPL INIT protection procedures.

Three options of end-to-end SUPL INIT protection are provided for in this specification: Null, Mode A and Mode B-

· Null SUPL INIT protection provides no end-to-end integrity protection, no end-to-end replay protection and no confidentiality protection. The procedures for Null SUPL INIT protection are described in section 6.3.4.

· Mode A SUPL INIT protection provides end-to-end integrity protection and end-to-end replay protection using default algorithms. Mode A SUPL INIT protection uses a shared key sent to the SET by the SLP during a secured ULP Session. The procedures for Mode A SUPL INIT protection are described in section 6.3.5.
· Mode B SUPL INIT protection provides end-to-end integrity protection and end-to-end replay protection using default algorithms. Mode B SUPL INIT protection uses a shared key derived using the appropriate PSK-based Method (GBA or SEK methods). The procedures for Mode B SUPL INIT protection are described in section 6.3.6.
The order of preference for the level of protection is as follows:

· Null SUPL INIT protection has least preference.

· Mode A SUPL INIT protection has higher preference than Null SUPL INIT protection.
· Mode B SUPL INIT protection has higher preference than Mode A SUPL INIT protection.

In a SUPL INIT message the Protection Level parameter (in the following table) is assigned according to the current level of protection. 

NOTE: this specification has been written to allow for more advanced levels of protection to be added in the future revisions. This advanced protection could allow the negotiation of other ways for securing SUPL INIT/REINIT (for example, allowing encryption and allowing the negotiation of algorithms). The Protection Level parameter is included to aid the SET in determining whether it might be able to parse the SUPL INIT/REINIT message or not: the Protection Level parameter is required for extensibility.
A SUPL INIT/REINIT message may have a Protector parameter present for including security parameters: the presence of a Protector parameter is specified in the following table.

	Level of End-to-End SUPL INIT Protection
	Description
	Protector parameter present in SUPL INIT/REINIT?

	Null
	No end-to-end protection
	Optional

	Mode A
	Integrity protection and replay protection using default algorithms
	Mandatory

	Mode B
	Integrity protection and replay protection using default algorithms
	Mandatory


Table 5: SUPL INIT Protection Level parameter values and presence of the Protector parameter in SUPL INIT and SUPL REINIT messages.
A SET or D-SLP or H-SLP that supports the ACA-based method MUST support Null SUPL INIT protection. 

All SETs SHOULD support Mode A SUPL INIT protection procedures.

A D-SLP or H-SLP MAY support Mode A SUPL INIT protection procedures. 

A SET or D-SLP or H-SLP that supports the PSK-based method MUST support Mode B SUPL INIT protection procedures. 

The E-SLP entity is not involved in currently defined SUPL INIT protection.

6.3.3.1
Negotiating the Level of SUPL INIT Protection

The following processes apply only to SLP that are D-SLP and H-SLP; the processes do not apply to E-SLP.

An informal description of how the SUPL INIT protection level is negotiated is as follows: 

1. The SET must apply Null SUPL INIT protection when there is no valid SUPL_INIT_ROOT_KEY (e.g. at power-up or when the lifetime of the SUPL_INIT_ROOT_KEY has expired). The initial protection level is always Null SUPL INIT protection. In this state the SET handles all SUPL INIT/REINIT messages, i.e. no messages are silently dropped. If a SUPL INIT/REINIT message is parsed with a failure condition, the SET sends an error message to the SLP.
2. If the SET has a valid SUPL_INIT_ROOT_KEY and valid ReplayCounter already negotiated using Mode A or Mode B SUPL INIT protection for a particular SLP, then the SET processes all SUPL INIT/REINIT messages from that SLP using the negotiated mode (Mode A or Mode B).

3. When the SET establishes a mutually-authenticated secure connection to the SLP,
a. If a PSK-based method (GBA or SEK) was used for mutual authentication, then Mode B SUPL INIT protection applies and the B-TID exchanged in the PSK-TLS handshake corresponds to the Ks (that will be used as a Ks_NAF in 3GPP and 3GPP2 deployments) or SEK that can be used to derive SUPL_INIT_ROOT_KEY that will be used as a Ks_NAF in 3GPP and 3GPP2 deployments. This Ks_NAF or SEK and the associated B-TID are used in the Mode B SUPL INIT protection until either:

i. the key expires, in which case the SET and SLP revert to Null SUPL INIT protection
ii. the SET and SLP use the ACA-method in a non-emergency session, in which case the SET and SLP revert to either Mode A or Null SUPL INIT protection as discussed in step 3b below, or 
iii. the SET and H-SLP use GBA's or SEK's bootstrapping re-negotiation methods to establish TLS using a fresh B-TID, in which case the B-TID and corresponding Ks_NAF or SEK are now used for Mode B SUPL INIT protection. 
b. Otherwise, the SET and SLP established a secure connection using the DCert or ACA method.

i. If the SET does not have a valid SUPL_INIT_ROOT_KEY, it indicates this to the SLP in its SET Capabilities (sUPLINITRootKeyStatus=” invalidSUPLINITRootKey”) in the next ULP message carrying the SET Capabilities parameter following the secure session establishment. 

1. If the SLP supports Mode A SUPL INIT protection, then the SLP performs the Mode A SUPL_INIT_ROOT_KEY Establishment procedure (Section 6.3.5.2) in the next SUPL END message. A successful Mode A SUPL_INIT_ROOT_KEY Establishment procedure indicates to the SET that Mode A SUPL INIT Protection applies. Until a successful Mode A SUPL_INIT_ROOT_KEY Establishment procedure occurs, the SET SHALL use Null SUPL INIT Protection.
NOTE: The policy for updating SUPL_INIT_ROOT_KEY is a decision of the SLP Operator. 
2. If the SLP does not support Mode A SUPL INIT protection (or does not support Mode A SUPL INIT protection at this particular time), then the SLP does not send ModeAKeyIdentifier, TemporaryModeAKeyIdentifier, SUPL_INIT_ROOT_KEY and ModeAKeyLifetime parameters which indicates that the SET SHALL use Null SUPL INIT Protection.
ii. If the SET has a valid SUPL_INIT_ROOT_KEY, but does not have a valid TemporaryModeAKeyIdentifier or has lost synchronization regarding replay protection, it indicates this to the SLP in its SET Capabilities (sUPLINITRootKeyStatus=” outofsyncSUPLINITRootKey”) in the next ULP message carrying the SET Capabilities parameter following the secure session establishment. 

1. If the SLP support Mode A SUPL INIT protection, then the SLP performs the Mode A Resynchronization procedure (Section 6.3.5.3) in the next SUPL END message. A successful Mode A Resynchronization procedure indicates to the SET that Mode A SUPL INIT Protection applies. Until a successful Mode A Resynchronization procedure occurs, the SET SHALL use Null SUPL INIT Protection.
2. If the SLP does not support Mode A SUPL INIT protection (or does not wish to support Mode A SUPL INIT protection at this particular time), then the SLP does not perform Mode A Resynchronization (Section 6.3.5.3) which indicates that the SET SHALL use Null SUPL INIT Protection.

Note that this means that the protection level is renegotiated every time the SET sets up a fresh TLS connection to the SLP.

6.3.3.2
Negotiation from the SLP Perspective

If the most recent IP session with the SET was authenticated using the GBA or SEK method, and the SLP has a current B-TID and the associated key for the SET, then 

· If the B-TID is for a key obtained using GBA, then the SLP assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated as follows

· The FQDN SHALL be the SLP_FQDN

· The GBA Ua security protocol identifier that shall be used for SUPL_INIT protection is defined in OMNA Registry [OMNA].
· If the B-TID is for a key derived using the SEK-method, then the SUPL_INIT_ROOT_KEY is the SEK as defined in 6.1.2.1.2.

· Assuming no other SUPL INIT protection has been negotiated, then the SLP assigns the Mode B SUPL INIT protection level for that SET.

Otherwise, if the SLP has a valid ModeAKeyIdentifier and associated key for the SET, then the SLP assigns Mode A SUPL INIT protection level for that SET.

If no other level of protection is assigned, then the SLP assigns Null SUPL INIT protection level for that SET.

The SLP applies the procedures (for processing SUPL INIT/REINIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT/REINIT protection. This includes assigning the appropriate value for the Protection Level parameter in SUPL INIT messages.
6.3.3.3
Negotiation from the SET Perspective

If the most recent IP session with the SLP was authenticated using the GBA or SEK method, and the SET has the current B-TID and associated key used for that IP session, then 

· If the B-TID is for a key obtained using GBA, then the SET assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated as follows

· The FQDN SHALL be the SLP_FQDN

· The GBA Ua security protocol identifier [3GPP 24.109] that shall be used for SUPL_INIT protection is defined in OMNA Registry [OMNA].
· If the B-TID is for a key derived using the SEK-method, then the SUPL_INIT_ROOT_KEY is the SEK as defined in 6.1.2.1.2.

· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Mode B SUPL INIT protection level.

Otherwise, if the SET has a valid ModeAKeyIdentifier, TemporaryModeAKeyIdentifier and associated SUPL_INIT_ROOT_KEY for the SLP, then the SET assigns Mode A SUPL INIT protection level for that SLP.

If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.

The SET applies the procedures (for processing received SUPL INIT/REINIT messages) corresponding to the currently assigned level of SUPL INIT protection.
6.3.3.4
Exception procedures

If the SET determines that the SET-internal SUPL INIT protection parameters have become corrupted, then the SET must establish a TLS session with the SLP: 

· If GBA authentication is used, then the SET must initiate GBA bootstrapping to establish fresh keys; 

· For SETs using the SEK method, the SET must initiate SEK bootstrapping to enable fresh keys, as defined in 6.1.2.1.2.

· Otherwise, the SET follows the procedures in Step 3.b of section 6.3.3.1.

If the SLP loses security context (for example, massive loss of data) then the SLP will have no means of initiating positioning activities. The context would be re-established when the Ks_NAF or SEK expires, or the SET connects to the SLP. To prevent this “block out window” the SLP should ensure that all SUPL INIT protection security context information is stored with sufficient redundancy to recover from such a scenario.
6.3.3.5
General Procedure for Processing a SUPL INIT Message at SET

The following procedure is applied by the SET to determine how to process a received SUPL INIT message.

1. The SET identifies the Sending SLP (the SLP that sent the SUPL INIT message).

a. If a D-SLP FQDN parameter is present in the SUPL INIT message, then the SET SHALL identify the Sending SLP using this parameter.

i. If the SET has no existing relationship with identified D-SLP, then the SET silently SHALL discard the SUPL INIT message and exits the current procedure.

ii. Otherwise, the SET proceeds to step 2.

b. If no D-SLP FQDN parameter is present in the SUPL INIT message, then the SET identifies the Sending SLP to be the SET’s H-SLP.

2. The SET performs initial filtering based on the SUPL INIT Protection level assigned for the Sending SLP:

a. If Null SUPL INIT Protection is assigned for the Sending SLP, then the SET performs the Null SUPL INIT Protection procedures, and exits the current procedure.

b. If Mode A or Mode B SUPL INIT Protection is assigned for the Sending SLP, then

i. If the SUPL INIT message contains no Protector Parameter, then the SET silently discards the SUPL INIT message and exits the current procedure.

ii. If the SUPL INIT message contains a Protector Parameter, the SET performs the appropriate Mode A or Mode B SUPL INIT Protection procedures in Section 6.3.5 or Section 6.3.6 respectively. The SET uses the KeyIdentifier parameter in the Protector Parameter to identify which of the SUPL INIT ROOT Keys associated with the Sending SLP is to be used for processing the SUPL INIT message.
6.3.5
Specifications for Mode A SUPL INIT Protection Level

6.3.5.1
Key Identifiers for Mode A SUPL INIT Protection

Mode A SUPL INIT Protection uses two Key Identifiers that may be sent with SUPL INIT/REINIT messages: ModeAKeyIdentifier and TemporaryModeAKeyIdentifier.
· The ModeAKeyIdentifier is a globally-unique, long-term Key Identifier associated with the SUPL_INIT_ROOT_KEY. The SLP provides a new ModeAKeyIdentifer to the SET only when the SLP provisions a new value for SUPL_INIT_ROOT_KEY.
· The TemporaryModeAKeyIdentifier is a short-term identity (pseudonym) associated with the ModeAKeyIdentifier. The TemporaryModeAKeyIdentifier shall be globally unique in the period that the TemporaryModeAKeyIdentifier is valid. The SET and SLP synchronize the value of TemporaryModeAKeyIdentifier as described in Sections 6.3.5.5 and 6.3.5.6.

The SLP will typically use TemporaryModeAKeyIdentifier as the KeyIdentifier in the Basic SUPL INIT Protector. The SET then uses TemporaryModeAKeyIdentifier to determine which SUPL_INIT_ROOT_KEY should be used to verify the Basic SUPL INIT Protector. 
The ModeAKeyIdentifier is not typically sent in a SUPL INIT/REINIT message because this would allow an observer to associate multiple SUPL INIT/REINIT messages are associated with a common SET User. The purpose of TemporaryModeAKeyIdentifier to prevent a Threat Agent from using the ModeAKeyIdentifier to associate multiple SUPL INIT/REINIT messages with a SET User. Only the SLP and SET should be able to associate the TemporaryModeAKeyIdentifier with the ModeAKeyIdentifier. The frequency of changing TemporaryModeAKeyIdentifier is primarily a decision of the SET User. An SLP may choose to establish a new value for TemporaryModeAKeyIdentifier based on SLP policy.
However, there are circumstances in which the SLP may wish to use the longer-term ModeAKeyIdentifier as the KeyIdentifier in the Basic SUPL INIT Protector. For example, suppose a SET has not been responding to multiple SUPL INIT/REINIT messages using TemporaryModeAKeyIdentifier in the Basic SUPL INIT Protector. The SLP may be concerned that the SET has lost synchronization regarding TemporaryModeAKeyIdentifier. The SET and SLP are more likely to remain synchronized on the long-term ModeAKeyIdentifier. Hence, the SLP can send a SUPL INIT/REINIT message using ModeAKeyIdentifier in the Basic SUPL INIT Protector to ensure that lack of synchronization does not prevent the SET from verifying the SUPL INIT/REINIT message.

6.3.5.2
Mode A SUPL_INIT_ROOT_KEY Establishment Procedure
A value for the SUPL_INIT_ROOT_KEY is established by the SLP sending (in a SUPL END message to the SET in a secure SUPL session) a new ModeAKeyIdentifier, TemporaryModeAKeyIdentifier, SUPL_INIT_ROOT_KEY and ModeAKeyLifetime parameters. If delivery is successful, then the SLP and SET considers this Mode A SUPL_INIT_ROOT_KEY Establishment Procedure to be a success.
The ModeAKeyLifetime parameter contains the UTC time when the key ceases being valid.

6.3.5.3
Mode A Resynchronization Procedure

A SLP establishes a new value for the TemporaryModeAKeyIdentifier with the SET using the following steps:
1. The SLP sends to the SET (in a SUPL END message to the SET in a secure SUPL session) the current ModeAKeyIdentifier and a new TemporaryModeAKeyIdentifier parameter. If delivery is successful, then the SLP considers this Mode A Resynchronization Procedure to be a success.

2. The SET compares the received ModeAKeyIdentifier against the ModeAKeyIdentifiers of the valid SUPL_INIT_ROOT_KEY values that the SET currently has assigned for that SLP.
a. If the ModeAkeyIdentifier values differ, then this indicates corruption of the value of ModeAKeyIdentifier assigned on the SET, and the following steps are performed: 

i. The SET discards the TemporaryModeAKeyIdentifier and considers this Mode A Resynchronization to be a failure.

ii. The SET initiates the Exception Procedures in Section 6.3.3.4. 
b. If the received ModeAkeyIdentifier is equal to a valid ModeAKeyIdentifier, then:

i. The SET associates the new TemporaryModeAKeyIdentifier with the corresponding ModeAKeyIdentifier,

ii. The SET considers this Mode A Resynchronization Procedure to be a success.

6.3.5.4
Mode A SUPL INIT Protection and the Basic SUPL INIT Protector

Mode A SUPL INIT Protection uses the Basic SUPL INIT Protector and associated procedures as defined in section 0 with the following additional clarifications:

· KeyIdentifierType: indicates either ModeAKeyIdentifier or a TemporaryModeAKeyIdentifier is used.

· KeyIdentifier: corresponds to either a ModeAKeyIdentifier or a TemporaryModeAKeyIdentifier as appropriate to the ModeAKeyIdentifierType.

· BasicMAC is computed using SUPL_INIT_Basic_IK = HMAC-SHA256-128(SUPL_INIT_ROOT_KEY, “Mode A IK”), using SUPL_INIT_ROOT_KEY associated with the KeyIdentifier above.
6.3.5.5
SLP Procedures

The only Mode-A-specific SLP procedures relate to SUPL INIT ROOT KEY Establishment, expiry of a SUPL_INIT_ROOT_KEY, and maintaining synchronization between the SET and SLP.
The Mode A SUPL_INIT_ROOT_KEY Establishment Procedure is specified in Section 6.3.5.2. An SLP may perform the Mode A SUPL_INIT_ROOT_KEY Establishment Procedure in response to an out of sync indication by the SET (in SET Capabilities (sUPLINITRootKeyStatus=” invalidSUPLINITRootKey”)) or an (out of scope) internal decision of the SLP. That is, the SLP can send a SUPL_INIT_ROOT_KEY (with associated parameters) even when there is no corresponding indication by the SET.
A SUPL_INIT_ROOT_KEY and associated parameters SHALL cease being valid in the SLP after the earlier of

· The lifetime of the associated ModeAKeyIdentifier, and

· The time of a later successful Mode A SUPL_INIT_ROOT_KEY Establishment (Section 6.3.5.2).

The Mode A Resynchronization Procedure is specified in Section 6.3.5.3. An SLP may perform the Mode A Resynchronization Procedure in in response to an out of sync indication by the SET (in SET Capabilities (sUPLINITRootKeyStatus=” outofsyncSUPLINITRootKey”)) or an (out of scope) internal decision of the SLP. That is, the SLP can send a TemporaryModeAKeyIdentifier even when there is no corresponding indication by the SET.
Following a successful Mode A SUPL_INIT_ROOT_KEY Establishment Procedure or successful Mode A Resynchronization Procedure, the SLP resets BasicLastReplayCounter to 0x0000.
6.3.5.6
SET Procedures

The only Mode-A-specific SET procedures relate to SUPL INIT ROOT_KEY Establishment, expiry of a SUPL_INIT_ROOT_KEY, and maintaining synchronization between the SET and SLP.
The Mode A SUPL_INIT_ROOT_KEY Establishment Procedure is specified in Section 6.3.5.2. A SET may attempt to trigger a Mode A SUPL_INIT_ROOT_KEY Establishment Procedure by indicating that it does not have a valid SUPL_INIT_ROOT_KEY in the SET (in SET Capabilities (sUPLINITRootKeyStatus=” invalidSUPLINITRootKey”)) in a ULP message carrying the SET Capabilities parameter following a secure session establishment.
An established SUPL_INIT_ROOT_KEY and associated parameters SHALL be considered invalid in the SET after the earlier of the following times.

· The lifetime of the associated ModeAKeyIdentifier.

· Five minutes after the time of a later successful Mode A SUPL_INIT_ROOT_KEY Establishment (Section 6.3.5.2). This time delay allows for delivery of any SUPL INIT messages sent prior to the latest Mode A SUPL_INIT_ROOT_KEY Establishment procedure as such SUPL INIT message would have be protected using the former SUPL_INIT_ROOT_KEY.

· Any time that the SET detects corruption of the values of SUPL_INIT_ROOT_KEY, ModeAKeyIdentifier and ModeAKeyLifetime. If corruption occurs, then the SET shall initiate Exception procedures in Section 6.3.3.4.
Mode A Resynchronization Procedure is specified in Section 6.3.5.3. A SET may attempt to trigger a Mode A Resynchronization Procedure  by indicating loss of synchronization in the SET (in SET Capabilities (sUPLINITRootKeyStatus=” outofsyncSUPLINITRootKey”))  in a ULP message carrying the SET Capabilities parameter following a secure session establishment. 

Upon receipt of the first SUPL INIT messages including the TemporaryModeAKeyIdentifier established in a successful Mode A SUPL_INIT_ROOT_KEY Establishment Procedure or successful Mode A Resynchronization Procedure, the SET clears its cache of used values for BasicReplayCounter (since the SLP will have also reset BasicLastReplayCounter to 0x0000).

6.3.7
Specifications For Using the Basic SUPL INIT Protector

A Basic SUPL INIT Protector is used for both Mode A and Mode B SUPL INIT Protection includes the following parameters:

· KeyIdentifierType
· KeyIdentifier: length = 8 octets. 

· BasicReplayCounter: length = 2 octets.

· BasicMAC: length = 4 octets.

The BasicMAC parameter is generated as follows:

· BasicMAC = HMAC-SHA256-32(SUPL_INIT_Basic_IK, SUPL_INIT/REINIT’), where
· SUPL_INIT_Basic_IK is derived according to sections 6.3.5 and 6.3.6 for Mode A and Mode B SUPL INIT protection respectively.
· SUPL_INIT/REINIT’ corresponding to the SUPL INIT/REINIT message with all parameters except BasicMAC assigned, and with the MAC parameter set to all zeroes, and 
· HMAC-SHA256-32 and HMAC-SHA256-128 are specified in [HMAC].

6.1.1.2
Overview of Supported Authentication Methods (Informative)
(1)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220], [3GPP 33.222], [3GPP2 S.S0114], [3GPP 24.109]. GBA provides mutual authentication capability based on shared secret that is derived using existing 3GPP/3GPP2 authentication mechanisms.

· SET and SLP are mutually authenticated using TLS-PSK with Generic Bootstrapping Architecture (GBA).

(2)
SEK based (only applicable to WIMAX SLP). 
· SET and SLP are mutually authenticated using TLS-PSK with SEK. The details of SEK method can be found in section 6.1.2.1.2.
 (3)
Device Certificate (DCert)-based. This AN-Independent method uses TLS with

· RSA server certificate to authenticate the SLP to the SET,

· RSA client certificate to authenticate the SET to the SLP.

(4)
Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLP to the SET,

· Alternative Client authentication of the SET to the SLP (see section 6.1.4). In this case, the SLP authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

 (5)
SLP-only. This is used in scenarios where it is not possible for the SLP to authenticate the SET. This method SHALL NOT be used for non-emergency cases. The SET cannot distinguish between this method and ACA-based. This uses TLS with

· An RSA certificate to authenticate the SLP to the SET,

· The SET is not authenticated.
6.1.2.1.1
Deployments Supporting the GBA Method

In the case of deployments supporting (GBA [3GPP 33.220], [3GPP 24.109],[3GPP2 S.S0109]), the shared keys are established as follows:

· When the SLP requests key material from the BSF (for securing IP communication and for protecting SUPL INIT and/or SUPL REINIT), the SLP MUST also request the USS (User security settings). The USS MUST include a permanent user identity (e.g. IMPI, IMSI or MSISDN).

· For securing IP communication between the SET and SLP, the SET and the SLP MUST derive a shared secret key and operate according to TLS-PSK using GBA ([3GPP 33.220], [3GPP 24.109], [3GPP 33.222], [3GPP2 S.S0109]). The SLP MUST have well defined domain name SLP_Address_FQDN designating the SLP, e.g., slp.operator.com. The GBA Ua security protocol identifier that shall be used for TLS-PSK is defined in OMNA Registry [OMNA]. The SLP MUST confirm that the permanent user identity provided by the BSF corresponds to the SET identity in SUPL messages received by the SLP over the corresponding secured connection.

· For MAC protection of SUPL INIT and/or SUPL REINIT, keys are derived according to GBA ([3GPP 33.220], [3GPP2 S.S0109]). The GBA Ua security protocol identifier that shall be used for SUPL INIT protection is defined in OMNA Registry [OMNA]. The keyIdentifier of the basicMAC included in the SUPL INIT message (or SUPL REINIT message) MUST be the B-TID of the Ks from which the Ks_NAF is generated. NOTE: The D/H-SLP request for SUPL INIT protection keys from the BSF would typically occur simultaneously with the D/H-SLP request for the keys securing IP communication.

· The SET MUST ensure that it is always provisioned with a valid Ks.  If no valid Ks is present then the SET MUST initiate the GBA Bootstrapping procedure to provision Ks.  A new Ks MUST be established each time a new UICC (USIM/SIM/R-UIM) is detected by the SET.  Additionally, the SET MUST establish new shared keys when the Ks_NAFs lifetime (set by the Home Network operator) expires.

10.8
SET capabilities

	Parameter
	Presence
	Value/Description

	SET capabilities
	-
	SET capabilities (not mutually exclusive) in terms of supported positioning technologies and positioning protocols.

During a particular SUPL session, a SET may send its capabilities more than once – specifically, in SET initiated cases, the SET capabilities are sent in SUPL START, SUPL TRIGGERED START and in SUPL POS INIT. For immediate requests, the SET capabilities MUST NOT change during this particular session. For triggered requests, the SET capabilities MAY change during a session.
The SET Capabilities parameter MAY also be used by the SET to inform the H-SLP or D-SLP about its service capabilities.

	>Pos Technology
	M
	This parameter does not apply to SUPL 3.0

	>>GANSS Position Methods
	O
	This parameter is not applicable in SUPL 3.0 and SHALL not be used.

	>Pref Method
	M
	This parameter is not applicable in SUPL 3.0 

	>Pos Protocol
	M
	Zero or more of the following positioning protocols (bitmap):

· TIA-801

· LPP

· LPPe

Flags for legacy positioning protocols (RRLP and RRC) SHALL be set to FALSE.

	>>Pos Protocol Version TIA-801
	CV
	Describes the protocol version of 3GPP2 C.S0022 (TIA-801) Positioning Protocol.

It is required if TIA-801 is identified in the Pos Protocol parameter.

	>>>Supported Pos Protocol Version TIA-801
	M
	Specifies a list of up to 8 different supported 3GPP2 C.S0022 versions. This parameter is required (with at least one entry in the list) if TIA-801 is identified in the Pos Protocol parameter.

	>>>>Revision Number
	M
	Revision part of document number for the specifications of C.S0022 Positioning Protocol.

Value: [0,A-Z]

	>>>>Point Release Number
	M
	Point Release number for C.S0022, range: (0..255)

	>>>Internal Edit Level
	M
	Internal Edit Level for C.S0022, range: (0..255)

	>>Pos Protocol Version LPP
	CV
	Describes the protocol version of LPP Positioning Protocol.

It is required if LPP is identified in the Pos Protocol parameter.

	>>>Major Version Field
	M
	First (most significant) element of the version number for LPP Positioning Protocol, range: (0..255)

	>>>Technical Version Field
	M
	Second element of the version number for LPP Positioning Protocol, range: (0..255)

	>>>Editorial Version Field
	M
	Third (least significant) element of the version number for LPP Positioning Protocol, range: (0..255)

	>>Pos Protocol Version LPPe
	CV
	Describes the protocol version of LPPe Positioning Protocol.

It is required if LPPe is identified in the Pos Protocol parameter.

	>>>Major Version Field
	M
	First (most significant) element of the version number for LPPe Positioning Protocol, range: (0..255)

	>>>Minor Version Field
	M
	Second element of the version number for LPPe Positioning Protocol, range: (0..255)

	>Service Capabilities
	O
	The service capabilities of the SET are described in this parameter. The SET MAY send this parameter in SUPL START, SUPL POS INIT, SUPL TRIGGERED START and SUPL END. The purpose of this parameter is to inform the H-SLP or D-SLP about the service capabilities of the SET

	>>services supported
	M
	Defines the supported services by the SET. Only Network Initiated services are relevant in this context.

Zero or more of the following services are supported:

· Periodic Trigger

· Area Event Trigger

· Velocity Event Trigger

	>>reporting capabilities
	CV
	Defines the reporting capabilities of the SET. This parameter is only required if periodic triggers are supported by the SET in which case the parameter is mandatory.

	>>>minimum interval between fixes
	M
	Defines the minimum interval between fixes allowed by the SET.

This parameter is used by the H-SLP or D-SLP to avoid conflict between the desired interval between fixes and the SET’s capabilities. Range: 1 to 3600, Units in seconds.

	>>>maximum interval between fixes
	O
	Defines the maximum interval between fixes allowed by the SET.

This parameter is used by the H-SLP or D-SLP to avoid conflict between the desired interval between fixes and the SET’s capabilities. This parameter is optional. If not present, no maximum interval between fixes is specified.

Range: 1 to 1440, Units in minutes.

	>>>rep mode
	M
	Supported reporting mode(s):

· Real time

· Quasi real time

· Batch reporting
(At least one of the three reporting modes must be supported)

	>>>batch rep cap
	CV
	Defines the type of batch reporting capabilities supported by the SET (only applicable to quasi real time and batch reporting):

· Report position (true if reporting of position is allowed, false otherwise)

· Report measurements (true if reporting of measurements is supported, false otherwise)

· Maximum number of positions (range: 1 to 1024)

· Maximum number of measurements (range: 1 to 1024)

	>>event trigger capabilities
	CV
	Defines the event trigger capabilities of the SET. This parameter is only required if area event triggers are supported by the SET in which case the parameter is mandatory.

	>>> geo area shapes supported
	M
	This parameter defines the geographic target area shapes supported by the SET in addition to mandatory circular area:

· Elliptical

· Polygon

	>>> max number  of geographical target areas supported
	O
	This parameter defines the maximum number of geographic target areas the SET supports. (range: 1 to 32)

This parameter is optional. If not present, the SET does not support geographical target areas.

	>>> max number of Area Id Lists supported
	O
	This parameter defines the maximum number of Area Id Lists the SET supports. (range: 1 to 32)

This parameter is optional. If not present, the SET does not support Area Ids.

	>>> max number of Area Ids supported per Area Id List
	CV
	This parameter defines the maximum number of Area Ids per Area Id List the SET supports. (range: 1 to 256)

This parameter is conditional: if max number of Area Id Lists is present, then this parameter MUST be present. Otherwise this parameter MUST NOT be present.

	>>session capabilities
	M
	Defines the session capabilities of the SET:

· Total number of simultaneous sessions (range: 1 to 128). 

· Maximum number of simultaneous periodic triggered sessions (only used for periodic triggers) (range: 1 to 32).

· Maximum number of simultaneous area event triggered sessions (only used for area event triggers) (range: 1 to 32).

· Maximum number of simultaneous velocity event triggered sessions (only used for velocity event triggers) (range: 1 to 32).

	> supported bearers
	O
	This parameter is not applicable in SUPL 3.0. This parameter SHALL NOT be used.

	>QoPCapabilities
	O
	This parameter defines the ability of the SET for reporting and/or receiving high accuracy position and/or velocity results.

	>Civic Position Capabilities
	O
	This parameter defines the ability of the SET to support absolute civic positioning.

	>Relative Position Capabilities
	O
	This parameter defines the ability of the SET to support relative positioning.

	> D-SLP Provision from H-SLP
	O
	This field indicates whether the SET supports provision of authorized D-SLP addresses from the H-SLP. 

	> E-SLP Provision-from-H-SLP
	O
	This field indicates whether the SET supports provision of authorized E-SLP addresses from the H-SLP. 

	> D-SLP Provision from Proxy D-SLP
	O
	This field indicates whether the SET supports provision of authorized D-SLP addresses from a Proxy D-SLP. 

	> E-SLP Provision from-Proxy-E-SLP
	O
	This field indicates whether the SET supports provision of authorized E-SLP addresses from a Proxy E-SLP. 

	> D-SLP Notification to H-SLP
	O
	This field indicates whether the SET is able to notify the H-SLP when the SET changes access to a D-SLP.

	> Sensor Support
	CV
	Defines whether the SET is able to use   sensors to calculate location estimates and/or velocity estimates. If the SET supports positioning/velocity sensors, this parameter MUST be included.

	SUPL INIT Root Key Status
	CV
	This parameter is conditional and MAY only be used if Mode A SUPL INIT protection is used. For NULL SUPL INIT Protection and Mode B SUPL INIT Protection, this parameter SHALL NOT be used.

This parameter is used by the SET to indicate to the SLP one of the following conditions:
· Invalid SUPL INIT Root Key

· Out of Sync SUPL INIT Root Key
This parameter SHALL be sent and set to “Invalid SUPL INIT Root Key” if  the SET does not have a valid SUPL INIT Root Key. It SHALL be sent and set to “Out of Sync SUPL INIT Root Key” if the SET’s SUPL INIT Root Key is out of sync. If the SET has a valid SUPL INIT Root Key which is in sync, this parameter SHALL NOT be sent.


Table 30: SET capabilities Parameter

9.2.8
SUPL END

SUPL END is the message that ends the SUPL procedure, normally or abnormally.

	Parameter
	Presence
	Description

	Position
	O
	Defines the position result of the SET.

	Status Code
	O
	Defines the Status of the message as either an error indication or an information indication.

Error indications have values between 0 and 99, information indications have values between 100 and 199.

	Ver
	CV
	This parameter contains the hash of the SUPL INIT/SUPL REINIT message and is calculated by the SET. This parameter MUST be present in situations where the SUPL END message is sent as a direct response to a SUPL INIT/SUPL REINIT message.

	SET Capabilities
	O
	Defines the SET Capabilities of the SET. This parameter MAY be used if the SUPL END message is sent from the SET to the SLP.

	Location URI Set
	O
	This parameter contains a set of one or more location URIs. This parameter MAY only be included if the SUPL END message is sent from the SLP to the SET and if the SET had previously requested a Location URI from the SLP.

	SLP Authorization 
	CV
	This parameter is included in a response to a D-SLP or E-SLP Query from the SET to the H-SLP, Proxy D-SLP or Proxy E-SLP. The parameter may also be included when terminating a Session Info Query from the H-SLP or a Proxy D-SLP. The parameter provides one or more authorized D-SLP and/or E-SLP addresses and may include limitations on the use of each address. The parameter may also be used to support unsolicited provision of D-SLP and/or E-SLP addresses by the H-SLP or by a Proxy D-SLP at the end of any SUPL session based on the SET location, serving access network and/or neighboring access networks. This is allowed whenever the SET capabilities indicate support for the particular type of D-SLP or E-SLP provision.  Any D-SLP addresses or E-SLP addresses provided by an H-SLP or Proxy D-SLP then replace any previous D-SLP or E-SLP addresses, respectively, that were provided earlier by the H-SLP or the same Proxy D-SLP, respectively. Other provided D-SLP and E-SLP addresses are not affected except that removal of a Proxy D/E-SLP address also removes all D-SLP or E-SLP addresses that may have been provided by the Proxy D/E-SLP.

	Relative Position
	O
	This parameter defines the position result relative to a reference point or another SET (relative position). This parameter is only applicable when sent from the SLP to the SET.

	Civic Position
	O
	This parameter defines the position result as civic address. This parameter is only applicable when sent from the SLP to the SET.
The presence of this parameter is implementation dependent.

	SUPL INIT Key Response
	CV
	This parameter is conditional and SHALL only be used for Mode A SUPL_INIT_ROOT_KEY Establishment (see section 6.3.5.2).
This parameter SHALL only be used if SUPL END is sent from the SLP to the SET.


Table 15: SUPL END Message
10.xyz
SUPL INIT Key Response

The SUPL INIT Key Response parameter is used in the SUPL_INIT_ROOT_KEY Establishment procedure (see section 6.3.5.2) to send Keys for Mode A SUPL INIT Protection from the SLP to the SET.

	Parameter
	Presence
	Value/Description

	SUPL INIT Key Response
	-
	Used in the Mode A SUPL_INIT_ROOT_KEY Establishment Procedure (section 6.3.5.2) and the Mode A Resynchronization Procedure (section 6.3.5.3)

	> Mode A Key Establishment
	CV
	This parameter is conditional and SHALL be sent in case of Mode A SUPL_INIT_ROOT_KEY Establishment Procedure

	> >Mode A Key Identifier
	M
	This parameter represents the ModeAKeyIdentifier (see section 6.3.5.1)

	>>Temporary Mode A Key Identifier
	M
	This parameter represents the TemporaryModeAKeyIdentifier (see section 6.3.5.1)

	>> SUPL_INIT_ROOT_KEY
	M
	This parameter represents the SUPL_INIT_ROOT_KEY used for SUPL Init Protection.

	>> Mode A Key Lifetime
	M
	This parameter represents the ModeAKeyLifetime parameter which defines the time when the SUPL_INIT_ROOT_KEY ceases being valid. The lifetime value is expressed in UTC time.

	> Mode A Resync
	CV
	This parameter is conditional and SHALL be sent in case of Mode A Resynchromization Procedure.

	>> Mode A Key Identifier
	M
	This parameter represents the ModeAKeyIdentifier (see section 6.3.5.1)

	>> Temporary Mode A Key Identifier
	M
	This parameter represents the TemporaryModeAKeyIdentifier (see section 6.3.5.1)


Table xyz: SUPL INIT Key Response
11.4
Message Extensions (SUPL Version 3)

ULP-Version-3-message-extensions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

EXPORTS

Ver3-SUPL-INIT-extension, Ver3-SUPL-START-extension, Ver3-SUPL-POS-INIT-extension, Ver3-SUPL-END-extension, Ver3-SUPL-RESPONSE-extension, Ver3-SUPL-TRIGGERED-RESPONSE-extension, Ver3-SUPL-TRIGGERED-START-extension, Ver3-SUPL-TRIGGERED-STOP-extension, Ver3-SUPL-SET-INIT-extension, Ver3-SUPL-NOTIFY-extension, Ver3-SUPL-NOTIFY-RESPONSE-extension, Ver3-SUPL-REPORT-extension, QoPCapabilities, RelativePositioningCapabilities, CivicPositioningCapabilities;

IMPORTS

  Ver, QoP, FQDN
FROM ULP-Components
  CircularArea, EllipticalArea, PolygonArea
FROM Ver2-ULP-Components
PosProtocolVersion3GPP, PosProtocolVersion3GPP2

FROM ULP-Version-2-parameter-extensions

PosProtocolVersionOMA

FROM ULP-Version-3-parameter-extensions

 PosPayLoad

FROM SUPL-POS

 Notification
FROM SUPL-INIT

 SessionID

FROM ULP-Components
 NotificationResponse
FROM SUPL-NOTIFY-RESPONSE
 maxnumSessions, SessionList

FROM SUPL-REPORT

 OMA-LPPe-RelativeLocation, OMA-LPPe-ReferencePointUniqueID, OMA-LPPe-CivicLocation
FROM OMA-LPPE;

Ver3-SUPL-INIT-extension ::= SEQUENCE {

  sLPCapabilities  
SLPCapabilities OPTIONAL,
  gSSParameters   
GSSParameters OPTIONAL,

  extendedNotification
ExtendedNotification
OPTIONAL,

  d-slp-Address

SLP-Address

OPTIONAL,

  highAccuracyQoP

HighAccuracyQoP
OPTIONAL,

...}

SLPCapabilities ::= SEQUENCE {


  supportedPosProtocols 
SupportedPosProtocols,

  supportedProtocolVersions
SupportedProtocolVersions,

...,

  qoPCapabilities

QoPCapabilities OPTIONAL,

  civicPositioningCapabilities  
CivicPositioningCapabilities OPTIONAL,
  relativePositioningCapabilities
RelativePositioningCapabilities OPTIONAL}

QoPCapabilities ::= SEQUENCE {

  highQualityPositionRX
BOOLEAN,

  highQualityPositionTX
BOOLEAN,

  highQualityVelocityRX
BOOLEAN,

  highQualityVelocityTX
BOOLEAN,

...}

CivicPositioningCapabilities ::= SEQUENCE {

positioningAbsoluteCivicAddress  BOOLEAN,

...}
RelativePositioningCapabilities ::= SEQUENCE (

  positioningRelativeToReferencePoint
BOOLEAN,

...}

SupportedPosProtocols ::= BIT STRING {

  LPP

(0),

  LPPe

(1),

  TIA-801
(2)} (SIZE (1..8))

SupportedProtocolVersions ::= SEQUENCE {

  posProtocolVersionLPP
PosProtocolVersion3GPP
OPTIONAL,

  posProtocolVersionLPPe
PosProtocolVersionOMA
OPTIONAL,

  posProtocolVersionTIA801
PosProtocolVersion3GPP2
OPTIONAL,

...}

GSSParameters ::= SEQUENCE {

  duration
Duration,

...}

Duration ::= SEQUENCE {

  timeDuration
INTEGER (1..44640) OPTIONAL, -- time duration in minutes (maximum time duration is 31 days)

  messageCountDuration
MessageCountDuration OPTIONAL,

...} -- either timeDuration or messageCountDuration or both SHALL be included
MessageCountDuration ::= SEQUENCE {

  numUplinkMessages
INTEGER (1..4096) OPTIONAL, -- max number of SUPL POS messages on uplink

  numDownlinkMessages
INTEGER (1..4096) OPTIONAL, -- max number of SUPL POS messages on downlink
  numTotalMessages
INTEGER (1..8192) OPTIONAL, -- max number of uplink + downlink SUPL POS messages

...}

ExtendedNotification ::= SEQUENCE {

locationURI
URI
OPTIONAL, 

...}

URI ::= VisibleString (FROM ( "a".."z" | "A".."Z" | "0".."9" | ":" | "/" | "?" | "#" | "[" | "]" | "@" | "!" | "$" | "&" | "'" | "(" | ")" | "*" | "+" | "," | ";" | "=" | "-" | "." | "_" | "~" | “%”))
Ver3-SUPL-START-extension ::= SEQUENCE {

gSSParameters   
GSSParameters 
OPTIONAL,

locationURISet
LocationURISet
OPTIONAL,

locationURIRequest
LocationURIRequest
OPTIONAL,

ver

Ver 

OPTIONAL,

slpQuery
SLPQuery

OPTIONAL,

emergencyServicesIndication
EmergencyServicesIndication OPTIONAL,

referencePointId

OMA-LPPe-ReferencePointUniqueID OPTIONAL,

highAccuracyQoP

HighAccuracyQoP OPTIONAL,
...}
EmergencyServicesIndication ::= SEQUENCE {

...}

LocationURISet ::= SEQUENCE {

locationURIList
LocationURIList,

validity
LocationURIValidity,

...}

LocationURIList ::= SEQUENCE (SIZE(1..maxLocationURI)) OF URI
maxLocationURI ::= 5

LocationURIValidity ::= INTEGER (1..1440) -- in units of minutes

LocationURIRequest ::= SEQUENCE {

reason

LocationURIReason,

validity
LocationURIValidity,

...}

LocationURIReason ::= ENUMERATED {emergencysession, h-SLP, undefined, ...}

SLPQuery ::= SEQUENCE {

d-SLP-Query
D-SLP-Query

OPTIONAL,

e-SLP-Query
E-SLP-Query

OPTIONAL,

accessNetwork
AccessNetwork

OPTIONAL,

...}

D-SLP-Query ::= SEQUENCE {

authorized-D-SLP-Address-List
SLP-Address-List OPTIONAL,

preferred-D-SLP-Address-List
SLP-Address-List OPTIONAL,

not-preferred-D-SLP-Address-List
SLP-Address-List OPTIONAL,

qop


QoP
OPTIONAL,

...}

E-SLP-Query ::= SEQUENCE {

authorized-E-SLP-Address-List
SLP-Address-List OPTIONAL,

preferred-E-SLP-Address-List
SLP-Address-List OPTIONAL,

not-preferred-E-SLP-Address-List
SLP-Address-List OPTIONAL,

...}

SLP-Address-List ::= SEQUENCE (SIZE(1..maxSLP)) OF SLP-Address

maxSLP ::= 10

SLP-Address ::= SEQUENCE {

  FQDN,

...}

AccessNetwork ::= CHOICE {
 gSMAccess
MCC-MNC,

 wCDMAAccess  MCC-MNC,

 lTEAccess
MCC-MNC,

 eHRPDAccess
MCC-MNC,

 cDMAAccess
SID-NID,

 hRPDAccess
Sector-ID,

 wiMaxAccess
BSID,

 wLANAccess
WLAN-ID,

 fixedAccess
FixedAccess,

...}

MCC-MNC ::= SEQUENCE {

 mcc
SEQUENCE (SIZE (3)) 
OF INTEGER (0..9),

 mnc
SEQUENCE (SIZE (2..3)) 
OF INTEGER (0..9) OPTIONAL}

SID-NID ::= SEQUENCE {

  sid         INTEGER(0..65535), 

-- System Id

  nid         INTEGER(0..32767)
OPTIONAL}
-- Network Id

Sector-ID ::= BIT STRING(SIZE (128)) -- HRPD Sector Id

BSID ::= SEQUENCE {

  bsID-MSB      BIT STRING (SIZE(24)),

  bsID-LSB      BIT STRING (SIZE(24)) OPTIONAL}

WLAN-ID ::= SEQUENCE {

  apMACAddress
BIT STRING(SIZE (48)) OPTIONAL, -- AP MAC Address
  ssid

OCTET STRING (SIZE (1..32)) OPTIONAL, -- WLAN SSID
...}
-- at least one of apMACAddress and ssid must be included
Fixed-Access ::= SEQUENCE {

 ipV4Address
BIT STRING (SIZE (32))
OPTIONAL,

 ipV6Address
BIT STRING (SIZE (128))
OPTIONAL,

... }
Ver3-SUPL-POS-INIT-extension ::= SEQUENCE {

  locationURISet
LocationURISet
OPTIONAL,
...}

Ver3-SUPL-END-extension ::= SEQUENCE {

  locationURISet

LocationURISet
OPTIONAL,

  slpAuthorization

SLPAuthorization
OPTIONAL,

  relativePosition

OMA-LPPe-RelativeLocation OPTIONAL,

  civicPosition

OMA-LPP-CivicLocation OPTIONAL,
  sULPINITKeyResponse
SULPINITKeyResponse OPTIONAL,
...}

SLPAuthorization ::= SEQUENCE {

d-SLP-Authorization-List
D-SLP-Authorization-List
OPTIONAL,

e-SLP
-Authorization-List
E-SLP-Authorization-List
OPTIONAL,

minimum-retry-period
INTEGER (0..1440)
OPTIONAL,
--units are minutes

...}

D-SLP-Authorization-List ::= SEQUENCE {

d-slp-List

D-SLP-List,

h-SLP-Access-Preference
H-SLP-Access-Preference OPTIONAL, 

report-D-SLP-Access

Report-D-SLP-Access OPTIONAL,

...}

-- h-SLP-Access-Preference and report-D-SLP-Access shall not be included when the sender is a Proxy D-SLP and shall be ignored if received

D-SLP-List ::= SEQUENCE (SIZE(0..maxSLP)) OF D-SLP-Authorization

D-SLP-Authorization ::= SEQUENCE {

  d-SLP-Address
SLP-Address,

  serviceDuration
Duration
OPTIONAL,

serviceArea
Area
OPTIONAL,

accessNetworkList
AccessNetworkList OPTIONAL,
combinationtype
CombinationType OPTIONAL,
  services
D-SLP-Services OPTIONAL,

  proxy-d-slp
Proxy-D-SLP
OPTIONAL,

...}

-- accessNetworkList and proxy-d-slp are mutually exclusive and when both are present, a receiver shall ignore accessNetworkList

-- services and proxy-d-slp shall not be included when the sender is a Proxy D-SLP and shall be ignore if received
E-SLP-Authorization-List ::= SEQUENCE {

e-slp-List
E-SLP-List,

...}

E-SLP-List ::= SEQUENCE (SIZE(0..maxSLP)) OF E-SLP-Authorization

E-SLP-Authorization ::= SEQUENCE {

  e-SLP-Address
SLP-Address,

  serviceDuration
Duration
OPTIONAL,

serviceArea
Area
OPTIONAL,

accessNetworkList
AccessNetworkList OPTIONAL,
combinationType
CombinationType OPTIONAL,
proxy-e-slp
Proxy-E-SLP
OPTIONAL,

...}

-- accessNetworkList and proxy-e-slp are mutually exclusive

-- when both are present, a receiver shall ignore accessNetworkList

Duration ::= INTEGER (1..1024)
-- units are hours

Area ::= CHOICE {

 circularArea
CircularArea,

 ellipticalArea
EllipticalArea,

 polygonArea
PolygonArea,

 ... }

AccessNetworkList ::= SEQUENCE (SIZE (1..maxAccessNetwork)) OF AccessNetwork

maxAccessNetwork INTEGER ::= 1024

CombinationType ::= ENUMERATED {and, or, conditional-or, ...}
D-SLP-Services ::= SEQUENCE {

nI-SingleFix

BOOLEAN,

nI-LocationURIRequest
BOOLEAN,

nI-SessionInfoQuery

BOOLEAN,

nI-TriggeredPeriodic
BOOLEAN,

nI-TriggeredAreaEvent
BOOLEAN,
nI-VelocityEvent

BOOLEAN,

nI-RetrievalHistoricPosition
BOOLEAN,
nI-GSS


BOOLEAN,

sI-SingleFix

BOOLEAN,

sI-SingleFixThirdParty
BOOLEAN,
SI-SingleFixThirdPartyRelative
BOOLEAN,

SI-SingleFixTransferThirdParty
BOOLEAN,
sI-TriggeredPeriodic
BOOLEAN,

sI-TriggeredAreaEvent
BOOLEAN,
sI-VelocityEvent

BOOLEAN,
sI-GSS


BOOLEAN,

...}

H-SLP-Access-Preference ::= ENUMERATED {no-access, access-not-preferred, access-preferred, ...} 

Report-D-SLP-Access ::= SEQUENCE {

  include-Proxy-D-SLP-Authorized-D-SLPs
BOOLEAN,

...}

Proxy-D-SLP ::= SEQUENCE {

...}

Proxy-E-SLP ::= SEQUENCE {

...}

Ver3-SUPL-REPORT-extension ::= SEQUENCE {

  authorized-D-SLP-List
Authorized-D-SLP-List OPTIONAL,
  authorized-E-SLP-List
Authorized-E-SLP-List OPTIONAL,

  d-slp-Access-Notification
D-SLP-Access-Notification
OPTIONAL,
  relativePosition

OMA-LPPe-RelativeLocation OPTIONAL,

  civicPosition

OMA-LPP-CivicLocation OPTIONAL,
...}

Authorized-D-SLP-List ::= SEQUENCE (SIZE(1..maxSLP)) OF Authorized-D-SLP

Authorized-D-SLP ::= SEQUENCE {

  d-SLP-Address


SLP-Address,

  proxy-Authorized-D-SLP-List
SLP-Address-List OPTIONAL,

...}
-- proxy-Authorized-D-SLP-List may only be included in a response to an H-SLP Session Info Query when d-SLP-Address refers to a Proxy D-SLP
Authorized-E-SLP-List ::= SEQUENCE (SIZE(1..maxSLP) OF Authorized-E-SLP

Authorized-E-SLP ::= SEQUENCE {

  e-SLP-Address


SLP-Address,

  proxy-Authorized-E-SLP-List
SLP-Address-List OPTIONAL,

...}
-- proxy-Authorized-E-SLP-List may only be included in a response to an H-SLP Session Info Query when e-SLP-Address refers to a Proxy E-SLP
D-SLP-Access-Notification ::= SEQUENCE

  d-SLP-Address
SLP-Address,

...}

Ver3-SUPL-TRIGGERED-STOP-extension ::= SEQUENCE {

  slpAuthorization
SLPAuthorization OPTIONAL,

...}
Ver3-SUPL-RESPONSE-extension ::= SEQUENCE {

  sLPCapabilities  
SLPCapabilities OPTIONAL,
  gSSParameters   
GSSParameters OPTIONAL,

  relativePosition
OMA-LPPe-RelativeLocation OPTIONAL,

  civicPosition
OMA-LPP-CivicLocation OPTIONAL,
...}

Ver3-SUPL-TRIGGERED-RESPONSE-extension ::= SEQUENCE {

  sLPCapabilities  
SLPCapabilities OPTIONAL,
...}

Ver3-SUPL-TRIGGERED-START-extension ::= SEQUENCE {

posPayLoad  
PosPayLoad,

referencePointId
OMA-LPPe-ReferencePointUniqueID OPTIONAL,

highAccuracyQoP
HighAccuracyQoP OPTIONAL,
...}
Ver3-SUPL-TRIGGERED-STOP-extension ::= SEQUENCE {

  requestType
RequestType
OPTIONAL,
...}
RequestType ::= ENUMERATED {stop, pause, resume, ...}
Ver3-SUPL-SET-INIT-extension ::= SEQUENCE {

  resultType
ResultType
OPTIONAL,

  referencePointId
OMA-LPPe-ReferencePointUniqueID OPTIONAL,

  highAccuracyQoP
HighAccuracyQoP OPTIONAL,
...}

ResultType ::= ENUMERATED {absoluteposition, positionrelativetoreferencepoint, positionrelativetoSET, ...}
Ver3-SUPL-NOTIFY-extension ::= SEQUENCE {

  notificationList
SEQUENCE (SIZE (1..maxnumSessions)) OF NotificationSession
OPTIONAL,
...}
NotificationSession ::= SEQUENCE {

  sessionID
SessionID,
  notification  
Notification,
...}

Ver3-SUPL-NOTIFY-RESPONSE-extension ::= SEQUENCE {

  notificationRepList
SEQUENCE (SIZE (1.. maxnumSessions)) OF NotificationRepSession
OPTIONAL,
...}
NotificationRepSession ::= SEQUENCE {

  sessionID

SessionID,
  notificationResponse  
NotificationResponse,
...}

Ver3-SUPL-REPORT-extension ::= SEQUENCE {

  pauseSessionList
SessionList
OPTIONAL,
...}
Ver3-SUPL-TRIGGERED-STOP-extension ::= SEQUENCE {

endSessionList
SessionList
OPTIONAL,
...}

HighAccuracyQoP ::= SEQUENCE {

  horacc     INTEGER(0..255), -- as defined in [OMA LPPe] “uncertainty-semimajor” for OMA-LPPe-HighAccuracy3Dposition
  veracc     INTEGER(0..255) OPTIONAL, -- as defined in [OMA LPPe] “uncertainty-altitude” for OMA-LPPe-HighAccuracy3Dposition
  maxLocAge  INTEGER(0..65535) OPTIONAL, -- in units of seconds

  delay      INTEGER(1..256) OPTIONAL, -- in units of seconds

  requestVelocity
BOOLEAN, -- used to request high accuracy velocity

  ...}
SULPINITKeyResponse ::= CHOICE {

  modeAKeyEstablishment 

ModeAKeyEstablishment,

  modeAResynch


ModeAResynch,

...}
ModeAKeyEstablishment ::= SEQUENCE {

  modeAKeyIdentifier 


OCTET STRING(SIZE (8)),

  temporaryModeAKeyIdentifier 

OCTET STRING(SIZE (8)),

  sUPLINITROOTKEY



BIT STRING(SIZE (128)),

  ModeAKeyLifetime



UTCTime,
...}
ModeAResynch ::= SEQUENCE {

  modeAKeyIdentifier 


OCTET STRING(SIZE (8)),

  temporaryModeAKeyIdentifier 

OCTET STRING(SIZE (8)),

...}
END

11.6
Parameter Extensions (SUPL Version 3)

ULP-Version-3-parameter-extensions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

EXPORTS

Ver3-PosProtocol-extension, Ver3-SETCapabilities-extension, Ver3-SLPCapabilities-extension, Ver3-TriggerParams-extension, Ver3-ServiceSupported-extensions;

IMPORTS

  QoPCapabilities, RelativePositioningCapabilities, CivicPositioningCapabilities

FROM ULP-Version-3-message-extensions;

Ver3-PosProtocol-extension ::= SEQUENCE {

  posProtocolVersionLPPe
PosProtocolVersionOMA OPTIONAL,

...}

Ver3-SETCapabilities-extension ::= SEQUENCE {

qoPCapabilities
QoPCapabilities OPTIONAL,

civicPositioningCapabilities CivicPositioningCapabilities OPTIONAL,
relativePositioningCapabilities


RelativePositioningCapabilities OPTIONAL,

d-SLP-Provision-from-H-SLP



BOOLEAN,

e-SLP-Provision-from-H-SLP



BOOLEAN,

d-SLP-Provision-from-Proxy-D-SLP


BOOLEAN,

e-SLP-Provision-from-Proxy-E-SLP


BOOLEAN,

d-SLP-Notification-to-H-SLP



BOOLEAN,
sensorSupport



BOOLEAN,
sUPLINITRootKeyStatus
SUPLINITRootKeyStatus OPTIONAL,
...}
SUPLINITRootKeyStatus ::= ENUMERATED {invalidSUPLINITRootKey(0), outofsyncSUPLINITRootKey(1), ...}
PosProtocolVersionOMA ::= SEQUENCE {

  majorVersionField      INTEGER(0..255),

  minorVersionField      INTEGER(0..255),
...}

Ver3-TriggerParams-extension::= SEQUENCE {

 
velocityEventParams
VelocityEventParams OPTIONAL,

...}

VelocityEventParams ::= SEQUENCE {

velocityEventType

VelocityEventType,

velocityEstimate

BOOLEAN,

repeatedReportingParams
RepeatedReportingParams OPTIONAL,

startTime

INTEGER(0..2678400) OPTIONAL,

stopTime

INTEGER(0..11318399) OPTIONAL,

targetSpeed 

TargetSpeed
OPTIONAL,

...}

-- startTime and stopTime are in seconds.
-- startTime and stop Time are in relative time in units of seconds measured

-- from "now"

-- a value of 0 signifies "now”

-- stopTime must be > startTime

-- stopTime - startTime shall not exceed 8639999 
-- (100 days in seconds) for compatibility with OMA MLP and RLP

RepeatedReportingParams ::= SEQUENCE {

minimumIntervalTime
  
INTEGER (1..604800), -- time in seconds

maximumNumberOfReports   
INTEGER (1..1024),

...}

VelocityEventType ::= ENUMERATED {increasingAbove(0), above(1),decreasingBelow(2),below(3), ...}
TargetSpeed
INTEGER(1..65536) -- in units of km/hour

Ver3-ServiceSupported-extensions ::= SEQUENCE {

  velocityTrigger
BOOLEAN,

...}
END
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