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1 Reason for Change

This CR addresses comments A011, A013 – A016 of OMA-CONRR-LPPe-V1_1_0-20121110-D.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to this CR and apply the proposed changes to LPPe 1.1 TS.
6 Detailed Change Proposal

Change 1:  Comment A011
4.2
Version 1.1

LPPe Version 1.1 supports the following capabilities additional to those in Version 1.0:

· Broadcast of unsolicited LPP/LPPe Provide Assistance Data messages

· Request and provision of assistance data point to point related to LPP/LPPe broadcast support

Receipt of broadcast LPP/LPPe Provide Assistance Data messages can be backward compatible with a target that supports version 1.0 of LPPe in the sense that such messages may be provided (e.g. by a broadcast process in the target) to an LPPe process in the target without causing errors or rejection of the contained assistance data. This backward compatibility applies to unencapsulated LPP/LPPe messages but not to encapsulated messages (see section 5.2.5.1).
Change 2:  Comment A013
5.2.5.1
Broadcast Assistance Data Messages

A broadcast assistance data message may comprise any one of the following messages:

(a) An unencapsulated and unciphered LPP Provide Assistance Data message

(b) An unencapsulated and unciphered LPP/LPPe Provide Assistance Data message

(c) An encapsulated LPP Provide Assistance Data message that may optionally be ciphered and/or digitally signed 

(d) An encapsulated LPP/LPPe Provide Assistance Data message that may optionally be ciphered and/or digitally signed

An unencapsulated message consists of either an LPP message without an LPPe extension in case (a) or an LPP message with an LPPe extension in case (b). Unencapsulated broadcast messages are not ciphered or digitally signed and do not contain the additional message portions shown in Figure 12. An encapsulated LPP or LPP/LPPe message may or may not be ciphered and may or may not be digitally signed and contains additional message portions as illustrated in Figure 12.
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Figure 12: An encapsulated LPP(/LPPe) Broadcast Message with Mandatory (M) and Optional (O) portions

The broadcast control parameters enable detection of an already received broadcast message and contain information on the geographic and time applicability of the message and the types of assistance data included. The cipher key ID and counter value are included when ciphering is used. The message portion contains an LPP or LPP/LPPe Provide Assistance Data message and may be ciphered. A digital signature may be included and, if so, is computed over the entire succeeding message content. The digital signature portion contains the associated public key identifier and appears at the beginning of the message so that a target can determine as soon as reception begins whether it has the correct public key and, if so, can begin the authentication process while message reception is in progress.

A particular broadcast system should, if possible, offer either the unencapsulated variant (cases (a) and (b)) or the encapsulated variant (cases (c) and (d)) but not both over its entire coverage area to enable targets to employ the correct decoding in a consistent manner. LPPe 1.1 capable targets can be informed of the variant being used by a server. Any LPPe 1.0 capable but not LPPe 1.1 capable targets which support broadcast reception will assume the unencapsulated variant and will encounter decoding errors if the encapsulated variant is used. It is expected that a reasonably robust LPPe 1.0 implementation would cease making use of a particular broadcast system once a certain number of consecutive decoding errors were encountered.

Change 3:  Comment A014

6.2.2.2
Broadcast Message Extension (version 1.1)
The IE OMA-LPPe-ver1-1-BroadcastContainer is used to encapsulate ciphered or unciphered LPP and LPP/LPPe Provide Assistance Data messages for delivery via broadcast. The use of this container enables transfer of information needed for ciphering support (e.g. cipher key identifier), message authentication (e.g. public key identifier and digital signature) and information that a target can use to quickly identify the types of information being broadcast, the applicable area and time period and whether the data duplicates data already received. A target that identifies a duplicate broadcast message or assistance data that is not of interest, not applicable or not supported can cease reception without the need to receive, decipher, decode and possibly authenticate the encapsulated LPP or LPP/LPPe message. Except for the encapsulated LPP or LPP/LPPe message, the parameters in an OMA-LPPe-ver1-1-Broadcast-Container are not ciphered.

-- ASN1START

OMA-LPPe-ver1-1-BroadcastContainer ::= SEQUENCE {


digitalSignature

OMA-LPPe-ver1-1-DigitalSignature
OPTIONAL,


messageContents


OCTET STRING,


...

}

-- the messageContents octet string contains the data type OMA-LPPe-ver1-1-BroadcastMessage

OMA-LPPe-ver1-1-BroadcastMessage ::= SEQUENCE {


broadcastControlIEs

OMA-LPPe-ver1-1-BroadcastControlIEs,


cipheringIEs


OMA-LPPe-ver1-1-CipheringIEs


OPTIONAL,


broadcastMessage

OCTET STRING,


…

}

-- broadcastMessage contains an unciphered LPP-Message as defined in [LPP] or a ciphered LPP-Message

OMA-LPPe-ver1-1-BroadcastControlIEs ::= SEQUENCE {


serverID




OMA-LPPe-ver1-1-ServerID,


messageID




OCTET STRING (SIZE (4))


OPTIONAL,


validity-time



OMA-LPPe-ValidityPeriod


OPTIONAL,
--Cond DigitalSignature


validity-area



OMA-LPPe-ValidityArea


OPTIONAL,


broadcastADTypes


OMA-LPPe-ver1-1-BroadcastADTypes
OPTIONAL,


...

}

OMA-LPPe-ver1-1-CipheringIEs ::= SEQUENCE {


cipherSetID




OMA-LPPe-ver1-1-CipherSetID,

d0






BIT STRING (SIZE (1..128)),

...

} 
OMA-LPPe-ver1-1-DigitalSignature ::= SEQUENCE {


authenticationSetID


OMA-LPPe-ver1-1-AuthenticationSetID,


signature




BIT STRING (SIZE (2048)),


…

}

-- ASN1STOP
	Conditional presence
	Explanation

	DigitalSignature
	The field is mandatory present if the IE digitalSignature is included in order to protect against replay attacks. Otherwise, the field is optional.


	OMA-LPPe-ver1-1-Broadcast-Container  field descriptions

	digitalSignature

This parameter applies to LPPe version 1.1 and contains a digital signature for the octet string composing the messageContents. This parameter is optional and is included only when a target needs to authenticate the message contents. The parameter contains the following fields:

    authenticationSetID    identifies the public key authentication set to be used to authenticate the signature

    signature                    the digital signature to be authenticated

	messageContents

This parameter applies to LPPe version 1.1 and contains the broadcast assistance data and control parameters in the form of an octet string.  

	broadcastControlIEs

This parameter applies to LPPe version 1.1 and provides the following parameters applicable to broadcast of an LPP or LPP/LPPe Provide Assistance Data message.

    serverID                   defines the server that broadcast the message. This parameter is mandatory.

    messageID               a message ID unique to the server. This parameter is optional and when included can be used together with the serverID to identify receipt of a duplicate message.

    validity-time              the validity time for the broadcast assistance data. This parameter is conditional.

    validity-area              the valid geographic area for the broadcast assistance data. This parameter is optional.

    broadcastADTypes   provides a list of the assistance data types in the message referred to by their labels. This parameter is optional.

Assistance data that is associated with its own validity time and /or validity area shall be considered as no longer valid when either this validity time/area or the validity time/area for the whole message no longer apply

	cipheringIEs

This parameter applies to LPPe version 1.1 and shall be included if and only if ciphering is used. The parameter contains the following fields:

    cipherSetID             this field identifies a cipher set comprising a cipher key value and the first component C0 of the initial counter C1

    d0                         this field provides the second component for the initial ciphering counter C1. This field is defined as a bit string with a length of 1 to 128 bits. A target shall first pad out the bit string if less than 128 bits with zeroes in more significant bit positions to achieve 128 bits. C1 is then obtained from D0 and C0 (defined by the cipherSetID) as: 

                                       C1  =  (D0 + C0) mod 2**128    (with all values treated as non-negative integers)



	broadcastMessage

This parameter applies to LPPe version 1.1 and is encoded as an octet string that contains either a ciphered or unciphered LPP or LPP/LPPe Provide Assistance Data message. Ciphering is used when and only when the parameter cipheringIEs is included.

When ciphering is not used, broadcastMessage contains either an unciphered LPP Provide Assistance Data message as defined in [LPP] or an unciphered LPP/LPPe Provide Assistance Data message as defined in this specification. The LPP or LPP/LPPe Provide Assistance Data message is coded using the LPP-Message definition in [LPP].

When ciphering is used, broadcastMessage contains a ciphered LPP or LPP/LPPe Provide Assistance Data message in the form of an octet string with the bit and octet order corresponding to the output bit order from the ciphering operation as described in section 5.2.5.3. The message that is ciphered corresponds to a complete message as defined by the data type LPP-Message in [LPP].


Change 4:  Comment A015 – section 6.4.1
------------------------------ non relevant text omitted ---------------------------
	OMA-LPPe-ver1-1-BroadcastADTypes  field descriptions

	lppLabels

This parameter defines the LPP label set representing assistance data types for LPP. 

	lppeLabels

This parameter defines the LPPe label set representing assistance data types for LPPe.

	OMA-LPPe-ver1-1-LabelSet

This parameter defines a label subset containing labels that differ only in their last elements. This parameter contains the following fields:

Level1-element-value      defines the common first (level 1) element for each label in the label subset; this field shall only be included when defining labels at nesting level 2 or higher 

Level2-element-value       defines the common second (level 2) element for each label in the label subset; this field shall only be included when defining labels at nesting level 3 or higher

Level3-element-value       defines the common third (level 3) element for each label in the label subset; this field shall only be included when defining labels at nesting level 4 

lastElements                   defines the final elements for the labels in the label subset using a bit string where a one value at bit position n (n = 1 to 32) indicates that element n is present and a zero value or absence of bit n indicates the element is absent. The nesting level for the final label elements is 1 if level1-element is not included and is otherwise 1 greater than highest level element (1, 2 or 3) included within label1-element.
additionalElements         in the case that the labels specified by the preceding fields can be suffixed with additional elements to create further valid labels, this field specifies whether none or all of these further labels are to be included in the final label set (and thus whether none or all of the associated data items are to be included in the set S). If this field is not included and if further label subsets do not indicate which of the further labels are to be included and not included, the inclusion of the further labels is undefined in any context where the associated assistance data types refer to target capabilities or broadcast system support. This field shall not be included when the further labels are specified in additional label subsets.

To enable forward compatibility with later versions of LPP and LPPe, a receiver shall ignore any labels containing elements values that it does not recognize and shall act as if these labels were not included.


------------------------------ non relevant text omitted ---------------------------
Change 5:  Comment A016 – section 6.4.1
------------------------------ non relevant text omitted ---------------------------
-- ASN1START

OMA-LPPe-ver1-1-BroadcastADTypes ::= SEQUENCE (


lppLabels

SEQUENCE (SIZE (1..maxLPPLabelSets)) OF OMA-LPPe-ver1-1-LabelSet,


lppeLabels

SEQUENCE (SIZE (1..maxLPPeLabelSets)) OF OMA-LPPe-ver1-1-LabelSet,


...

}

OMA-LPPe-ver1-1-LabelSet ::= SEQUENCE {


level1-element
SEQUENCE {






level1-element-value
INTEGER (1..maxLevel1-element),






level2-element
SEQUENCE {










level2-element-value
INTEGER (1..maxLevel2-element),










level3-element
SEQUENCE {














level3-element-value
INTEGER (1..maxLevel3-element),














...














}
OPTIONAL,






...






}
OPTIONAL,


...


}
OPTIONAL,


lastElements
BIT STRING (SIZE (1..maxFinal-element)),


additionalElements
ENUMERATED { none, all, ... }

OPTIONAL,


...

}

maxLevel1-element

INTEGER ::= 32

maxLevel2-element

INTEGER ::= 32

maxLevel3-element

INTEGER ::= 32

maxFinal-element

INTEGER ::= 32

maxLPPLabelSets


INTEGER ::= 64

maxLPPeLabelSets

INTEGER ::= 128

-- ASN1STOP

------------------------------ non relevant text omitted ---------------------------
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