[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-OP-2002-0065-DocLiaisonProposal-r2

Submitted to Operations and Process Committee

26 Sep 2002
Doc# OMA-MWS-2004-0058R02-TechnologyforIDManagementReq

Submitted to MWS

Submission Date: Nov 09, 2004


Input Contribution

	Title:
	Technology Solution Proposal for Identity Management Requirements
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWS

	Source:
	Miguel Angel-Pallares

Ericsson

Senthil Sengodan, Greg Carpenter

Nokia 

Lena Kannappan

Orange

Mauricio Arango

Sun Microsystems 

Edin Bektesevic

Vodafone



	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

The text is being proposed to MWS as a possible technology solution for the Identity Management Requirements [OMA-MWS-IDRequirements] that have not yet been satisfied by OWSER Network Identity Specification.

2 Summary of Contribution

The contribution proposes a technology solution for the Identity Management Requirements that have not yet been satisfied by OWSER Network Identity Specification. Only a brief description is provided, and references for additional information are included.

3 Detailed Proposal

The technology solutions that are introduced to satisfy the requirements, have not been presented in an exhaustive or comprehensive manner. Instead, a brief mention of the technology solution is provided, and pointers to references are provided, that provide a comprehensive description of the technology solution. For the purpose of convenience of describing the proposed technology solution, we handle the requirements in various groups below. Under each group, we first list the relevant requirements, and then follow it with a brief description of the proposed technology solution.

Affiliation

The affected requirements are:

Requirement 6.2.1.24: Business agreements and potentially trust relationships MAY be needed between the entities belonging to an affiliation
Requirement 6.2.1.25: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Service Provider that is a member of an affiliation to request federation of a Principal’s identity at an Identity Provider with the affiliation.
Requirement 6.2.1.26: Identity Management mechanisms specified by OMA MWS MUST support
(a) Mechanism for a Provider to request another Provider for a list of members in an affiliation.
(b) Mechanism for the list of members of an affiliation to be protected from unauthorized modification during exchange.
(c) Verification of identities of the providers according to the business and trust policies that define participation in the affiliation.
Requirement 6.2.1.27: Identity Management mechanisms specified by OMA MWS MUST support a 

(a) Mechanism for a Provider to convey in a request that it is acting on behalf of an affiliation.
(b) Mechanism for a Provider to optionally present the appropriate proof of the delegated authority it claims to have.
Requirement 6.2.1.28: Identity Management mechanisms specified by OMA MWS MUST support a mechanism and guidelines for a Provider to verify that another Provider is a member of an affiliation.
The proposed solution, based on [Liberty1.2-ProtocolsSchema] and [Liberty1.2-Metadata], is as follows:

When an <AffiliationID> element is included in an <AuthnRequest> message, then the requester is acting on behalf of an affiliation. Note that the <AuthnRequest> message may be used for both identity federation as well as single sign-on, thereby satisfying Requirements 6.2.1.25 and 6.2.1.27(a). The optional Consent attribute in the <AuthnRequest> determines whether user consent has been obtained, thereby satisfying Requirement 6.2.1.27(b).

The AffiliationDescriptor metadata element contains the list of SPs that belong to an affiliation. Each SP in the affiliation is identified by its ProviderID. This satisfies Requirements 6.2.1.26 and 6.2.1.28.

Requirement 6.2.1.24 is a business requirement.

More information on affiliations can be obtained from [Liberty1.2-ProtocolsSchema] and [Liberty1.2-Metadata].
Discovery Service

The affected requirements are:

Requirement 6.2.2.19: Identity Management mechanisms specified by OMA MWS MUST support a 

(a) Mechanism that allows an attribute provider or attribute broker to register at a discovery service.
(b) Mechanism that allows an attribute provider or attribute broker to include the attribute classes that it supports, in the registration performed in (a).
(c) Mechanism that allows a Service Provider to query a Discovery Service for the Attribute Provider(s) or Attribute Broker(s) that hosts the Principal’s attribute class(es).
Requirement 6.2.2.20: When a Provider or Broker registers at a Discovery Service, Identity Management mechanisms specified by OMA MWS MUST support the ability by the Discovery Service to verify authorization of such a registration.
Requirement 6.2.2.23: Identity Management mechanisms specified by OMA MWS MUST support a mechanism that allows an attribute provider or attribute broker to register and de-register at a discovery service any previously supported attribute classes of a Principal.
The proposed solution, based on [Liberty-IDWSF-Disco-Svc], is as follows:

Two operations can be performed at the Discovery Service:

· Discovery Lookup: This feature satisfies Requirement 6.2.2.19 (c)

· Discovery Update: This feature satisfies Requirements 6.2.2.19 (a)(b), 6.2.2.20, 6.2.2.23.

The Discovery Lookup feature uses a Query and QueryResponse message. The Query message can be used to query the Discovery Service for resource offerings. The QueryResponse message is sent by the Discovery Service in response to a Query message that it receives, and it includes the resource offerings.

The Discovery Update feature specifies a Modify and ModifyResponse message. The Modify message can be used to register as well as delete/modify an existing registration of resource offering at a Discovery Service. WS-Security mechanisms may be used with the Modify/Query messages.

More information on the Discovery Lookup and Discovery Update features may be obtained from [Liberty-IDWSF-Disco-Svc].

Attribute Query

The affected requirements are:

Requirement 6.2.2.1: Different attributes of the same Principal MAY be stored on different Attribute Providers.
Requirement 6.2.2.4: Identity Management mechanisms specified by OMA MWS MUST support a mechanism that allows a Service Provider to query an attribute provider or attribute broker for an attribute class.

Requirement 6.2.2.8: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Service Provider to query an Attribute Provider or Attribute Broker for multiple attribute classes in a single request.
Requirement 6.2.2.9: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for an Attribute Provider or Attribute Broker to convey multiple attribute classes in a single response.
Requirement 6.2.2.10: Identity Management mechanisms specified by OMA MWS MUST support asynchronous attribute responses.

Requirement 6.2.2.11: Identity Management mechanisms specified by OMA MWS MUST support a mechanism that allows a Service Provider to query for a Principal’s attributes without associating the identifier used in the query with the identity of the Principal.
Requirement 6.2.2.12: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Service Provider to deny a request for a service and the ability to convey denial reason if appropriate.
Requirement 6.2.2.13: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Provider that receives a request to respond with partial information.

Requirement 6.2.2.14: Identity Management mechanisms specified by OMA MWS MUST support the ability for a Provider to indicate and provide proof that the contents of the message being sent are under a business agreement.
The proposed solution, based on [Liberty-IDWSF-DST], is as follows:

The <Query> and <QueryResponse> messages are also used for querying an attribute or attribute class from either an Attribute Provider or an Attribute Broker. 

· The <ResourceID> or <EncryptedResourceID> within the <Query> element determines the resource that is being queried. The <QueryItem> determines the item in the resource that needs to be retrieved.

· The <Data> elements within a <QueryResponse> element contains the queried data.

More information can be obtained from [Liberty-IDWSF-DST].

Attribute Modification

The affected requirements are:

Requirement 6.2.2.2: Identity Management mechanisms specified by OMA MWS MUST support: 

(a) Ability for a Principal or Principal’s delegate to store, modify or delete Principal’s attributes at an Attribute Provider
(b) Subject to Principal’s consent, ability for the Provider to identify context, including context surrounding Principal’s attributes
The proposed solution, based on [Liberty-IDWSF-DST], is as follows:

The <Modify> and <ModifyResponse> elements are also used for modifying attributes stored at an Attribute Provider. 

· The <Modify> element is sent in the Request message, and includes a <ResourceID> or <EncryptedResourceID> element, as well as a <Modification> element. The <ResourceID> and <EncryptedResourceID> specify the resource that is being modified, while the <Modification> element determines the specific elements that are being modified and how they are being modified. 

· The <Status> element within <ModifyResponse> indicates the success or failure of the <Modify> request. 

More information can be obtained from [Liberty-IDWSF-DST].

Usage Directives

The affected requirements are:

Requirement 6.2.2.15: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Service Provider to associate usage directives with the corresponding attributes that are being requested.

Requirement 6.2.2.16: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for an Attribute Provider to associate usage directives with the corresponding attributes that are being included.

Requirement 6.2.2.17: When the usage directive in the attribute request does not satisfy the permissions set by the Principal for release of the attribute class, Identity Management mechanisms specified by OMA MWS MUST support a mechanism for the Attribute Provider or Attribute Broker to deny the request and optionally include a list of acceptable usage directives for release of the attribute class.

Requirement 6.2.2.18: Identity Management mechanisms specified by OMA MWS MUST provide guidelines for an Attribute Provider to determine whether a certain usage directive is privacy-stricter than another
The proposed solution, based on [Liberty-IDWSF- SoapBinding], is as follows:

The <UsageDirective> element, which is included within the header of a SOAP message, is defined for this purpose. The <UsageDirective> header may either be used in a Request message or in a Response message, thereby satisfying Requirement 6.2.2.15 and 6.2.2.16. 
Since the response from the Attribute Provider can include a Usage Directive that is different from that in the request, Requirement 6.2.2.17 is satisfied.
More information can be obtained from Section 6.3 of [Liberty-IDWSF-SoapBinding].

Multiple Identity Providers

The affected requirements are:

Requirement 6.2.1.29:
Identity Management mechanisms specified by OMA MWS MUST support a 

(a) Mechanism for a Provider to introduce two other Providers to each other within the same Circle of Trust.

(b) Mechanism for a Provider to introduce two other Providers to each other within different Circles of Trust.

(c) Mechanism for a Provider to act as a broker of trust.

(d) Mechanism for a Provider to securely convey the address of another Provider in a response message.

Requirement 6.2.1.30:
Business agreements established between Providers MAY govern whether a Provider can introduce two Providers to each other.

Requirement 6.2.1.31:
Provider MUST be able to convey to another Provider that it has terminated its business relationship with another Provider.

Requirement 6.2.1.32:
When the terms of business relationship require it, Provider MUST convey to another Provider that it has terminated its business relationship with another provider.

Requirement 6.2.1.33:
Identity Management mechanisms specified by OMA MWS MUST support the ability and provide guidelines for a Provider to determine that it had previously introduced two other Providers to each other across Circles of Trust.

Requirement 6.2.2.34: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Provider to convey a chain of authentication assertions in its response to another Provider.

Requirement 6.2.2.35: When chains of authentication assertions are sent, they MUST be protected from unauthorized modification (insertion, deletion etc.) of other authentication assertions.

Requirement 6.2.2.36: Identity Management mechanisms specified by OMA MWS MUST support a mechanism for a Provider to differentiate between a single authentication assertion and a chain of authentication assertions.
Requirement 6.2.2.37: Different trust models MAY exist for single authentication assertions and “chains” of authentication assertions.
Requirement 6.2.1.38:
Identity Management mechanisms specified by OMA MWS MUST support a mechanism and provide guidelines for two Providers belonging to different Circles of Trust to securely obtain information about each other.

The proposed solution, based on [Liberty1.2-ProtocolsSchema], is as follows:

A first Identity Provider that receives an <AuthnRequest> from a Service Provider may issue a new <AuthnRequest> to a second Identity Provider. Upon reception of the <AuthnResponse> from the second IdentityProvider, the first Identity Provider sends an <AuthnResponse> to the Service Provider. The second Identity Provider may be in the same circle of trust or different circle of trust as the service provider. In doing so, the second Identity Provider has “introduced” the service provider and the first identity provider, thereby satisfying Requirement 6.2.1.29(a),(b). The second Identity Provider acts as a broker of trust between the service provider and the first Identity Provider, thereby satisfying Requirement 6.2.1.29(c). Since the <AuthnResponse> sent by the first Identity Provider to the Service Provider contains an assertion from the second Identity Provider, Requirement 6.2.1.29(d) is satisfied.
Requirement 6.2.1.30 is a business requirement, which can be satisfied by the proposed technology solution. Requirements 6.2.1.31, 6.2.1.32, 6.2.1.33 can be satisfied by non-technology solutions.
Since the <AuthnResponse> that the first Identity Provider sends the Service Provider contains an authentication assertion from the second Identity Provider, Requirement 6.2.2.34 is satisfied. Since the authentication assertion is signed by the second identity provider, Requirement 6.2.2.35 is satisfied. Since the signature in the authentication assertion identifies the second Identity Provider, and the source of the <AuthnResponse> is identified as the first Identity Provider, the Service Provider knows that the source of the <AuthnResponse> and the source of the Authentication Assertion are different, thereby satisfying Requirement 6.2.2.36.
The Service Provider may control the number of such permissible chains of Identity Provider hops, by including a <ProxyCount> element within the <Scoping> element of the <AuthnRequest>. Thus, the trust model could be different for single and multiple hops, thereby satisfying Requirement 6.2.2.37. 
More information can be obtained from Section 3.2.2.7 of [Liberty1.2-ProtocolsSchema].

Interaction Service

The affected requirements are:

Requirement 6.2.2.3: Identity Management mechanisms specified by OMA MWS MUST support
(a) Ability of Principal to set permissions for the release of Principal’s attributes stored at an attribute provider.
(b) Ability of an Attribute Provider to indicate its policy for attribute release to Principals.
(c) Guidelines for an Attribute Provider to check permissions prior to attribute release
Requirement 6.2.2.21: When a Service Provider queries an Attribute Provider or Attribute Broker for one or more attribute classes of a Principal, Identity Management mechanisms specified by OMA MWS MUST support the

(a) ability by the Attribute Provider or Attribute Broker to query the Principal directly 

(b) ability by the Service Provider to redirect the Principal to the Attribute Provider or Attribute Broker, so that the Attribute Provider or Attribute Broker may query the Principal

(c) ability by the Service Provider to query the Principal and pass the result to the Attribute Provider or Attribute Broker.

The proposed solution corresponds to [Liberty1.2-InteractionService].
A Principal may set permissions for the release of its attributes stored at an attribute provider, in one of two ways:
· Principal may interact with a SP, which acts as a WSC communicating with an AP acting as a WSP. The AP (acting as the WSP) sends an InteractionRequest to the SP (acting as the WSC). The SP queries the Principal, and sends the response back to the AP in an InteractionResponse. More information can be obtained from Figure 2 of [Liberty1.2-InteractionService].
· The WSP may request the WSC to redirect the Principal to it, by using a RedirectRequest message in a SOAP fault. After the redirected Principal has set appropriate permissions, the WSP redirects the Principal back to the WSC. More information can be obtained from in Figure 1 and in Section 4 of [Liberty1.2-InteractionService].
The above satisfies Requirement 6.2.2.3(a) and 6.2.2.21(a),(b),(c). 
For Requirement 6.2.2.21(c), in order to handle the case where the Principal does not have an active session with a SP, an Interaction Service is introduced. The AP sends an InteractionRequest message to the Interaction Service, which after obtaining the information from the Principal, responds to the AP using an InteractionResponse message. More information can be obtained from in Figure 3 and in Section 5 of [Liberty1.2-InteractionService].
Requirement 6.2.2.3(b) is satisfied by the message sequence of Figure 1 in [Liberty1.2-InteractionService]. The AP (acting as the WSP) may send its policy for attribute release to the principal, in the inquiry page sent to the Principal.
Requirement 6.2.2.3(c) is not a technical requirement.
Security Issues

The affected requirements are:

Requirement 6.2.2.14: Identity Management mechanisms specified by OMA MWS MUST support the ability for a Provider to indicate and provide proof that the contents of the message being sent are under a business agreement.
Requirement 6.2.2.22: When a Service Provider queries an Attribute Provider or Attribute Broker for one or more attribute classes of a Principal, there MUST be a trust relationship between the entities involved in the request. Such a trust relationship includes direct trust as well as brokered trust.

The proposed solution, based on [Liberty-IDWSF-SecurityMechanisms], is as follows:

Message confidentiality and message authentication mechanisms are used for communication between providers. The AP/AB is thus able to receive the query in a confidential and authenticated fashion, and based on direct/brokered trust, is able to trust the received message. This satisfies Requirement 6.2.2.22. More information can be obtained from [Liberty-IDWSF-SecurityMechanisms]. 
As indicated in [Liberty-IDWSF-SecurityMechanisms], XML signature and XML encryption are used to provide message authentication and confidentiality, while WS-Security headers are used for carrying appropriate tokens, such as SAML assertions. The use of appropriate tokens satisfies Requirement 6.2.2.14.
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4 Intellectual Property Rights Considerations

The cooperation agreement between the Liberty Alliance and the Open Mobile Alliance governs the conditions under which information may be exchanged between the two bodies. Known intellectual property claims that may be applicable to one or more of the referenced specifications in this input contribution may be found at www.projectliberty.org/ipr.html. 

5 Recommendation

The document is being submitted as a proposed technology solution for the Identity Management Requirements listed within the document. It is recommended that the proposed technology solution be adopted within OWSER 2.0.
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