[image: image3.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-PAG-2004-0133R02-Subscription_Authorization_Failure
Submitted to PAG
Submission Date: 07 May 2004

Doc# OMA-PAG-2004-0133R02-Subscription_Authorization_Failure
Submitted to PAG
Submission Date: 07 May 2004

Change Request

	Title:
	Subscription Authorization Failure
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PAG

	Doc to Change:
	OMA-PAG-SIMPLE-AD-V1_1-20040503-D

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sean Kelley, Motorola, seankelley@motorola.com

	Replaces:
	n/a


1 Reason for Change

The Presence Server supports subscription authorization policy to determine which watchers can subscribe to a presentity’s presence information, according to the following requirements in the Presence RD:

· A presentity MAY accept or deny incoming subscriptions.  This MAY be done in advance, or as those subscriptions arrive.

· A subscribing watcher SHALL be notified as to whether the requested subscription was accepted or denied.

· A presentity MAY deny an incoming subscription, while indicating it accepted it (polite blocking).
This change is to illustrate the information flow for when a subscription request is denied (subscription authorization failure).

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

None.

5 Recommendation

Approve for inclusion in the latest version of the Presence AD.
6 Detailed Change Proposal

9. Information Flows

This section presents some message flow examples for the implementation of the basic mechanisms of the SIMPLE Presence Service. 

9.1 Presence Operations

[…]

9.1.x Subscription Authorization Failure 
A presentity can deny a subscription request by either rejecting the request outright (so called “blocking”), or accepting the request but providing possibly inaccurate presence information (so called “polite blocking”).
9.1.x.1 Blocking 
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Figure a – Blocking
1. A watcher wishing to subscribe to presence information about a presentity, sends a SUBSCRIBE request to the SIP/IP Core.  

2. The SIP/IP Core forwards the SUBSCRIBE request to the appropriate Presence Server.

3. The Presence Server performs a subscription authorization check on the watcher to verify whether it is allowed to watch the presentity.  After applying the subscription authorization policies of the presentity, the Presence Server determines to reject the subscription request. The Presence Server sends a 403 Forbidden or 603 Decline to the SIP/IP Core.

4. The SIP/IP Core forwards the 403 Forbidden or 603 Decline to the watcher.

9.1.x.2 Polite Blocking 
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Figure b – Polite Blocking
1. A watcher wishing to subscribe to presence information about a presentity, sends a SUBSCRIBE request to the SIP/IP Core.  

2. The SIP/IP Core forwards the SUBSCRIBE request to the appropriate Presence Server.

3. The Presence Server performs a subscription authorization check on the watcher to verify whether it is allowed to watch the presentity.  After applying the subscription authorization policies of the presentity, the Presence Server determines to reject the subscription request but give the appearance that the request has been granted (so called “polite blocking”). The Presence Server sends a 202 Accepted to the SIP/IP Core.
4. The SIP/IP Core forwards the 202 Accepted to the watcher.

5. As soon as the Presence Server sends the 202 Accepted, it sends a NOTIFY message with the appropriate presence information as defined by the presence privacy policy.
6. The SIP/IP Core forwards the NOTIFY message to the watcher.
7. The watcher acknowledges the NOTIFY message with a 200 OK.

8. The SIP/IP Core forwards the 200 OK to the appropriate Presence Server.
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