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1 Reason for Change

The XDM specification does not contain any example describing authentication, XDMC identity assertion and other procedures of the Aggregation Proxy.

This contribution provides an comprehensive example of one XCAP operation. Additionally, this contribution makes some editorial changes and big-fixes in the existing example.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve for inclusion in the latest version of the XDM Specification.

6 Detailed Change Proposal

Appendix B. Examples
(Informative)
B.1 Sample XCAP operation
Figure B.1 describes how an XCAP operation is performed in 3GPP/3GPP2 IMS.
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Figure B.1- Sample XCAP operation
The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obtain an XML document. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.
GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1
Host: xcap.example.com
User-Agent: XDM-client/OMA1.0 Acme-Talk5000/v1.01
Date: Thu, 08 Jan 2004 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.com"
Accept-Encoding: gzip

Content-Length: 0

2) Upon receiving an unauthorized HTTP GET the Aggregation Proxy chooses to authenticate the XDMC.
HTTP/1.1 407 Proxy Authentication Required
Server: XDM-proxy/OMA1.0
Date: Thu, 08 Jan 2004 10:50:35 GMT

Proxy-Authenticate: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", qop=auth-int
Content-Length: 0
3) The XDMC sends a HTTP GET request including the Proxy-Authorization header.

GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1

Host: xcap.example.com
User-Agent: XDM-client/OMA1.0 Acme-Talk5000/v1.01

Date: Thu, 08 Jan 2004 10:50:37 GMT

Proxy-Authorization: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", username="u29502566@example.com", qop=auth-int,
uri="http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index", response="2c8ee200cec7f6e966c932a9242554e4", cnonce="dcd99agsfgfsa8b7102dd2f0e8b1", nc=00000001
X-3GPP-Intended-Identity: "sip:joebloggs@example.com"

Accept-Encoding: gzip

Content-Length: 0

4) Based on the AUID the Aggregation Proxy forwards the request to appropriate XDMS.
GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1

Host: xcap.example.com
Via: HTTP/1.1 proxy.example.com (Apache/1.1)
User-Agent: XDM-client/OMA1.0 Acme-Talk5000/v1.01

Date: Thu, 08 Jan 2004 10:50:37 GMT

X-3GPP-Asserted-Identity: "sip:joebloggs@example.com"

Content-Length: 0

5) After the XDMS has performed the necessary authorisation checks on the request originator, the XDMS sends an HTTP “200 OK” response including the requested document in the body.
HTTP/1.1 200 OK
Server: XDM-serv/OMA1.0

Date: Thu, 08 Jan 2004 10:50:39 GMT

Etag: "eti87"

Content-Type: application/resource-lists+xml
Content-Length: (...)
<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists"

   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list name="friends">

    <entry uri="sip:hermione.blossom@example.com"/>

    <entry uri="tel:5678;phone-context=+43012349999"/>

  </list>

</resource-lists>

6) The Aggregation Proxy encodes (optionally) the content and routes the response back to the XDM Client.
HTTP/1.1 200 OK
Server: XDM-serv/OMA1.0
Via: HTTP/1.1 proxy.example.com (Apache/1.1)

Date: Thu, 08 Jan 2004 10:50:39 GMT
Proxy-Authentication-Info: nextnonce="e966c32a924255e42c8ee20ce7f6"
Etag: "eti87"
Content-Encoding: gzip
Content-Type: application/resource-lists+xml

Content-Length: (...)

(binary data)
B.2 Sample XCAP message flow

Figure B.2 describes the message flows used to manipulate an XML document in an XDMS. The “resource-list” application usage (see [Shared_XDMS]) i.e. the manipulation of a URI List  is used in this specific example, but the same types of messages apply for other application usages (although the HTTP body content would, of course, be different). 


[image: image2.wmf]XDM Client

XDM Server

1. HTTP PUT

2. 201 Created

3. HTTP PUT

4. 200 OK

5. HTTP GET

6. 200 OK

7. HTTP DELETE

8. 200 OK

Aggregation

Proxy


Figure B.2- XDM Client manipulating an XML document

Note: The request messages (1,3,5,7) are shown in one diagram for the convenience of the reader, but there is no implication that all of them have to be performed.

Note: The Aggregation Proxy is not shown in the flow diagram as its omission does not affect the content of the exchanged messages. Also the authentication headers and other HTTP headers not necessary to illustrate the XCAP functionality are also omitted.




1. 
1) The XDMC sends an XCAP(HTTP) PUT request to create a new URI list document “friends.xml” for the user with a public SIP URI of “sip:joebloggs@example.com” in the (Shared) XDMS in the example.com domain. 

PUT http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml HTTP/1.1

…

Content-Type: application/resource-lists+xml

Content-Length: (…)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

  <list name="My_friends">

    <entry uri="sip:friend1@example.com">

      <display-name>Friend1</display-name>

    </entry>

  </list>

</resource-lists>

2. 
2) The XDMS acknowledges the creation of the “friends.xml” document with a XCAP(HTTP) “201 Created” message, assuming that the XDMC had the necessary authorisation to perform the operation, and the operation was successful. 

HTTP/1.1 201 CREATED

Etag: "cdcdcdcd"
…

Content-Length: 0

3. 
3) The XDMC sends a XCAP(HTTP) PUT request to the just-created “friends.xml” document in “sip:joebloggs@example.com”’s home directory to add a new <entry> sub-element to the <list> element identified as “My_friends”. 

PUT http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml/~~/resource-lists/list[@name="My_friends"]/entry HTTP/1.1

…

Content-Type: application/xcap-el+xml

Content-Length: (…)

<?xml version="1.0" encoding="UTF-8"?>

    <entry uri="sip:friend2@example.com">

      <display-name>Friend2</display-name>

    </entry>

Note: The use of the Content Type “application/xcap-el+xml”.

4. 
4) The XDMS acknowledges the addition of new elements to the list with an XCAP(HTTP) “200 OK” reply. 

HTTP/1.1 200 OK

Etag: "efefefef"
…

Content-Length: 0

5. 
5) The XDMC sends an XCAP(HTTP) GET request to retrieve “sip:joebloggs@example.com”’s “friends” list from the (Shared) XDMS. 

GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml HTTP/1.1
...
Content-Length: 0

6. 
6) The XDMS returns the list to the XDMC in the body of an XCAP(HTTP) “200 OK” message. 

HTTP/1.1 200 OK

…

Etag: "ababab"

Content-Type:application/resource-lists+xml

Content-Length: (…)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

  <list name="My_friends">

    <entry uri="sip:friend1@example.com">

      <display-name>Friend1</display-name>

    </entry>

    <entry uri="sip:friend2@example.com">

      <display-name>Friend2</display-name>

    </entry>

  </list>

</resource-lists>

7. 
7) The XDMC sends an XCAP(HTTP) DELETE request to delete an <entry> identified by the URI “sip:friend2@example.com” from “sip:joebloggs@example.com” ‘s “My_friends” list in the Shared XDMS. 

DELETE http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml/~~/resource-lists/list[@name="My_friends"]/entry[@uri="sip:friend2@example.com"] HTTP/1.1
...

Content-Length: 0
The XDMS, after checking the privileges of the principal, performs the deletion.

8. 
8) The XDMS acknowledges the deletion of the “friend2” element from the list with an XCAP(HTTP) “200 OK”.

HTTP/1.1 200 OK

…

Content-Length: 0
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