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1. Scope


The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.


The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.


2. References


2.1 Normative References


		[IOPPROC]

		“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/



		[RFC2119]

		“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt



		[ERELD]

		“Enabler Release Document for <Enabler>”, Open Mobile Alliance™, OMA-ERELD-<EnablerName>-Vx_y, URL:http://www.openmobilealliance.org/



		[OMA-GM-RD]

		“Group Management Requirements”, Version 1.0, Open Mobile Alliance™, OMA-PAG-GM-RD_V1_0, URL:http://www.openmobilealliance.org/



		[OMA-XDM -Spec]

		“XML Document Management (XDM) Specification”, Version 1.0, Open Mobile Alliance™, OMA-XDM _Specification-V1_0, URL:http://www.openmobilealliance.org/



		[OMA-Shared-XDM]

		“Shared XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA-Shared_XDM _Specification-V1_0, URL:http://www.openmobilealliance.org/



		[OMA-PoC-XDM]

		“PoC XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA-PoC_XDM _Specification-V1_0, URL:http://www.openmobilealliance.org/



		[OMA-Presence-XDM]

		“Presence XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA-Presence_XDM _Specification-V1_0, URL:http://www.openmobilealliance.org/



		[OMA-RLS-XDM]

		“Resource List Server (RLS) XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA-RLS_XDM _Specification-V1_0, URL:http://www.openmobilealliance.org/



		

		



		[OMA-DM]

		“DeviceManagement” (based on SyncML DM), Version 1.1.2, Open Mobile Alliance™, OMA-DM-DM-xxx_V1_0, URL:http://www.openmobilealliance.org/



		[XCAP]

		“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, October 22 2004, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-05.txt







2.2 Informative References


		[OMADICT]

		“Dictionary for OMA Specifications”, Open Mobile Alliance™. OMA-Dictionary, URL:http://www.openmobilealliance.org/ 



		

		



		

		<< Add/Remove reference rows as needed! >>





3. Terminology and Conventions


3.1 Conventions


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].


All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions


		Test fest

		Multi-lateral interoperability testing event



		

		



		

		





3.3 Abbreviations


		AD

		Architecture Document



		RD

		Requirements Document



		OMA

		Open Mobile Alliance



		CDR

		Charging Data Record



		GAA

		Generic Authentication Architecture 



		MIME

		Multipurpose Internet Mail Extensions



		MS-ISDN

		Mobile Station ISDN Number



		PoC

		Push to talk over Cellular



		SIP

		Session Initiation Protocol



		URT

		Universal Resource Identifier



		XDMC

		XML Document Management Client



		XDMS

		XML Document Management Server





4. Introduction


The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Presence and Availability Group Management V1_0, documenting those areas where testing is most important to ensure interoperability of implementations.


The Enabler under consideration comprises the following specifications:


· OMA-RD_GM-V1_0-20040930.doc

· OMA-XDM_Specification-V1_0-20050121-D.zip


· OMA-PoC_XDM_Specification-V1_0_0-20050119-D.doc


· OMA-Presence_XDM_Specification-V1_0-20041118-D.doc


· OMA-RLS_XDM_Specification-V1_0-20041118-D.doc


· OMA-Shared_XDM_Specification-V1_0-20041118-D.doc


Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for Presence and Availability Group Management V1_0.


5. Test Requirements


5.1 Enabler Test Requirements


The test requirements collected in this section are related to the Enabler Presence and Availability Group Management – V1.0. 


The requirements in this section are listed in the assumption that the test environment fulfills all the dependencies described in chapter 5.3 "Enabler Dependencies".


5.1.1 Mandatory Test Requirements


5.1.1.1 XDM Common functionalities


The common testing requirements specified in this section, are described in [OMA GM-RD] and [OMA-XDM -Spec].


		MANDATORY FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[01]: Storage of per-user information as one or more documents. ([OMA GM-RD] section 6.1.1.1, 6.1.1.2)

		Verify per-user information can be stored in the network in one or more documents in XDMS.  



		

		[02]: URI construction, ([OMA-XDM -Spec] section 6.1.1.1) 

		a) Verify the XCAP client is able to construct a unique URI 


b) Verify the URI is one globally, unique URI.

c) Verify the XUI is identical to a Public SIP URI that belongs to the user.



		

		[03]: Usage of the constructed URI


([OMA-XDM -Spec] section 6.1.1.2, [XCAP])

		a) Verify the XCAP is able to use the constructed URI as Request-URI according to identify a XML document.


b) Verify the XCAP is able to use the constructed URI as Request-URI according to identify XML element.


c) Verify the XCAP is able to use the constructed URI as Request-URI according to identify a XML attribute.



		

		[04]: Document Management Functions ([OMA GM-RD] section 6.1.3.1-9, [OMA-XDM -Spec] section 6.1.1.2)




		Verify principals with appropriate permissions can:


a) Create a document or an element, or an attribute of a document.


b) Retrieve a document or an element, or an attribute of a document.


c) Delete a document or an element, or an attribute of a document.


d) Modify a document or an element by adding, editing or deleting meta-data. 


e) 





Administrate and configure number of document creations per principal and per document type.  Verify the ability to set permissions to receive document change notifications.  



		

		[05] void 

		







		

		[06]: Subscription ([OMA-XDM -Spec] section, 6.1.2.1, 6.2.2.1)

		a) Verify a XCAP client is able to generate SUBSCRIBE request to the XML documents 


b) Verify the XDMS is able to process the request



		

		[07]: Notification ([OMA-XDM -Spec] section, 6.1.2.2, 6.2.2.2)

		a) Verify the XDMC is able to receive an incoming NOTIFY request that is part of the same dialog as the previously sent SUBSCRIBE request.


b) Verify the XDMS is able to generate a NOTIFY request 



		

		[08]: Void (See Appendix A) 

		

 



		

		[09]: Access and authentication.  ([OMA GM-RD] section 6.1.1, item 7, 6.1.3, item 1, [OMA-XDM -Spec] section, 6.3.1) 

		Verify that the document access identity is going to be authenticated by the Aggregation Proxy and only the  authorized principals is able to be authenticated successfully. 





		

		[10]: XCAP request forwarding by Aggregation Proxy ([OMA-XDM -Spec] section, 6.3.3) 

		Verify the Aggregation Proxy is able to forward each XCAP request to the corresponding XDMS based on the AUID and the XUI values in the HTTP Request URI.



		

		[11]: TLS usage ([OMA-XDM -Spec] section, 6.4.1, 6.4.2) 

		a) Verify the usage of TLS is going to be negotiated and used between the XDMC and Aggregation Proxy.


b) Verify the corresponding TLS ciphersuites are possible to be used by the XDMC and Aggregation Proxy.


c) Verify integrity and confidentiality protection of XDM file.



		

		[12]: Authorization ([OMA-XDM -Spec] section, 6.4.3) 

		Verify the XDMS is going to check that the identity of the requesting XDMC has granted access rights to perform the requested operations.



		

		[13]: Data consistency. ([OMA GM-RD] section 6.1.1.8)

		Verify document data is consistent when accessed simultaneously by multiple devices and end-users.



		

		[14]:  Retrieval data from smartcard. ( [OMA GM-RD] section6.1.1.12)

		Verify data can be retrieval if stored on a smartcard.



		

		[15]:  Multiple character sets. ([OMA GM-RD] section 6.1.1.13)

		Verify documents support multiple character sets.



		

		[16]: void

		



		

		[17]:  Void (See Appendix A) 

		



		

		[18]: Void (See Appendix A) 

		





		

		[19]: Void (See Appendix A) 

		





		

		[20]: The initial Client provision via OMA DM. ([OMA GM-RD] section 6.1.1, bullet 11, [OMA-XDM -Spec] Appendix C, [OMA-DM])

		Verify XDM provisioning is accomplished using OMA DM enablers



		

		[21]:  Interoperability ( [OMA GM-RD] section 6.1.7)

		Verify interoperability across XDM vendor implementations in the  following way: 


a) Consistent document administration.


b) Compliant transfer of documents across open interfaces.


c) Consistent document structure.


Compliant collection and consistent format of charging information.



		

		[22]: XDM UE-Network Interfaces ([OMA GM-RD] 6.2.3.1, 6.2.3.2) 



		Verify the Network Interface between the XDMC and XDMS supports the following:


a) Neutral access technology


b) Secure exchange of XCAP messages


c) Document management functions


d) Secure provisioning of XDMC parameters.



		

		[23]:  Default authorization policy ([OMA-XDM -Spec] section 6.4.3)

		Verify  a default policy is applied by the XDMS that primary principle has permission to perform all operations.



		

		[24]: Common Application Usage ([OMA-XDM -Spec] section, 6.6) 

		Verify that every XDMS  supports the Application Usage “xcap-caps”, which defines the capabilities of the server. The single document corresponding to the “xcaps-caps” Application Usage SHALL be available to all principals as a part of the global URI tree.



		

		[25]: XDMC identity assertion

([OMA-XDM-Spec] section 6.3.2) 

		Verify if the GAA is present, 


a) the Aggregation proxy makes the identity assertion in case of GAA presence. If the X-3GPP-Intended-Identity header is missing.


b) Verify the Aggregation proxy does the identity assertion in case of GAA absence. If the X-3GPP-Intended-Identity header is missing.

Verify in the GAA is not present.


a) The Aggregation Proxy always inserts X-XCAP-Asserted-Identity; and


b) There is only one X-XCAP-Asserted-Identity header in each HTTP request



		

		

		



		

		

		



		

		

		



		ERROR FLOW

		[01]: Improper AUID value  ([OMA-XDM -Spec] section, 6.5)

		If an XDMS receives a HTTP request targeted at a XCAP resource whose application usage is not understood, verify that the XDMS is able to reject the request with a HTTP 404 (Not Found) response.



		

		[02]: Error code 409 ([OMA-XDM -Spec] section, 6.5, [XCAP] Section 9)

		Verify a HTTP 409 error response is supported to include a document in the HTTP body that conforms to that defined in [XCAP] Section 9. 



		

		[03]: HTTP method for Data management ([OMA-XDM -Spec] section, 6.2.1)

		Verify that HTTP POST shall be rejected by XDMS.



		

		[04]: 

		



		

		[05]: 

		





Table 1: Mandatory Test Requirements for General XDM Operation


5.1.1.2 



		

		



		

		

		







		

		

		





		

		





		





















		

		

		



















		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		





a) 

b) 

c) 



		

		

		



		

		

		



		

		

		



		

		

		





 

5.1.1.3 PAG XDM for Presence 


The testing requirements specified in this section, are described in [OMA-Presence-XDM].

		MANDATORY FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[01]: Subscription Authorization Rules ([OMA-Presence-XDM], section 5.1.1)

		a) Verify the Presence server is able to determine the authorization of watcher based on authorization policies defined by the service provider (local policy) and the Presence Authorization Rules documents stored in the Presence XDMS that is defined by Presentity.


b) Verify the Presentity and Presence server both are able to support the XDM structure of Subscription Authorization Rules , and also the others in following:


b.1) Application Unique ID


b.2) XML Schema


b.3) MIME type


b.4) Validation constraints

b.5) Data Semantics 

b.6) Naming conventions


b.7) Global documents


b.8) Resource interdependency


b.9) Authorization policies


c) Verify Subscription Authorisation Rules contains “conditions” and “actions”.


d) Verify the “conditions” can support the "identity", “external-list” element and “other-identity” that include identities of the potential watchers.


e) Verify the "actions" element contains  "sub-handling" element which supports 4 values “block”, “confirm” , “polite-block” and “allow”.



		

		[02]: Presence Content Rules ([OMA-Presence-XDM], section 5.1.2)

		a) Verify the Presence source and Presence server both are able to support the Presence Content Rules structure (conform with pres-rules), and also the others in following:


Application Unique ID


XML Schema


MIME type


Validation constraints


Data Semantics


Naming conventions


Global documents


Resource interdependency


Authorization policies


b) Verify Presence source and Presence server support the “transformations” element that is able to include the "provide-tuples" element.



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		



		

		[06]: 

		



		

		[07]: 

		



		

		[08]: 

		



		

		[09]: 

		



		

		[10]: 

		



		

		[11]: 

		



		

		[12]: 

		



		

		[13]: 

		



		

		[14]: 

		



		

		[15]: 

		



		ERROR FLOW

		[01]: 

		



		

		[02]: 

		



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		





Table 3: Mandatory Test Requirements for Presence XDM

5.1.1.4  PAG XDM for RLS


The testing requirements specified in this section, are described in  [OMA-RLS-XDM].

		MANDATORY FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[01]: Presence List ([OMA-RLS-XDM], section 5.1)

		Verify the watcher and RLS XDMS both are able to support the Presence Content Rules structure, and also the others in following:


Application Unique ID


XML Schema


MIME type


Validation constraints


Data Semantics


Naming conventions


Global documents


Resource interdependency


Authorization policies



		

		[02]: 

		



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		



		

		[06]: 

		



		

		[07]: 

		



		

		[08]: 

		



		

		[09]: 

		



		

		[10]: 

		



		

		[11]: 

		



		

		[12]: 

		



		

		[13]: 

		



		

		[14]: 

		



		

		[15]: 

		



		ERROR FLOW

		[01]: Validation constraints 1 ([OMA-RLS-XDM], section 5.1.5)

		Verify if the Service URI does not conform to the local policy, the RLS XDMS is able to respond with an HTTP “409 Conflict” response.



		

		[02]: 

		



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		





Table 4: Mandatory Test Requirements for RLS XDM

5.1.1.5 PAG Shared XDM


The testing requirements specified in this section, are described in [OMA-Shared-XDM].

		MANDATORY FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[01]: URI list ([OMA-Shared-XDM], section 5.3)

		Verify the XDMC and Shared XDMS both are able to support the Presence Content Rules structure, and also the others in following:


Application Unique ID


XML Schema


MIME type


Validation constraints


Data Semantics


Naming conventions


Global documents


Resource interdependency


Authorization policies



		

		[02]:

		



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		



		

		[06]: 

		



		

		[07]: 

		



		

		[08]: 

		



		

		[09]: 

		



		

		[10]: 

		



		

		[11]: 

		



		

		[12]: 

		



		

		[13]: 

		



		

		[14]: 

		



		

		[15]: 

		



		ERROR FLOW

		[01]: 

		



		

		[02]: 

		



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		





Table 5: Mandatory Test Requirements for shared XDM

5.1.2 Optional Test Requirements


5.1.2.1 Optional XDM functionality

		OPTIONAL FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[01]: GAA usage ([OMA-XDM -Spec] section 6.4.1) in a realization of 3GPP

		Verify if the GAA is present, the XDMC and Aggregation Proxy are able to utilize the GAA to perform mutual authentication based on GAA.



		

		

		



		

		[02]: Query of permissions.  ( [OMA GM-RD] section 6.1.3.10)




		Verify authorized principle with appropriate permissions may query document permissions.






		

		[03]: Notification of document updates. ([OMA GM-RD] section 6.2.1 bullet 3, 6.2.2 bullet 4)

		Upon request, verify authorized principals receive notification of updates to documents.






		

		[04]: Usability. ([OMA GM-RD] section 6.1.6)

		a) Verify the system supports version control of XDM documents.


b) Verify the XDMC use a version control function to avoid unnecessary document retrievals prior to document manipulation. 



		

		[05]: XDMCs and notifications. ( [OMA GM-RD] section 6.2.1 bullet3, [OMA-XDM -Spec] section 6.1.2.1)

		Verify XDMC can subscribe to and receive notification of document updates (the change part).



		

		[06]: XDMSs and notifications. ([OMA GM-RD] section 6.2.2, bullet 4)

		Verify XDMS notifies authorized principals of document updates.



		

		[07]: Synchronization of user XML data over user-network interfaces (UNI).  ( [OMA GM-RD] section 6.2.3.1, bullet 5)

		Verify XDM-1, XDM-3 Network Interfaces support the synchronization of changed user data , e.g. resource list.



		

		[08]: Aggregation Proxy supporting compression ([OMA-XDM -Spec] section 6.3.4)

		Verify that Aggregation Proxy is able to perform compression of XML documents over the radio interface.



		

		[09]: TLS usage ([OMA-XDM -Spec] section 6.4.1)

		Support other TLS cipher suites defined in RFC2246



		

		[10]: 

		



		

		[11]: 

		



		

		[12]: 

		



		

		[13]: 

		



		

		[14]: 

		



		

		[15]: 

		



		ERROR FLOW

		[01]: Validation constraints: Receiving an HTTP “409 Conflict” response indicating “uniqueness-failure” of the conference URI ([OMA-PoC-XDM], section 5.1.5, [OMA-RLS-XDM], section 5.1.5)

		Verify the XDMC is optionally support to repeat the XCAP request using one of the generated conference URI.



		

		[02]: Validation constraints 2 ([OMA-PoC-XDM], section 5.1.5, [OMA-RLS-XDM], section 5.1.5)

		Verify if the received HTTP “409 Conflict” response includes an “alt-value” element, the XDMC is optionally support to repeat the XCAP request using one of the Service URI provided in the received “alt-value” element.



		

		[03]: 

		



		

		[04]: 

		



		

		[05]: 

		





Table 6: Optional Test Requirements for Optional XDM functionality.


5.2 Backwards Compatibility


None

5.3 Enabler Dependencies


This section outlines dependencies for the Presence and Availability Group Management Enabler.  

		Dependencies

		Descriptions



		

		



		

		



		

Enabler DM 

		

The XDM enabler shall use the Device Management enabler as listed in [OMA-DM].





Appendix A. Features to be specified in Phase 2 of XDM (Informative)


The present Appendix is a collection of features that are covered by [OMA-GM-RD], but not [OMA-XDM -Spec] in phase 1, therefore out of scope of Release 1.0. These features are to be covered by Phase 2 of XDM specification.

A.1 Mandatory features

A.1.1 XDM Common functionalities


		MANDATORY FEATURES

		TEST REQUIREMENTS



		NORMAL FLOW

		[04]: Document Management Functions ([OMA GM-RD] section 6.1.3.1-9, [OMA-XDM -Spec] section 6.1.1.2)

		e) Suspend access to and use of a document.  Verify no function may be performed on suspended draft other than modifying state.


f) Resume usage of an suspended document. Verify all operations are possible.

g) Search for documents.   Verify search can be performed by content or meta-data.  Verify wildcard characters can be used in search.  Verify ability to limit number of search results.  Verify search results are restricted to Service Provider policies and end-user privacy settings.



		

		[8] Meta-data associated with XDM documents  ([OMA GM-RD] section 6.1.1.4, 5, 6.1.3.1.2)

		a) Verify the Meta-data is able to associated with an XDM documents. Meta-data includes the Primary Principal, Creator, Identifier, Visibility, Timestamp, and Permissions. 

b) Verify the Visibility property is defined at document creation. 



		

		[17] Permissions ([OMA GM-RD] section 6.1.3.1, 3, 6) 

		Verify document management can only be performed by authenticated principals with appropriate permissions.  Service Providers have all document management permissions. 



		

		[18] Document management permissions ([OMA GM-RD] section 6.1.3.2, 4, 5)

		a) Verify assigning a set of permissions, or roles, is equivalent to assigning each permission individually. 

b) Verify permissions can be assigned at any time. 



		

		[19] Primary Principals  ([OMA GM-RD] section 6.1.3.7, 8, 9)

		Verify Primary Principal can be the creator of document, and can modify permissions of own document.  

Verify there is only one Primary Principal per document.



		

		[x] Delegation ([OMA GM-RD] section 6.1.2) 

		Verify that 


a) Principals is able to authorise other principals to perform selected operations on their behalf.  


b) Principal is able to delegate those functions to other principals.



		

		[y] Copy ([OMA GM-RD] section 6.1.3.2) 

		Verify the protocol Extension/Support necessary is supported.



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		ERROR FLOW

		

		



		

		

		



		

		

		



		

		

		



		

		

		





Table 7: Features to be specified in future release

A.2 Optional features

Appendix B. Change History
(Informative)


B.1 Approved Version History


		Reference

		Date

		Description



		OMA-PAG-2004-0606R01-GM-ETR

		26th Oct. 2004

		The first PAG group agreed draft.



		

		

		



		

		

		



		

		

		





B.2 Draft/Candidate Version 1.0 History
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