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1 Reason for Contribution

To show how WebDAV ACLs can easily be utilized in OMA PAG to fulfil XDM 2 Authorization Requirements.

2 Summary of Contribution

What is needed from WebDAV:
· OMA XDM 2 needs from WebDAV only following functions:

· Define Principal URI for XUI to be used in ACLs

· PROPFIND to set/get properties of XDM resources

· Access Control Lists (WebDAV ACP – RFC 3744)

· Privilege “DAV:read” is enough in XDM 2 as if you can search data from the document, you can also read the document

· Default ACL = Only owner can access to the document = backward compatible with XDM 1 solution

· For OMA XDM we can create new “OMA ACL” element
What is not needed from WebDAV:
· OMA XDM 2 don’t need following WebDAV functions :

· Collections (MKCOL) – can be used i.e. to create folders

· Locking as in XDM2 only Primary Principal is allowed to set/modify  access rules

· Privilege “DAV:write” is not needed in XDM2

3 Detailed Proposal

On below it is explained what needs to be define in OMA for having WebDAV ACL based access control with some examples that show how requests and responses will look like.

Provisioning of Principal URI (based on XUI)

· WebDAV ACL does not mandate a body for principal resources, only properties are meaningful.  It is thus RECOMMENDED that principals have a base URI like "http://principals.example.com/" for a domain "example.com".  
· For a user "joe" the principal URI is then "http://principals.example.com/joe/self".  The user "joe" is thus an XCAP user identity (XUI).
· It is RECOMMENDED that while provisioning users for XCAP application usages, users are given "DAV:all" privileges to their application usage "home directories".  This allows users full control to them: creation of sub-directories, setting access control rights and so on.
Server provisioned ACL after a successful PUT
· After a successful PUT (201) request a new XCAP resource has been created to the server. The server may then create an appropriate default ACL for the document. 
· In order to ease implementations and to guarantee compatibility with XCAP clients that don't support ACLs, the server MUST thus provision an ACL for the newly created resource which allows read access only for the owner of the resource. So the user ID (XUI) is mapped to the Principal URI.
XCAP Server Capabilities extension

· XCAP Server Capabilities application usage defines responses to XCAP clients about the XCAP server capabilities.  The format includes the possibility to describe extensions of the server.  If Class 1, 2 or 3 WebDAV compatibility is supported, the text node content of the <extension> element MUST contain "DAV1", "DAV2" or "DAV3".  If the server supports several of them, each property MUST be reported with separate <extension> elements.  If WebDAV ACL is supported the <extension> element contains "DAV ACL". 
· OMA can define own "OMA ACL" for this purpose to support only methods are needed by OMA.

An example ACL document after the creation of a new XCAP resource
   <?xml version="1.0" encoding="UTF-8" ?>

   <acl xmlns="DAV:">

     <ace>

       <principal>

         <href>http://principals.example.com/joe/self</href>

       </principal>

       <grant>

         <privilege><all/></privilege>

       </grant>

     </ace>

   </acl>

An example of ACL document request
The client can always request the created ACL with PROPFIND method from the server and update it to his/her likings but ACL unaware clients can still continue updating this new resource.  An ACL for a WebDAV resource can be set with the ACL method which always publishes the full access control list.  The request URI refers to a HTTP resource and as with other use cases, it MUST not contain an XCAP node selector.

   Request:

   PROPFIND /resource-lists/users/joe/

   Host: xcap.example.com

   Depth: 1

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <propfind xmlns="DAV:">

     <prop>

       <owner/>

       <acl/>

       <getetag/>

     </prop>

   </propfind>

   Response from the server:

   HTTP/1.1 207 Multi-Status

   Content-Type: application/xml

   Content-Length: xxxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <multistatus xmlns="DAV:">

    <response>

     <href>http://xcap.example.com/resource-lists/users/joe/</href>

     <propstat>

      <prop>

       <owner>

        <href>http://principals.example.com/joe/self</href>

       </owner>

       <acl>

        <ace>

         <principal>

          <property><owner/></property>

         </principal>

         <grant>

          <privilege><all/></privilege>

         </grant>

        </ace>

       </acl>

       <getetag>"cf223434-cc347899"</getetag>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

    <response>

     <href>http://xcap.example.com/resource-lists/users/joe/index</href>

     <propstat>

      <prop>

       <owner>

        <href>http://principals.example.com/joe/self</href>

       </owner>

       <acl>

        <ace>

         <principal>

          <href>http://principals.example.com/joe/self</href>

         </principal>

         <grant>

          <privilege><all/></privilege>

         </grant>

        </ace>

       </acl>

       <getetag>"de33443434-af343455"</getetag>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

   </multistatus>

An example about giving read access to "friends"
1) User requests rights for “friends”:

   ACL /resource-lists/users/joe/index

   Host: xcap.example.com

   Depth: 0

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <acl xmlns="DAV:">

     <ace>

       <principal>

         <href>http://principals.example.com/joe/self</href>

       </principal>

       <grant>

         <privilege><all/></privilege>

       </grant>

     </ace>

     <ace>

       <principal>

         <href>http://principals.example.com/joe/friends</href>

       </principal>

       <grant>

         <privilege><read/></privilege>

       </grant>

     </ace>

   </acl>

2) Server creates rights and responds with 200 OK:

   HTTP/1.1 200 OK
3) User queries the referenced "friends" group:

   PROPFIND /joe/

   Host: principals.example.com

   Depth: 1

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <propfind xmlns="DAV:">

     <prop>

       <group-membership/>

       <displayname/>

     </prop>

   </propfind>

4) Server responds:

   HTTP/1.1 207 Multi-Status

   Content-Type: application/xml

   Content-Length: xxxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <multistatus xmlns="DAV:">

    <response>

     <href>http://principals.example.com/joe/</href>

     <propstat>

      <prop>

       <group-membership/>

       <displayname/>

      </prop>

      <status>HTTP/1.1 403 Forbidden</status>

     </propstat>

    </response>

    <response>

     <href>http://principals.example.com/joe/self</href>

     <propstat>

      <prop>

       <displayname>Joe Smith</displayname>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

     <propstat>

      <prop>

       <group-membership/>

      </prop>

      <status>HTTP/1.1 404 Not Found</status>

     </propstat>

    </response>

    <response>

     <href>http://principals.example.com/joe/friends</href>

     <propstat>

      <prop>

       <displayname>Friends of Joe Smith</displayname>

       <group-membership>

        <href>http://principals.example.com/lisa/self</href>

        <href>http://principals.example.com/jack/self</href>

        <href>http://principals.example.com/tom/friends</href>

       </group-membership>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

   </multistatus>
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To choose WebDAV ACLs for a method to implement XDM2 Access Rules instead of extending common policy and defining ACLs on our own as there is already a method to do the same thing easily with existing technology that has already reached RFC-status.
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