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1 Reason for Change

This CR adds some basic text about the XDCP protocol into the XDM Core TS.

2 Impact on Backward Compatibility

The change has no impact on Backward Compatibility.
3 Impact on Other Specifications

A New specification for the XML schema for XDCP protocol is needed.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 3.3 Abbreviations

a. Abbreviations

	ABNF
	Augmented Backus-Naur Form

	APD
	Access Permissions Document

	AS
	Application Server

	AUID
	Application Unique ID

	GAA
	Generic Authentication Architecture

	HTTP
	Hyper Text Transfer Protocol

	IETF
	Internet Engineering Task Force

	IMS
	IP Multimedia Subsystem

	IP
	Internet Protocol

	MIME
	Multipurpose Internet Mail Extension

	MMD
	MultiMedia Domain

	OMA
	Open Mobile Alliance

	OMNA
	OMA Naming Authority

	SCR
	Static Conformance Requirement

	SIP
	Session Initiation Protocol

	TLS
	Transport Layer Security

	UE
	User Equipment

	URI
	Uniform Resource Identifier

	XCAP
	XML Configuration Access Protocol

	XDCP
	XDM Command Protocol

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language

	XUI
	XCAP User Identifier


Change 2:  Add new section 5.4.2 XDCP Document  after section 5.4.1 Search Document

5.4.2 XDCP Document
An XDCP document SHALL be sent as part of an XDCP request or an XDCP response. In an XDCP request the document SHALL contain which operation an XDMC requests an XDMS to perform and data needed to perform this operation. In an XDCP response the document SHALL contain information about the result of the operation.
An XDMC SHALL support the XDCP document if the XDMC supports the XDCP operation described in section 6.1.1.3 “XDM Operations using XDCP”.

An XDMS SHALL support the XDCP document if the XDMS supports the XDCP operations described in section 6.2.5 “XDM Operations using XDCP”.

6.3.1.2 Mime Type

The MIME type for the XDCP document SHALL be “application/vnd.oma.xdcp+xml”.

6.3.1.2 XML Schema

The XDCP document SHALL conform to the XML schema described in [XSD_xdcp].
6.3.1.2 Structure

The XDCP document SHALL conform to the XML schema described in section 5.4.2.2 “XML Schema”, with the clarifications given in this section.

Editor’s Note: Details about the structure are FFS.
Change 3:  Modify section 6.1.1.2 “XDM Operations” to “XDM Operations using XCAP”
6.3.1.2 XDM Operations using XCAP
An XDMC manipulates an XML document by invoking certain HTTP operations (defined in sub-sections below) on the XCAP Resource identified in the Request-URI of the HTTP header. 

The XDMC SHALL construct the Request-URI based on its knowledge of the Application Usage governing that XML document.

An XDMC MAY implement the conditional operations of [RFC4825] section 7.11.

An XDMC MAY support HTTP compression using content encoding. If the XDMC utilizes HTTP compression, it SHALL set the Accept-Encoding header as defined in [RFC2616].

Change 4:  Add new section 6.1.1.3 “XDM Operations using XDCP” after section 6.1.1.2 “XDM Operations
6. XDM Operations using XDCP
An XDMC MAY support XDM operations as described in this subsection.

When performing an XDCP operation, the XDMC SHALL issue an XDCP request by using a HTTP POST request containing an XDCP document as defined in chapter 5.4.2 “XDCP Document”.

The HTTP Request-URI for the XDCP request SHALL be constructed as “http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name]” if the XDCP request is targeting a document with the XCAP URI “http://[XCAP Root URI]/[AUID]users/[XUI]/[document-name]”.

6.1.1.3.1 Document Share by Reference operations.

When setting a Document Share Reference, the XDMC SHALL do an XDCP operation containing an XDCP Document as described in section 5.4.2 with the following clarifications:

1. the <request> element SHALL be set to “SetDocumentShareReference”

2. the <shared-document> element SHALL contain a Document Selector to the document to be shared.

When deleting a Document Share Reference, the XDMC SHALL do an XDCP operation containing an XDCP Document as described in section  5.4.2 with the following clarifications:

1. the <request> element SHALL be set to “DeleteDocumentShareReference”.

When retrieving a Document Share Reference, the XDMC SHALL do an XDCP operation containing an XDCP Document as described in section 5.4.2 with the following clarifications:

1. the <request> element SHALL be set to “RetrieveDocumentShareReference”

Editor’s Note: The Procedures for Document Share are not complete and needs to be clarified more.
Change 5:  Modify section 6.2 Procedures at the XDM server

a. Procedures at the XDM Server

An XDMS is a HTTP origin server that manipulates XCAP Resources according to the conventions described in [RFC4825], and processes Search Requests.

An XDMS SHALL authorize the requests as described in section Error! Reference source not found. “Authorization”.
An XDMS receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search SHALL process the request as described in chapter Error! Reference source not found.. An XDMS receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name]SHALL process the request as described in chapter 6.2.6. The XDMS SHALL reject any other HTTP POST requests with an HTTP “405 Method not allowed” response.

An XDMS receiving an XCAP Request SHALL process the request as described in section Error! Reference source not found. “Document Management”.

When generating HTTP responses towards the XDMC, the XDMS MAY include a Server HTTP header as defined in [RFC2616] with the value set to “XDM-serv/OMA2.0” to indicate that the XDMS is compliant with this specification.

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL be implemented in an AS as defined in [3GPP-TS_23.228] and [3GPP2-X.S0013-002] respectively.

Change 6:  Add new section 6.2.6 Handling of XDCP Operations

5.4.2 Handling of XDCP operations

The XDMS MAY support one of more XDCP operations as described in this section. Per Application Usage it is define which XDCP operations the Application Usage requires.

Upon receiving an XDCP Request, the XDMS SHALL verify whether an XDCP document included in the body of the XDCP request conforms to the structure defined in chapter Error! Reference source not found. “Structure” and execute the XDCP operations as described in subsections to this section. If the XDMS does not support a certain operation it SHALL send an error response.
Editor’s Note: Detailed common procedures are FFS

6.3.1.2 Document Share by Reference 

Editor’s Note: Procedures are FFS

Change 7:  Modify section 6.3.1.1 General

6.3.1.1 General

Upon receiving an XCAP Request targeted to the Aggregation Proxy, the Aggregation Proxy: 

1) SHALL check whether the domain of the XUI matches with the domain of the Aggregation Proxy;

2) SHALL perform one of the following:

a) If the domain of the XUI matches with the domain of the Aggregation Proxy, forward the XCAP request to the corresponding XDMS based on the HTTP Request-URI; or

b) If the domain of the XUI does not match the domain of the Aggregation Proxy, forward the XCAP request to the Cross-Network Proxy.

Upon receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search, the Aggregation Proxy SHALL forward the HTTP POST request to the Search Proxy. 
Upon receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name] the Aggregation Proxy SHALL perform one of the following:

a) If the domain of the XUI matches with the domain of the Aggregation Proxy, forward the XDCP request to the corresponding XDMS based on the HTTP Request-URI; or
b) If the domain of the XUI does not match the domain of the Aggregation Proxy, forward the XDCP request to the Cross-Network Proxy.
Upon receiving the responses to the XCAP Request, the Aggregation Proxy SHALL aggregate and forward responses back to the XDMC.
Upon receiving the responses to the HTTP POST request, the Aggregation Proxy SHALL forward the responses back to the XDMC.

The Aggregation Proxy MAY, when generating HTTP responses to XDMC (e.g., when challenging the XDMC for authentication), include the Server HTTP header [RFC2616] with the value set to “XDM-proxy/OMA2.0” to indicate that the Aggregation Proxy is compliant with this specification. 

NOTE: It is out of scope of this specification how the Aggregation Proxy to handle the received Server HTTP headers included in the received HTTP responses, when aggregating and forwarding those HTTP responses to XDMC. 

The Aggregation Proxy SHALL protect the HTTP traffic between the XDMC and the Aggregation Proxy as specified in section Error! Reference source not found. “Integrity and Confidentiality Protection”.

Change 8:  Modify section 6.3.1.2 Error Cases

6.3.1.2 Error Cases

If the Aggregation Proxy receives an HTTP request targeted at an XCAP Resource whose Application Usage is not recognized, the Aggregation Proxy or XDMS SHALL reject the request with an HTTP “404 Not Found” error response
Upon receiving an HTTP request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search where HTTP Method is different from POST, the Aggregation Proxy SHALL reject the request with an HTTP “405 Method not allowed” error response.
Upon receiving an HTTP request containing an HTTP Request-URI of the form http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name] where HTTP Method is different from POST, the Aggregation Proxy SHALL reject the request with an HTTP “405 Method not allowed” error response.
Upon receiving an HTTP POST request not containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search or http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name], the Aggregation Proxy SHALL reject the request with an HTTP “405 Method not allowed” error response.
Upon receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search or http://[XCAP Root URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]/[document-name] and the Application Usage described by the [AUID] part of the URI is not recognized the Aggregation Proxy SHALL reject the request with an HTTP “404 Not Found” error response.

Change 9:  Modify section 6.5 Procedures at the Cross-Network Proxy

6.5 Procedures at the Cross-Network Proxy
The Cross-Network Proxy SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. 
Upon receiving XCAP requests from the Aggregation Proxy or Search Requests from the Search Proxy, the Cross-Network Proxy:

1. SHALL be configured as an HTTP Reverse Proxy (see [RFC3040]);

2. SHALL share the XDMC authentication and its identity assertion with the Aggregation Proxy and the Search Proxy as described in section Error! Reference source not found.“XDM Client Identity Sharing”;
3. SHALL verify whether the target remote domain is a trusted domain;

4. SHALL forward the request to the Cross-Network Proxy of remote network; 
a. When forwarding an XCAP request, the Cross-Network Proxy SHALL set the XCAP Root URI of the forwarded XCAP request to the XCAP Root URI of the remote network based on the domain of the XUI. 
b. When forwarding a Search Request, the Cross-Network Proxy SHALL set the XCAP Root URI of the forwarded Search Request to the XCAP Root URI of the remote network based on the “domain” query parameter and SHALL remove the “domain” query parameter from the HTTP URI. 

c. When forwarding an XDCP request, the Cross-Network Proxy SHALL set the XCAP Root URI of the forwarded XDCP request to the XCAP Root URI of the remote network based on the domain of the XUI.
5. SHALL protect the HTTP traffic as described in section Error! Reference source not found.“Integrity and Confidentiality Protection”.
Upon receiving XCAP requests, an XDCP request or Search Requests from remote networks, the Cross-Network Proxy:

1. SHALL be configured as an HTTP Reverse Proxy (see [RFC3040]);

2. SHALL share the XDMC authentication and its identity assertion with the originating network as described in section Error! Reference source not found. “XDM Client Identity Sharing” if they are from trusted domains;
3. SHALL verify whether the Cross-Network Proxy is responsible for the target domain of the received XCAP requests or Search Requests;
4. SHALL forward XCAP requests or an XDCP request to the Aggregation Proxy and forward Search Requests to the Search Proxy; 

5. SHALL protect the HTTP traffic as described in section Error! Reference source not found. “Integrity and Confidentiality Protection”.
6.5.1 Error Cases
If the Cross-Network Proxy receives an XCAP request, an XDCP request or a Search Request for a target domain that it is not responsible for, the Cross-Network Proxy SHALL reject the request with an HTTP “404 Not Found” error response.
If it receives an XCAP request, an XDCP request or a Search Request from an untrusted remote network, the Cross-Network Proxy SHALL reject the request with an HTTP “403 Forbidden” error response.
Change 10:  Modify Appendix B as below

Appendix A. Static Conformance Requirements 
(normative)

The notation used in this appendix is specified in [SCRRULES].

The SCRs defined in the following tables include SCR for:

· Aggregation Proxy

· XDMS

· XDMC

· Search Proxy

· Cross-Network Proxy
The following tags are used in the Function column to identify the relationship of the requirements in this enabler release [XDM_ERELD-V2_0] with the requirements of the previous enabler release [XDM_ERELD-V1_1]:

· XDMv1.1 – Requirement that is the same in this enabler release [XDM_ERELD-V2_0], as in the previous enabler release [XDM_ERELD-V1_1].
· XDMv2.0 – Requirement that is new in this enabler release [XDM_ERELD-V2_0].

· XDMv1.1mod – Requirement that exists in the previous enabler release [XDM_ERELD-V1_1], but is modified in this enabler release [XDM_ERELD-V2_0].
Editor’s Note : SCR items for XDCP are FFS
Change 11:  Add new appendix section C.8 “Examples of XDCP Operations”
C.8 Examples of XDCP Operations

Editor’s Note: Examples of XDCP Operations are FFS
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