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1 Reason for Contribution

This contribution proposes new SLT requirements and modifications to a number of existing service level tracing requirements. These modifications follow the informal review of the OSPE RD. In addition, this contribution proposes additional definitions.

2 Summary of Contribution

Modification to several SLT requirements

New SLT requirements 

New definitions for device and end-user visible events

3 Detailed Proposal

3.1 Definitions

Definitions contained in [Dictionnary] are not repeated here.

	End user visible events
	Those events that are visible to the end-user consuming a service. An user-visible event may be a diverted-to-number; Browsing-Redirect URL; MMS Content-to-person; Messaging Notification of delivery or submission).

	Device
	Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer. Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers.


6. Requirements

6.1 High-Level Functional Requirement

Service level tracing requirements

	[SLT-HL-1]
	Each enabler with in the Service Provider domain SHALL support Service Level Tracing (SLT).

	[SLT-HL-new]
	A component supporting Service Level Tracing (SLT) SHALL be able to interpret an incoming SLT trace trigger request such that when the component receives an SLT trace trigger request, it SHALL invoke its SLT functionality.

	[SLT-HL-18]
	An SLT trace trigger request SHALL contain a SLT global unique identifier;

	[SLT-HL-2]
	SLT functionality supported by an SLT compliant component SHALL include:
1. A standardised logging capability for all logged SLT information and additional information as included in additional information elements of the SLT trace trigger request;

2. Ability to propagate the SLT trace trigger request onwards to other components within the Service chain (even if the outbound protocols is different from the incoming protocols);

3. Ability to maintain the uniqueness of the global unique identifier as it propagates the SLT trace trigger onwards. ;

4. Ability to increment the SLT sequence number before the SLT trace trigger request is propagated through each enabler forming the service chain

5. The ability to identify an component “entry” and “exit” point to enable a Service Provider to initiate an SLT within a specific part of the cervice chain;

6. When an end-user’s device is SLT compliant, the SLT functionality supported by a component, when instructed by the Service Provider, SHALL be able to initiate an SLT trace trigger request;

7. The ability to indicate the component’s responsiveness, e.g. determine the time spent executing an enabler;

8. Ability to populate the additional Information Elements belonging to a SLT trace trigger request with information associated with the component that supports the SLT functionality and the environment in which it runs (e.g when a component resides on an end-user device)

	[SLT-HL-3]
	It SHALL be possible for the Service Provider through a standardised interface to store and retrieve SLT logged information.

	[SLT-HL-3]
	SLT SHALL support a standard way to store and expose SLT logged information to the Service Provider.

	[SLT-HL-4]
	A component logged trace information SHALL contain information including but not limited to:

1. A mechanism to allow the ability to understand the order of records captured through invocation of SLT;

2. SLT Globally Unique Identifier;

3. SLT trace trigger request identifier;

4. Component characteristics (enabler Id, supported protocol and protocol version, key enabler performance indicators such as event execution time, queuing information and statistics etc);

5. Incoming and outgoing service attributes (e.g. IP Port address, hostname, destination address etc);

6. 

7. All signalling messages and their information elements, and all user-visible events, associated with the service that a component is responsible for.

	[SLT-HL-5]
	A component SHALL only invoke its SLT functionality when it either receives an SLT trace trigger request or when it is instructed to do so by the Service Provider.

	
	


	[SLT-HL-7]
	There SHALL be at least three levels of logging information indicated within the SLT logged information, i.e. user-visable events, signalling messages, and information messages..

	[SLT-HL-8]
	It MUST be possible to be able to identify the actors and actions involved with a Service Level Trace, e.g. the end-user device, the components of the Service chain..

	[SLT-HL-9]
	After the component completes its phase of the service (e.g. control/user-plane establishment) and has invoked its SLT functionality, the component SHALL forward the SLT trace trigger request to the next implementation (e.g. enabler or application) within the service chain.

	[SLT-HL-10]
	Each SLT trace trigger request SHALL be uniquely identifiable across all Service Providers at all times.

	[SLT-HL-11]
	It SHALL be possible for the Service Provider to retrieve all logged information pertaining to a specific instance of SLT initiation.

	[SLT-HL-12]
	If a component does not support SLT functionality, it MUST transparently pass the SLT trace trigger request to the subsequent component within the service chain, when the protocol between the components allows unrecognised fields to be passed between components.

	[SLT-OSR-4]
	Components that do not support SLT functionality MUST NOT prohibit the successful completion of the service.

	[SLT-HL-14]
	Upon the reception of an SLT trace trigger request, the component MAY provide, other than that requested by the SLT trace trigger request, a different level (i.e. finer detail) and type of logged information (e.g. information that may not be directly associated with the service being invoked).

	[SLT-HL-15]
	Service Level Tracing MUST apply to both control and user plane, i.e. the use of SLT MUST help identify service related issues from both a service level perspective and a user plane perspective and aid in identifying issues related to, e.g. timing misalignments between the user plane and control plane.

	[SLT-HL-16]
	It SHALL be possible to retrieve from the marked device application specific information such as application version and information specifically associated with the service with which the end-user experiences problems.

	[SLT-HL-17]
	The SLT trace trigger request SHALL support additional information elements that can be populated with information such as terminal or application characteristics.

	[SLT-HL-18]
	The SLT trace trigger request MAY be populated with information describing the capabilities of the initiating equipment, e.g. information such as application version, device type etc). This information can be used by enabler’s SLT functionality to determine what information needs to be logged.


6.1.1 Security

	[SLT-SEC-1]
	It SHALL be possible for a Service Provider to require additional security on messages that contain SLT requests (e.g. mark device request and SLT trace trigger request). This is to protect against security threats such as unnecessary service processing and/or fraudulent use of SLT.

	[SLT-SEC-2]
	Security SHALL be applied to ensure that it is only be possible for a Service Provider to “mark” an end-user’s device when that end-user is authorised by the Service Provider.


6.1.2 Charging

	[SLT-CRG-1]
	It SHALL be possible to charge for all SLT procedures.


6.1.3 Administration and configuration

	[SLT-AC-1]
	It MAY be possible for the Service Provider to activate or de-activate the SLT functionality on an component, i.e. Upon the reception of the SLT trace trigger request, the component MAY invoke it’s SLT functionality only if the SLT functionality has been activated.

	[SLT-AC-2]
	It SHALL be possible for the Service Provider to “mark” a device such that when the end-user initiates a service from the marked device, the marked device inserts an SLT trace trigger request, e.g. within specified SIP or HTTP SLT trace headers.

	[SLT-AC-2]
	It SHALL be possible for the Service Provider to deactivate a marked device.

	[SLT-AC-3]
	It SHALL be possible for the Service Provider to “mark” a device with or without the end-user’s permission.

	[SLT-AC-4]
	It SHALL be possible for the Service Provider to restrict the transfer of the SLT trace trigger request between Service Provider domains in order to satisfy National and International legislation, e.g. Legislative law may mean that SLT information is not allowed to be passed between Service Providers across different countries.

	[SLT-AC-5]
	In the case where it is not possible to “mark” the end-user’s device, it MUST be possible for the Service Provider to initiate an SLT trace trigger request at any component that forms part of the service chain.


6.1.4 Usability

None-identified

6.1.5 Interoperability

	[SLT-IOP-1]
	It SHALL be possible to propagate the SLT Trace Trigger request onwards to other components within the Service chain (even if the outbound protocols is different from the incoming protocols).

	[SLT-IOP-2].
	An SLT Trace Trigger request MAY (e.g. depending on Service Level Agreements between Service Providers) be propagated outside the boundaries of a Service Provider’s domain, e.g. an SLT trace trigger request may be passed from a Mobile Operator’s network domain to a 3rd Party Service Provider domain.

	[SLT-IOP-3]
	It SHALL be possible for a Service Provider to “mark” an end-user’s device when that device is compliant to SLT.


6.1.6 Privacy

	[SLT-PRV-1]
	For Privacy requirements see OMA Privacy Requirements for Mobile Services [Privacy]


6.2 Overall System Requirements

	[SLT-OSR-1]
	Service Level Tracing SHOULD NOT unduly impact component capacity and performance and the live services that are supported by the enabler.

	[SLT-OSR-2]
	The capacity of an component MUST not restrict the transfer of the SLT trace trigger request

	[SLT-OSR-3]
	The maximum number of simultaneous SLT test routines SHOULD be configurable by the Service Provider. However, the maximum number MAY also be influenced by legislation.


6.3 System Elements

6.3.1 Network interfaces

	[SLT-NI-1]
	The Service Provider MUST be able to retrieve SLT logged information from all components through a standardised interface. (Note: the logged information may be stored in a common logging function or in individual components)

	[SLT-NI-2]
	The procedures across the SLT interface SHALL either allow for the retrieval of all or part of the logged SLT information, e.g. logged information on an component may have resulted from several test cases but only logged information associated with one SLT Trace initiation request is required to be retrieved.

	[SLT-NI-3]
	Interfaces supporting the connectivity between a Service Provider and their end-user device (e.g. corporate wireless networks, Mobile Operator radio networks or hotspot radio networks) SHALL support the capabilities that allow a Service Provider to “mark” a device. 

	[SLT-NI-3]
	The Service Provider MUST be able to initiate a Service Level Trace at any component through a standardised interface exposed by that component.


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review, agree and include the changes as described in section 3 of the OSPE RD.
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