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1 Reason for Change

SEC WG has produced a common set of security requirements that could be used as a guideline by OMA WGs to complete the security requirements section in the RD template. This CR proposes to update the current RD template with the proposed text.  
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SEC WG kindly asks REQ WG to adopt the changes proposed in this document.
6 Detailed Change Proposal

6.1.1 Security

<< This clause identifies the high level security needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 
Please find below some guidelines on which security requirements might be applicable to the requirements specification. The technical group should select and possibly extend/reword as required any security requirement below that applies to the functionality being defined and should delete any requirement that does not apply.

Requirements related to AUTHENTICATION:

-This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.

-This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.

-This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.

-This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.

-This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.

-This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.

-This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.

Requirements related to AUTHORIZATION

-This function MUST be able to authorize access only to requestors entitled to access the function.

-Requirements related to DATA INTEGRITY

-This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable. 

Requirements related to CONFIDENTIALITY and PRIVACY

-This function MUST use/support* data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.

-This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.

For additional security requirements related to privacy, please refer to the OMA Generic Privacy Requirements Document (OMA-RD-Privacy-V1_0-20031104-C).
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Table 3: High-Level Functional Requirements – Security Items





Security Requirements should be reviewed with the Security Working Group.  The impacts and relationships to other security considerations need to be comprehensive.  In addition, the concerns raised for a particular feature described herein may be impactful for other features.  Early coordination of this material with Security WG will help assure the most complete set of descriptions possible across the set of OMA enabler activities.
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